2014°s TOP

DATA BREACHES

(so far)

Starting with the high-profile Target breach last December,
a string of major data breaches has affected every major
business sector. Here's a timeline of some of the most
significant breaches, based on when the company publicly
acknowledged the incident:
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Numbers in Millions

— O

DEC

2013 Target Corp.

110 MILLION

People affected

Information compromised:
Credit and debit cards, customer details TAR(;ET®

JAN

2014 Snapchat

4.6 MILLION 8

People affected

Information compromised: snapchat

Usernames, phone numbers

JAN .
2014 KB Kookmin Card, Lotte Card,

NH Nonghyup Card

104 MILLION KB

People affected

Information compromised:
Card numbers and validation dates, name, resident
registration number, birth date, phone number, address

JAN

2014 Neiman Marcus

350,000 \
People affected Nm/mau a/wm

Information compromised:
Credit and debit cards

FEB
2014 Orange

800,000

People affected

Information compromised:

orange’

Names, mailing addresses, e-mail addresses,
account IDs, telephone numbers

FEB
2014 University of Maryland
QY»RSITP

310,000 5,
People affected

Information compromised:

Names, Social Security numbers, dates of birth,
university identification numbers

MAR
2014 KT Corp.

12 MILLION

People affected

Information compromised:
Customer names, resident registration numbers,
places of employment, bank account details

APR
2014 Mumsnet

1.5 MILLION

People affected

Information compromised: m umsnet

Usernames, e-mails, passwords, posting history, by parents for parents
personal messages, personal profiles

APR
2014 Michaels

3 MILLION .
People affected ‘d‘[ 6
Information compromised:
Payment card numbers, expiration dates

APR
2014 County of Los Angeles, Calif.

338,000

People affected

Information compromised:

Patient names, Social Security numbers,
billing information, dates of birth, addresses,
diagnoses, other medical information

MAY
2014 eBay

145 MILLION
People affected
Information compromised:

Encrypted passwords, customer names, e-mail addresses,
mailing addresses, phone numbers, dates of birth

JUN
2014 Montana Department of Public Health and Human Services

1.3 MILLION

People affected M&iﬁaNTANA
Information Compromised: Deparlment 0 PUbllC Health & Human Services

Names, addresses, dates of birth, Social Security numbers,
information related to health assessments, diagnoses,
treatments, health condition, prescriptions, insurance

JUL

2014 Benesse Holdings Inc.

20.7 MILLION 7 |
People affected 4 o=

Information compromised: Benesse

Customer names, addresses, telephone numbers, birthdates, gender

JUL
2014 Paddy Power

650,000
People affected PADDYPOWER’

Information compromised:
Customer names, usernames, addresses, e-mail addresses,
phone numbers, dates of birth, question-and-answer security questions

AUG

2014 P.F. Chang’s

N/A 4
People affected PF Cj_IANqZ)

Information compromised: . N .

Card numbers, expiration dates, cardholder names

AUG

2014 Community Health Systems

4.5 MILLION

0
People affected oo CHS
eople arrecte Clt]Cl

Information compromised:
Names, addresses, birthdates, telephone numbers, Social Security numbers

SEP

2014 Goodwill

868,000 9
People affected

Information compromised:

gooduwill
Names, payment card numbers, expiration dates ®

SEP

2014 Google

5 MILLION

People affected GO gle

Information compromised:
Usernames, passwords

SEP

2014 Home Depot

56 MILLION
People affected

Information compromised:
Credit and debit card numbers

OoCT

2014 JPMorgan Chase

76 MILLION
People affected “'JPMorganChase

Information compromised:
Names, addresses, phone numbers, e-mail addresses

View this infographic online
http://www.databreachtoday.com/infographic-2014s-top-breaches-so-far-a-7408
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http://www.databreachtoday.com/target-breach-70-million-affected-a-6366
http://www.databreachtoday.com/snapchat-updates-security-after-breach-a-6368
http://www.databreachtoday.com/south-korea-credit-card-breach-grows-a-6437
http://www.databreachtoday.com/neiman-marcus-downsizes-breach-estimate-a-6532
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http://www.databreachtoday.com/univ-maryland-reports-major-breach-a-6520
http://www.databreachtoday.com/south-korean-telecom-co-breached-a-6605
http://www.databreachtoday.com/heartbleed-breach-reported-in-uk-a-6754
http://www.databreachtoday.com/michaels-confirms-data-breach-a-6763
http://www.databreachtoday.com/victim-tally-in-la-breach-doubles-a-6716
http://www.databreachtoday.com/ebay-breach-145-million-users-notified-a-6858
http://www.databreachtoday.com/montana-breach-victim-tally-13-million-a-6992
http://www.databreachtoday.com/arrest-made-following-breach-in-japan-a-7081
http://www.databreachtoday.com/gambling-site-breach-affects-650000-a-7140
http://www.databreachtoday.com/pf-changs-breach-33-locations-hit-a-7153
http://www.databreachtoday.com/china-hackers-suspected-in-health-breach-a-7204
http://www.databreachtoday.com/goodwill-868000-cards-compromised-a-7268
http://www.databreachtoday.com/5-million-google-passwords-leaked-a-7299
http://www.databreachtoday.com/home-depot-56-million-cards-breached-a-7336
http://www.databreachtoday.com/jpmorgan-chase-confirms-cyber-attack-a-7319



