TOP DATA BREACHES

AS REPORTED FOR WEEK OF SEPTEMBER 1, 2014

This week saw news of several data breaches, some
confirmed and some still being investigated. Here’s
a look at the week’s top incidents:

VICTIMS and BREACH DETAILS

4 868,000
"

PEOPLE IMPACTED

INFORMATION COMPROMISED
Names, payment card numbers, expiration dates

HERE’S WHAT HAPPENED
n n d m i I I The charitable organization confirmed that malware
g was used in the breach of a third-party vendor,

affecting about 330 stores in 20 states.

®

INFORMATION COMPROMISED
Possibly payment card details

HERE’S WHAT HAPPENED

While the breach hasn’t yet been confirmed,
the home-improvement retailer says it is
working with Symantec and FishNet Security
to investigate the suspected incident.

Home Depot already faces a class-action
lawsuit.

"JPMorganChase

“Companies of our size unfortunately experience
cyber-attacks nearly every day. We have multiple layers
of defense to counteract any threats and constantly
monitor fraud levels.”

-JPMorgan Chase Spokesperson

HERE’S WHAT HAPPENED

The FBI and U.S. Secret Service have confirmed they’re investigating a suspected breach. A
JPMorgan Chase spokeswoman says the bank is working with the agencies to identify the scope
of the incident, but at this time details are unknown.

Celebrity iCloud Accounts

HERE’S WHAT HAPPENED

Apple on Sept. 2 said some celebrities’
accounts - and photos and videos stored
therein - “were compromised by a very
targeted attack on usernames, passwords and
security questions.” But some security experts
qguestioned Apple’s explanation of the breach.
And they contended the company’s iCloud
service remains vulnerable to similar exploits.

Sources: Goodwill, Home Depot, JPMorgan Chase, FBI, Apple

View this infographic online
http://www.databreachtoday.com/top-data-breaches-week-sept-1-a-7281

ISMG Network Sources
http://www.databreachtoday.com/goodwill-868000-cards-compromised-a-7268
http://www.databreachtoday.com/update-home-depot-breach-investigation-a-7259
http://www.databreachtoday.com/chase-breach-investigation-any-answers-a-7275

http://www.databreachtoday.com/apple-icloud-safe-a-7265
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