2013 Cyber Security Study

What is the Impact of Today’s Advanced Cyber Attacks?
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From the Editor

Stark Figures About Today's Advanced Threats

Here, in short, is why you need to be concerned about today’s advanced threats:
» 47 percent of surveyed organizations know they have suffered a cyber attack in the past year;
» 70 percent say they are most vulnerable through their endpoint devices;

» And yet 52 percent rate at “average-to-non-existent” their ability to detect suspicious activity on these

devices.

Tom Field
VP, Editorial

With those points in mind, welcome to the 2013 Cyber Security Survey, commissioned by Bit9 and
conducted by Information Security Media Group.

From the board room to the data center, global organizations are increasingly aware of the damage that can
be caused by today’s most sophisticated cyber attacks, including the advanced persistent threat, targeted

attacks and malware.

But how equipped are these organizations to detect and defend against cyber attacks before they take root in

endpoints and servers? That is the question we answer in the pages ahead.

In addition to the survey results, please pay heed to the expert analysis from Bit9 CSO Nick Levay.

Please don’t hesitate to share your reactions to these survey results and analysis.

Tom Field
Vice President, Editorial
Information Security Media Group

tfield@ismgcorp.com
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Sponso red by Bit9 is the leader in a new generation of endpoint and server security based on real-time visibility and
protection. Bit9 is the only solution that continuously monitors and records all activity on endpoints
® - and servers and stops cyber threats that evade traditional security defenses. Bit9’s real-time sensor
% B I t 9 and recorder, cloud-based services, and real-time enforcement engine give organizations immediate
* visibility to everything running on their endpoints and servers; real-time signature-less detection of
and protection against advanced threats; and a recorded history of all endpoint and server activity to

rapidly respond to alerts and incidents. http://www.bit9.com



Analysis

% Bit9

Top 3 Challenges for Today's Security Teams

Why First-Generation Solutions Are No Longer Sufficient

By Nick Levay, CSO, Bit9

The results from the 2013 Cyber
Security Survey echo the challenges
that we hear from customers each
and every day.

A resounding 47 percent of organizations surveyed report that they
suffered at least one cyber attack in the past year. But what is even
more astounding is the 13 percent of respondents who say they do

not even know if they have been attacked.

This uncertainty is well-founded—according to the 2013 Verizon
Data Breach Investigations report, 66 percent of breaches in 2012
took months or even years to discover. When found, 69 percent
of breaches were spotted by an external third party (like the FBI,
Secret Service or forensic services) rather than by in-house staff.
Why does this security landscape exist? The 2013 Cyber Security

Survey identifies three challenges facing security teams today:

» 1. First-generation security solutions cannot protect against

today’s sophisticated attackers;
» 2. There is no silver bullet in security;

» 3. There is an endpoint and server “blind spot.”

First-Generation Security Solutions Cannot Protect Against
Today's Sophisticated Attackers.

It seems like each day there is a new attack reported in the

news: advanced attacks such as Flame, Gauss and the Flashback
Trojan that attacked 600,000 Macs. These “public” cyber attacks
are, unfortunately, just the tip of the iceberg. The number and
variety of attackers and their differing goals and motivations are

overwhelming.

The 2013 Cyber Security Survey shows proof that traditional,
signature-based security defenses cannot keep up with today’s

advanced threats and malware:

» 66 percent of survey respondents say their organizations’
ability to protect endpoints and servers from emerging
threats for which no signature is known is “average” to “non-

existent.”

» 40 percent of respondents state that malware that landed
on their endpoints and servers got there because it bypassed

antivirus.

First-generation security solutions, such as signature-based
antivirus, can’t keep up with the tidal wave of widely targeted
malware (400+ million variants), let alone advanced attacks that

target specific organizations.

© 2013 Information Security Media Group



There is No Silver Bullet in Security.

In speaking with customers, we’ve learned that organizations
increasingly rely on new-generation network security solutions as
a primary defense against cyberthreats. This is a step in the right

direction, but not a silver bullet. According to the survey:

» 27 percent of respondents say malware was able to land on
their endpoints and servers because it bypassed network

security.
» 30 percent responded that they don’t know how it got there.

The digital assets that you need to protect reside on your endpoints
and servers, or are at least accessible from your endpoints and
servers, and it is inevitable that some malware is going to make it
to this critical infrastructure. How does it happen? It could be that
a user fell victim to social engineering, a laptop was disconnected
from your network and network security, a user plugged in an
infected USB device or mobile phone to his or her PC, or an

advanced threat slipped past your AV.

Nick Levay

To combat the APT, you need to fortify your endpoints and servers

with security solutions that work together to give you a unified,

holistic approach. A defense-in-depth strategy is necessary, where

you are not counting on just one security control to stop an attack.

There is an Endpoint and Server Blind Spot

The survey results indicate that there is also an “endpoint and

server blind spot.”

» 59 percent say that when it comes to real-time monitoring of
files that attempt to execute on servers and endpoints, their

organizations’ abilities rate from “average” to “non-existent.”

» 61 percent say that once a file is determined to be malicious,
the organization’s ability to determine how many endpoints
and servers are infected rates from “average” to “non-

existent.”

© 2013 Information Security Media Group



» Only 37 percent rate their organizations’ ability to create a

history of activity for use in forensic investigations as “very

good” or “excellent.”

These statistics are in line with what we hear from our customers:
Security teams have limited to no visibility into what is happening
on their endpoints and servers. If malware is suspected, there is no
way of knowing which machine it’s running on, if it executed or
what it is doing. There are often no historical details to determine

when a threat arrived and executed, leading to slow remediation.

A New Generation of Security

It is clear from the 2013 Cyber Security Survey that it’s no longer
a matter of if an attack will happen to your enterprise, but really
a matter of when. So what can you do to prevent an attack from
happening in your organization? And how can you ensure you
collect the information necessary to detect when a compromise

occurs?

Organizations need a new generation of endpoint and server
security that is based on real-time visibility, actionable intelligence
and protection. By adopting such solutions, organizations gain

immediate visibility to everything running on their endpoints and

servers; real-time signature-less detection of and protection against

advanced threats; and a recorded history of all endpoint and server

activity to rapidly respond to alerts and incidents.

Organizations need

a new generation of
endpoint and server
security that is based
on real-time visibility,
actionable intelligence
and protection.

Nick Levay is the CSO of Bit9, a leading provider of endpoint
security solutions. Specializing in technical operations and cyber
counterintelligence, he focuses on understanding actors, their tactics
and risk exposure to organizations. He has more than 15 years of
experience working in environments ranging from Internet service

providers to think-tank organizations.

© 2013 Information Security Media Group



Hard Numbers

The survey captured a number of startling statistics, including the following:
0 Of surveyed organizations experienced a
0 cyber attack in the past year.
» 0 Do not know if they were attacked in the last
0 12 months.

0 Believe they are most vulnerable through endpoint
0 user devices, such as PCs, laptops and desktops.

7 © 2013 Information Security Media Group



What is the Survey About?

On a daily basis, organizations around
the globe succumb to sophisticated
cyber attacks. The impact of such
attacks can range from a minor
inconvenience to tremendous
financial losses, as well as damage

to an organization’s reputation and
its ability to function as a growing
concern.

So, faced with the ever-growing sophistication of threat actors,
how well-prepared are organizations to detect and defend against
cyber attacks before they take root in the company’s PCs, laptops,

desktops and servers?

That question is the foundation of this study, which provides the

following information:

» What’s the impact of today’s advanced cyber
attacks? How often do cyber attacks take place,
and what impact do they have on the victim

organizations?

» Where are organizations least prepared to
detect and prevent advanced cyber attacks?
What types of “blind spots” exist, and how
effective are organizations at preventing attacks of

varying sophistication?

» How effective are organizations at monitoring
and responding to threats? What tactics and
tools do organizations deploy to monitor and
respond to threats? How long does it take them to

analyze an alert?

» What are the cyber attack defense spending
priorities for 2014? How much do organizations
plan to spend on their cyberdefenses, and where

do they plan to invest the funds?

This survey was conducted online during the summer of 2013.
Nearly 250 respondents participated in this international study.

Key characteristics of the respondent base:

» 62 percent are from the U.S., with 10 percent from the UK

and Europe;

» Top responding industries are:
e Banking/financial services - 36 percent
e Technology - 12 percent

e Healthcare - 10 percent

» 47 percent of respondent organizations employ 500 or fewer

employees, while 22 percent employ more than 10,000.

» 59 percent of respondents deploy only Windows-based
endpoints in their organizations, while 1 percent are all-Mac
shops. The remainder offer a mix of endpoint devices, with

31 percent saying more PCs than Macs.

© 2013 Information Security Media Group



Impact of Today's Cyber Attacks

3 3 : : As we will see in a subsequent section, respondents recognize that
In this section, we will review survey wew a P gniz
detecting evidence of a cyber attack presents challenges, especially

participants’ responses regarding the

on endpoint devices.

number that have experienced an
If your organization did experience a cyber attack, what was

attack in the past year, the impact of the impact of the incident()?

those attacks, and if applicable, how
malware entered the Organization’s Employee downtime/business disruption

My organization experienced no
cyber attack in the past year

environment.

System downtime
Loss/compromise of data

Financial impact

Survey participants report the following information:

Damage to the integrity or delivery
of goods, services or information

» 47 percent have experienced a cyber attack in the past year. Brand damage

Privacy data breach

» Of those organizations that reported a cyber attack, Compliance failure

. . . Theft of intellectual property
33 percent experienced employee downtime/business

Other external organizations' systems affected

disruption.
Exploit of supply chain vulnerability
Legal ramifications (lawsuits)
. .
Key Flndlngs: Regulatory penalties

J
0 5 10 15 20 25 30 35

In the past year, has your organization experienced a cyber
attack? When subject to a cyber attack, the impact varied considerably;

however, 33 percent report employee downtime/business

disruption.

Yes .
v [

I don’t know

System downtime was a result for 32 percent, and 19 percent say
they experienced a loss/compromise of data, while 15 percent

report a financial impact associated with the attack.

Almost half of the survey participants (47 percent) experienced a

cyber attack in the past year. But 13 percent of organizations do not
know if they experienced an attack at all - a troubling statistic that
does not speak well of their abilities to monitor systems and detect

threats.

9 © 2013 Information Security Media Group
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Where in your organization do you believe you are most
vulnerable to a cyber attack?

Endpoint user devices (PC laptops, desktops)
Mobile devices (smart phones and tablets)

Exchange and mail servers

Third-party vendor, partners and
outsourced environments

Web and business application servers
File servers/databases

Infrastructure servers (e.g., domain controllers,
DNS servers, credential servers)

Endpoint user devices (Macs)
Cloud servers (SAAS, IAAS, PAAS)

Fixed-function devices (point-of-sale, ATMs, kiosks, etc.)

Some 70 percent of organizations view endpoint user devices
as their top vulnerability. Mobile devices are next in terms of

vulnerability, mentioned by 40 percent.

Exchange and mail servers place third at 31 percent.

With this benchmark information as context, let’s now delve into

the subsequent topics of detection and monitoring.

70 percent of
organizations view
endpoint user devices as
their top vulnerability.

© 2013 Information Security Media Group



Detection

Detecting a threat before it has

a chance to take hold within the
organization’s IT environment is
where most companies should focus
their efforts.

In this section of the study, we learn how effective organizations
are at detecting threats, as well as gathering insight regarding their

ability to detect the most advanced threats. Among the takeaways:

» Top 3 responses regarding how malware landed on
endpoints or servers: Bypassed antivirus (40 percent), don’t
know how it landed (31 percent), bypassed network security

(27 percent).

» Only 45 percent of organizations believe that they would
immediately detect an advanced attack with no signature in

real-time, or near real-time.

Key Findings:
If malware has landed on your endpoints or servers in the past
year, how did it get there?
It bypassed antivirus

| don't know how it landed

It bypassed network security

From a USB device

While the endpoint was
off-network (e.g., traveling)

From a mobile phone

From a rogue employee

When an attack involves malware, 31 percent of organizations don’t
know how it lands within their environment. For 40 percent of
organizations, malware likely bypassed the organization’s antivirus,

while 27 percent report that it bypassed network security.

In 17 percent of attacks involving malware, the endpoint is off-
network, which underlines the importance of protecting an

organization’s endpoints, regardless of their physical location.

On a Scale of 1to 5, please rate your organization's ability to
detect suspicious activity on endpoint devices before damage
occurs.

3 - Average

4 - \ery good
5 - Excellent
2 - Deficient

1 - Non-existent

50

In total, 48 percent of organizations rate their ability as “very good”

or “excellent.”

But then look at the remaining responses: 2 percent of
organizations respond that their organization’s ability to detect
suspicious activity on endpoint devices is “non-existent.” Eight
percent note that their ability to detect such activity is “deficient,”
and 42 percent assess their ability as “average.” Combined, that
means 52 percent of organizations assess their abilities as average-

to-non-existent - a troubling statement.

© 2013 Information Security Media Group



On a Scale of 1to 5, please rate your organization’s ability to If an advanced attack attempts to install malicious software
detect suspicious activity on servers before damage occurs. on an endpoint or server for which there was no AV signature,
when would your organization's security staff discover it?

4 - \Very good
3 - Average Immediately via rea!-tlme or n(laar
real-time detection
2 - Deficient Only if the user contacts the help
desk for assistance

5 - Excellent

By accident during routine
maintenance

1 - Non-existent We would not detect it

Survey participants highlight their inability to detect advanced
Survey respondents rate their ability to detect suspicious activity attacks with no AV signature.
on servers as similar to their ability to detect activity on their
endpoints. Forty-five percent of organizations state that they would discover
the threat immediately via real-time, or near real-time, detection.
In fact, 40 percent rate their ability as “very good,” while 11 percent Eight percent note that they would not detect the attack, while 20
rate their ability as “excellent,” both just slightly higher than the percent say they would only uncover the threat if a user contacted
rates provided for endpoint detection. the help desk for assistance. Discovery via accident during routine
maintenance accounts for 15 percent.
However, 49 percent still assess their abilities as only average-to-
non-existent. Clearly, many organizations are unable to detect advanced threats.

So this represents an area of weakness, and potential improvement.

Next, we will review the findings about threat monitoring.

12 © 2013 Information Security Media Group



Monitoring

With an understanding of the number
of cyber attacks organizations
experience, and a sense of how they
are positioned to detect such activity,
we can now examine the study
participants’ ability to monitor and
respond to threats.

Responses to note in this section:

» 16 percent rate their ability to monitor files that
attempt to execute on their servers and endpoints

as “deficient.”

» 60 percent of organizations manage between 0-99
alerts per day.

» 13 percent of organizations do not have a standard
response time with respect to the analysis and

response associated with an alert.

Six percent of
organizations rate their
ability to monitor files
attempting to execute on
servers and endpoints as
“non-existent.”

Key Findings:

On a scale of 1to 5, how do you rate your organization’s ability
to monitor files - in real time - that attempt to execute on any
of your servers and endpoints?

3 - Average

4 - \ery good
2 - Deficient
5 - Excellent

1 - Non-existent

Most organizations rate their ability to monitor files attempting to
execute on servers and endpoints as at least “average.” However,

16 percent rate their ability to do so as “deficient,” and 6 percent as
“non-existent.” Again, that’s a combined 59 percent that rate their

abilities as only average-to-non-existent. Hardly an endorsement.

In the event that your organization determines a file to be
malicious, how do you rate your ability to determine - in real
time - how many endpoints and servers it has infected?

3 - Average
4 - Very good
2 - Deficient
5 - Excellent

1 - Non-existent

© 2013 Information Security Media Group



Fourteen percent note that their ability to monitor malicious file
execution in real time is “deficient,” while 5 percent respond that it

is “non-existent.”

Given that 42 percent rated their ability as “average,” in aggregate,
61 percent of organizations rate their abilities average-to-non-

existent.

When one of your security technologies issues an alert, how
does your organization prioritize its response?

By level of impending threat
to the organization

By the types of machines affected
By the number of machines affected
By order of arrival

We have no prioritization process

| don’t know

Here respondents were allowed multiple answers to match their
case-by-case prioritization. The vast majority (62 percent) note
that they prioritize alerts based on the level of impending threat to

the organization.

Twenty-six percent prioritize by the types of machines affected and

24 percent by the number of machines.

On average, how many alerts do you get per day?

0-99

| don’t know
100-499
500-999
1000-4999

5000+

Most survey participants (60 percent) receive between 0 and 99

alerts per day. Only 3 percent receive 5,000+ alerts per day.

Seventeen percent of respondents do not know how many alerts

their organizations receive.

© 2013 Information Security Media Group
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Seventeen percent of respondents do
not know how many security alerts their
organizations receive each day.




How long does it typically take your organization to analyze
and respond to a security alert?

Within hours

Within minutes

Less than one day

No standard response time

One day or more

Responding to alerts is a measure of a company’s ability to limit the

damage associated with cyber attacks.

The majority of organizations surveyed respond within hours (32

percent), or minutes (30 percent).

Seventeen percent take less than one day, 8 percent take a day or
more, while 13 percent of organizations do not have a standard

response time in place.

On a scale of 1to 5, how do you rate your organization's ability
to create a history of activity on servers and endpoints (e.g.,
what files arrived in a given period, what executables ran, etc.)
for use in a forensic investigation?

3 - Average
4 - \ery good
2 - Deficient

5 - Excellent

1 - Non-existent

50

Only 37 percent of organizations rate their ability to create a
forensic history on server and endpoint activity as very good or
excellent. A combined 63 percent rate themselves at average-to-

non-existent.

© 2013 Information Security Media Group



Protection

Detecting, monitoring and
responding to threats are important
elements in a company’s defenses
against cyber attacks. However,
adopting protective measures can
dramatically reduce an organization’s
exposure to cyber attacks and
generate a considerable return on
investment.

In this section, we’ll learn what organizations do to prevent cyber
attacks relating to their endpoints and servers, including the

following:

» 43 percent of organizations have the ability to
whitelist software on both endpoints and servers.

» 16 percent, however, don’t know if they can

whitelist software on their endpoints and servers.

» 59 percent have the ability to block writing,
reading and execution of removable storage

devices.

Key Findings:

Assuming your organization has a process for authorizing
software and applications to be installed, how does the
organization determine what to allow?

IT only installs software provided
by reputable vendors

We assume that software is not
trustworthy until proven otherwise

We trust employees to install only
reputable software

We do not have a mechanism in place
to verify software as trustworthy

We assume that software is trustworthy
until proven otherwise

| don’t know

Surprisingly, despite known threats from software installed by
employees, 14 percent of organizations still trust employees to
install reputable software, and 7 percent assume that the software

is trustworthy until proven otherwise.

However, 68 percent only permit IT to install software from

reputable vendors.

Does your organization currently allow the installation of
software by end users without a review and approval by your
security staff?

5%

Yes .

No

| don’t know

© 2013 Information Security Media Group



Nearly three-quarters of participants do not allow end-users to
install software without a review and approval by their security
staff. Only 5 percent are unaware of whether review and approval is

necessary prior to a software installation.

However, 23 percent of organizations allow end-users to

install software without review and approval by security staff.
Consequently, nearly one-quarter of survey participants may be
placing their organization at increased risk due to the lax controls

associated with software installation.

On a scale of 1to 5, how do you rate your organization’s ability
to protect its endpoints and servers from known, signature-
based threats?

4 - \ery good
3 - Average

5 - Excellent
2 - Deficient

1 - Non-existent

Signature-based threats appear to cause minimal concern for

organizations with 38 percent rating their abilities as “average,” 40

percent as “very good” and 16 percent as “excellent.”
Only 6 percent rate their abilities as “deficient” or “non-existent.”

On a scale of 1to 5, how do you rate your organization's ability
to protect its endpoints and servers from emerging threats for
which no signature is known (i.e., zero-day attacks)?

3 - Average

4 - Very good
2 - Deficient
5 - Excellent

1 - Non-existent

50

Organizations paint a much different picture when they consider
attacks with no signature - which is how many of today’s advanced

threats present themselves.

Only 27 percent rate their abilities to protect against such attacks as

“very good,” compared to 40 percent for signature-based attacks.

The percentage that rates their abilities as “average” increases from

© 2013 Information Security Media Group



25 percent of organizations do not have the ability
to whitelist software on either endpoints or servers.

38 percent for signature-based attacks to 44 percent for attacks

with no signature.

And 19 percent rate their abilities as “deficient” when it does not

involve a signature.

In all, 66 percent of respondents rate their abilities average-to-non-

existent.

Does your organization currently have the ability to whitelist
software you trust to run automatically on your endpoints and
servers?

Yes, endpoints and servers
No

| don’t know

Yes, servers only

Yes, endpoints only

Most organizations possess the ability to whitelist software running

on endpoints, servers or both.

However, 16 percent are not aware if they have the capability, and
25 percent do not have the ability to whitelist software on either

endpoints or servers.

Does your organization currently have the ability to block
unauthorized software from running within your environment?

Yes, endpoints and servers
No

Yes, servers only

| don’t know

Yes, endpoints only

Most organizations have the ability to block unauthorized software

from running on both endpoints and servers.

Eleven percent do not know if they can do so, and 18 percent state

that their organization is unable to block unauthorized software.

© 2013 Information Security Media Group
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Does your organization currently have the ability to block
writing, reading, and execution of removable storage devices
on new and existing desktops and laptops?

Yes .
No .

| don’t know

More than half of the organizations in our survey have the ability to
block the use of removable storage devices. However, 30 percent do
not have that ability, and another 11 percent do not even know if it’s

possible.

Removable storage devices not only facilitate the introduction of
malware, they can also help an employee or third party steal data as

well as intellectual property.

30 percent of
organizations do not have
the ability to block the
use of removable storage
devices.

2l

On a scale of 1to 5, how do you rate your IT security staff's
ability to develop and customize endpoint security policies
based on the needs of the business?

3 - Average

4 - \ery good
2 - Deficient
5 - Excellent

1 - Non-existent

50

Many organizations give their I'T security staff a passing grade, or
high marks, when assessing their ability to develop and customize

endpoint security policies.

Thirty-four percent rate their staff as “very good,” and 9 percent

rate their staff as “excellent” in this regard.
But, then, 57 percent of respondents rate their IT security staff’s
ability at just average-to-non-existent, which certainly is a concern

when discussing the impact of advanced cyber attacks.

Against today’s threats, average simply is not good enough.

© 2013 Information Security Media Group



2014 Cyber Security Agenda

Where organizations plan to invest
their cyber security-related dollars
provides visibility to what is “top of
mind” for participants in the coming
year.

The following section provides predictions regarding the size of
budgets, and the types of investments under consideration. Among

the key considerations:

» 27 percent predict an increase in their cyber
security budget of more than 5 percent.

» 44 percent say they will invest in awareness and
training related to cyber security.

Key Findings:

Over the past year, where have you made the majority of your
security investments?

Equal on both .

On network devices .

On endpoint technology

In the past year, 50 percent of organizations invested in both

endpoint technology and network devices.

22

Thirty-one percent of organizations invested in network devices
exclusively, while 19 percent allocated their investment funds to

endpoint technologies.

What type of security technology do you feel has made the
most advancement in the past five years?

Equal for all
Network

Endpoint

Server

Forty-four percent of survey participants believe that endpoint,
network and server security have kept pace with each other and

that all three have improved at equal rates over the last five years.

However, 26 percent of participants believe that network security
made the most advancement, and 21 percent select endpoint

security.

Only 9 percent felt that server security made the greatest

advancements.

© 2013 Information Security Media Group



For 2014, how do you expect your organization’s budget to
change when it comes to defending against cyber attacks?

Funding will remain the same
Increase of 1 to 5 percent
Increase of more than 5 percent

Decrease

Looking ahead ...

A third of organizations expect their budget for cyber attack
prevention to increase by 1 to 5 percent next year, with 27 percent

predicting an increase by more than 5 percent.

Funding is predicted to remain the same for 38 percent of

organizations, and only 2 percent predict a decline.

To put these numbers in perspective, it is a very good year when 98

percent of organizations expect level-funded budgets or increases.

It is a very good year
when 98 percent of
organizations expect
level-funded budgets or
increases.

23

If you expect a budget increase, where do you believe your
organization will prioritize your spending?

Enhanced detection

Awareness and training

Network security solutions

Real-time endpoint or server monitoring
Enhanced endpoint protection
Enhanced server protection
Compliance

Incident recovery

50

For those organizations that predict a budget increase, 44 percent
believe that awareness and training will receive additional funding,

while 45 percent predict enhanced detection will be a priority.

Some 38 percent plan to spend more on endpoint security, and 36

percent plan to spend more on server security.

Deploying a network security solution also scores highly, with 39
percent predicting increases in spending in this area. The same
percentage predict an uptick in spending on real-time endpoint or

server monitoring.

© 2013 Information Security Media Group



2014 Cyber Security Agenda:

How to Put This Study to Work

In reviewing these survey results, several action items emerge for

organizations to improve their ability to keep pace with advanced

cyberthreats:

Ignorance is Not an Option - When 13 percent of respondent organizations do not know whether
they have suffered a cyber attack in the past year, that’s a problem. And it is symptomatic of the
challenges organizations face detecting threats to endpoint devices and servers.

Prioritize the Endpoint — The vast majority of respondents say their greatest vulnerabilities are their
users’ endpoint devices. Yet, more than half say they are average at best when it comes to detecting
suspicious activity on these devices. This is a deficiency organizations must address now - or else they
will find out the hard way when the next cyber attack strikes.

It’s the Devil You Don’t Know - It’s encouraging that 78 percent of respondents say their ability to
defend against known, signature-based threats is average or very good. But many of today’s advanced
threats come without known signatures, and 66 percent of respondents rate their abilities here at
average-to-non-existent. To be truly effective at detecting and preventing cyber attacks, organizations

must become far better at spotting signature-less threats.

In his survey analysis, Bit9 CSO Nick Levay offered his key takeaways:

»

»

»

First-generation security solutions cannot protect against today’s sophisticated attackers.
There is no silver bullet in security.

There is an endpoint and server “blind spot.”

In our next and final section, we feature excerpts of a Q&A with Nick Levay about what to look for in the next generation of

security solutions.
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Cyber Security Q&A with Bit9 CSO Nick Levay

i

NOTE: In compiling the 2013 Cyber Security Study Results webinar, Nick Levay, Bit9 CSO, answered questions about the survey and how

security leaders can apply the findings. Following is an excerpt of Levay’s insights.

Surprising Results

TOM FIELD: What if anything about the results came to you as a

surprise?

NICK LEVAY: Well, I thought that 13 percent of respondents
didn’t know whether or not they had a serious cyber security
event occur within their enterprise - I found that shocking. T
would have expected that to be a single-digit number and a low
single-digit number at that. One of the things that I think can be
taken away from that is many organizations may not be tracking
metrics regarding attacks as well as they should have because you
typically know if you've responded to something. So, if you haven’t

responded to anything, that means you’re certainly missing stuff.

Validation About Limitations

FIELD: What did you find to be particularly validating based on

A lot of people are waking
your own experience in the industry and your interactions with up to the Iimitations Of

customers?

some of the solutions that
LEVAY: One of the things that I found validating about this survey - .
was that 66 percent of respondents said that their organization’s t h ey Fe usin g .

ability to protect themselves from signature-less threats was
average, deficient, or nonexistent. That kind of tells me that a lot

of people are waking up to the limitations of some of the solutions

were using the past five, 10 years, some of those technologies are
that they’re using, and virtually all the other results said that

going to start phasing themselves out and new things are coming
they’re actively looking for better ways to approach it.

in. And it seems like people are really looking for what those new
I also saw that people seem to understand that there has been a

things are. That’s a good sign for security in general.
progression in the security solutions available, and that what we
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It's not just about blocking what's bad,

it's not just about facilitating the type of
activity that you want; it's also tracking
and having a record of what happened.

Next-Gen Security

FIELD: I’d like to hear a little bit about what you envision as
next-generation solutions. What are these solutions going to entail

specifically?

LEVAY: One of the big things is visibility. A lot of the - and this is
both on the endpoint and the network level solutions - visibility
has become the big thing. In terms of networks, we were just
simply trying to facilitate the network working. That’s basically
what everybody wanted. And the type of visibility that came back
was usually just as simple as what we get from the most basic net
flow, what’s connecting to what at an IT level and over what ports.
That’s not enough. You’ve got to really see what the applications

are and what the applications are doing.

And then on the endpoint, there’s almost no visibility whatsoever
traditionally. Even those antivirus solutions will only report

back to their central management when they block something.
They’re not reporting back what they see running or what new
software that they’ve seen come onto the system. And that’s one
of the things where the next-generation solutions like ours really
differentiate themselves. We’re not just telling you about the bad
stuff that occurred; we’re telling you all the high-value information
about what’s occurred on the endpoint. When a big piece of
software comes in, you want that somewhere in your data set that

you can drill into later from a response or forensics perspective.
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So, that is one of the things that really kind of sets all the next-
generation solutions apart. It’s not just about blocking what’s bad,
it’s not just about facilitating the type of activity that you want; it’s

also tracking and having a record of what happened.

What is the New Defense in Depth?

FIELD: In this next-generation context, how are we going to

redefine what defense in depth means to an organization?

LEVAY: Well, I think when it comes to defense in depth, it’s not
so much that we’re in a situation where we need to redefine what
it means. I think we’re in a situation where we need to simply

rediscover what’s an old concept.

I mean, there are some great truths that come across when you’re
doing security, and one of the biggest ones is that prevention
eventually fails. No matter how elegant a solution is, no matter
how well thought out it’s implemented, at some point something is
going to fail, be it based on human error, be it based on a technical
flaw, it could be based on a gazillion things. But at some point any

given defense is going to fail, and you need to anticipate that.
And one of the ways that you anticipate that is by layering defenses,

and that is very traditional defense in depth. I mean, a good

guideline that I always try to tell people when they’re figuring out
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No matter how elegant
a solution is, no matter
how well thought out it's
implemented, at some
point something is going
to fail.

or evaluating an attack or figuring out how they’re going to defend
themselves against a class of attack is that if you're depending on
any one security control to solve an attack, you’re doing it wrong,.
If you're looking at an analysis of an attack event, even one where
the attack is blocked, if there wasn’t another security control inline
somewhere that couldn’t stop that attack other than the one that
actually did, you probably need to look at that and go, “Hmm, that’s
one area where we can advance our security staff. How can we
make sure that this particular type of attack or class of attack we
have another defense against it other than the one that actually

stopped it?”

And, frankly, it’s more fun to practice security that way. When
you’re looking at ways you can do what you’re doing better, it’s
a little bit easier on the nerves than it is dealing with constant

remediation and response to actual intrusion events.

Overcoming Blind Spots

FIELD: Now, you’ve talked about organizations’ blind spots, based

not just on our survey results, but what you see among your own

27

customers. What are organizations missing?

LEVAY: Well, I'd put that into two categories. There’s the data
that you do not collect, and then there is the data that you collect

but you do not use.

Now, in terms of the first category, data you don’t collect, again,

the endpoint is one of the places that most organizations are not
collecting a lot of data. A lot of times they are; they’re collecting
data that isn’t necessarily relevant. You're really trying to track
what’s going on on your endpoints - the Windows security event
logs and stuff on the endpoints, that’s not really what you’re looking
for. The specific data that you're looking for is usually how the
system is changing, not just in terms of what application events are
occurring, but what software is coming onto the system and what’s
it doing. That’s one area where people aren’t necessarily collecting

the data in the first place.

But then the other problem is the data that you have that - or

is at least accessible to you that you’re either not collecting or

not using well. And some of the things that I find shocking is a

lot of organizations are collecting event logs having to do with
authentication and whatnot. And the only thing that they’re

really bringing up and distilling and actually reporting on are
authentication failures. I mean, you obviously want to know

when authentication failures are occurring. But what about
authentication successes? That’s really the more important thing.
What stuff is actually being resourced, or what stuff is actually
being used and by whom? And ideally what for? And I find it
amazing that a lot of organizations don’t profile the actual usage of
their network resources. They’re just focusing on triaging whatever

areas and alerts and bad stuff that’s happening. |l
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RESULTS WEBINAR BAN K I

The 2013 Cyber Security
Study Results

Overview

Forty-seven percent of surveyed organizations have suffered a cyber attack in the past year. So, how
equipped are global organizations to detect and defend against cyber attacks before they take root in

endpoints and servers?
Register for the 2013 Cyber Security Study results webinar to learn more about:

e The impact of today’s advanced cyber attacks;
*  Where organizations are least prepared to detect and prevent advanced cyber attacks;

e Cyber attack defense spending priorities for 2014.

Presented by

.E Nick Levay
[f
CSO, Bit9

Become a Premium Member
Unlimited Webinars +
OnDemand Access

Learn more »
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