June 12, 2014

Dear Valued Customer,

I am writing to let you know about a data security incident that may involve customer credit card data
entered through your POS System. We recently discovered that our Log-Me-In account was breached
on February 28, March 5, and April 18, 2014. We have reason to believe that the data accessed could
include credit card information from any cards used by your customers between these dates.

Upon discovery, ISS changed all of our Log-Me-In credentials and instituted a secondary unique
password to guard against further malicious activity. We are in the process of running virus
‘preteetion/detection atalt of our sites. We believe the cards that were compromised would have been
used between the February 28" and April 18" time frame.

If you are notified by any of your customers that they believe their card was compromised through use
at your location, please advise them to contact their financial institution as soon as possible.

We mBer happened, are sorry for any difficulties it may cause, and have taken additional
action to protecﬁﬁf?%iﬁﬂiaming again. We value your business and will continue to strive to give
you the best possible service and support.

If you have any questions, please feel free to contact me at 360-693-2325.
Best Regards;
Thomas Potter =

President



