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Attorneys for plaintiff,
PETER A. DAVIDSON, Receiver for
EFFICIENT SERVICES ESCROW GROUP

SUPERIOR COURT OF THE STATE OF CALIFORNIA
COUNTY OF ORANGE
CENTRAL JUSTICE CENTER

PETER A. DAVIDSON, Receiver for EFFICIENT | Case No. 30-2013-00691661-CU-MC-CJC

SERVICES ESCROW GROUP,

VS.

FIRST FOUNDATION BANK, a California

Plaintiff PLAINTIFF, PETER A. DAVIDSON, RECEIVER
FOR EFFICIENT SERVICES ESCROW
GROUP’S FIRST AMENDED COMPLAINT
FOR DAMAGES FOR:

corporation; BENTSON, VUONA AND 1. BREACH OF STATUTORY DUTY:
WESTERSTEN, LLP; and DOES 1-50 inclusive, CALIFORNIA COMMERCIAL CODE SECTION

11202 -COMMERCIAL REASONABLENESS
Defendants OF SECURITY PROCEDURES;

2. BREACH OF STATUTORY DUTY:
CALIFORNIA COMMERCIAL CODE SECTION
11202 -GOOD FAITH ACCEPTANCE OF
PAYMENT ORDERS; AND

3. FRAUD, MALICE, OPPRESSION

4. CORPORATE DEFAMATION

5. NEGLIGENCE

6. BREACH OF CONTRACT

7. BREACH OF FIDUCIARY DUTY
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Plaintiff, PETER A. DAVIDSON, Receiver for EFFICIENT SERVICES ESCROW GROUP, a
California Corporation, - complains of defendants, FIRST FOUNDATION BANK, a California
corporation, and BENTSON, VUONA AND WESTERSTEN, LLP, and Does 1 through 50, inclusive

(collectively "Defendants™), as follows:

GENERAL ALLEGATIONS
1. Peter A. Davidson is the duly appointed and acting receiver for Efficient Services Escrow Group,
(“Receiver”) having been appointed pursuant to an order issued by the Orange County Superior Court in

Case No.: 30-2013-00639413-CU-PT-CJC, The People of the State of California, By and Through the

Commissioner of Corporations of the State of California v. Efficient Services Escrow Group, on July 2,
2013.

2. EFFICIENT SERVICES ESCROW GROUP (“EFFICIENT?”) is, and at all times herein
mentioned was, a corporation duly licensed, organized and existing under and by virtue of the laws of the
State of California, and authorized to conduct business in Orange County, California and licensed under
the California Department of Business Oversight (formerly known as the Department of Corporations,
hereinafter referred to as “DEPARTMENT OF CORPORATIONS?).

3. Plaintiff is informed and believes, and on such information and belief alleges, that FIRST
FOUNDATION BANK (“BANK?”) is, and at all times herein mentioned was, a corporation duly
organized and existing under and by virtue of the laws of the State of California, licensed to operate and
regulated as a bank, and authorized to conduct business in Orange County, California.

4, Plaintiff is informed and believes, and on such information and belief alleges, that BENTSON,
VUONA AND WESTERSTEN, LLP (“ACCOUNTANT?”) is, and at all times herein mentioned was, a
limited liability partnership of accountants who specialized in accounting and conducted business in
Orange County, California. At all times mentioned herein ACCOUNTANT was and is composed of
certified public accountants, duly licensed by the California State Board of Accounting to practice their
profession in California and practicing same in Orange County, California.

5. Plaintiff is unaware of the true names and capacities of defendants, DOES 1through 50,

inclusive, and each of them, and therefore sues said defendants, and each of them, by such fictitious
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names. Plaintiff shall amend this complaint to allege the true names and capacities of said defendants,
and each of them, once they have been ascertained.

6. At all times relevant to the facts and issues raised herein, BANK did specialize, and was an
expert in banking, online banking and the safekeeping of money.

7. At all times relevant to the facts and issues raised herein, ACCOUNTANT, did specialize, and
was an expert, in escrow accounting.

8. In or around March 2010 EFFICIENT began a banking relationship with BANK. EFFICIENT, at
all times mentioned herein, maintained bank accounts, including trust accounts held by EFFICIENT in
trust for their clients and customers, with BANK, and executed a Cash Management Agreement with
BANK. Said Cash Management Agreement is attached hereto as Exhibit A.

9. As part of the banking services provided by BANK, EFFICIENT had the ability to send, and from
time to time did send, domestic wire transfer payment orders electronically through BANK.

10.  In April 2011 the Federal Bureau of Investigation (“FBI”) issued a “Fraud Alert Involving
Unauthorized Wire Transfers to China” (“FBI Wire Fraud Alert”) where it warned that cyber criminals
were using compromised online banking credentials of U.S. businesses to send unauthorized wire
transfers to China. Said FBI Wire Fraud Alert is attached hereto as Exhibit B.

11.  The FBI Wire Fraud Alert stated the unauthorized wires were being sent to economic and trade
companies located in the Heilongjiang province in the People’s Republic of China. The FBI Wire Fraud
Alert advised that suspect wires included the words “economic and trade”, “trade” or “LTD” in their
names. The FBI Wire Fraud Alert advised that the funds were being sent to, among other banks, the
Industrial and Commercial Bank of China.

12.  The FBI Wire Fraud Alert made the following recommendation to financial institutions: “Wire
activity destined for the Chinese cities of Raohe, Fuyuan, Jixi City, Xunke, Tongjian, and Dongning
should be heavily scrutinized, especially for clients that have no prior transaction history with companies
in the Heilongjiang province.”

13.  The FBI Wire Fraud Alert was picked up, rebroadcast and widely disseminated by various news

agencies and other organizations including but not limited to CNN, NBC and the Better Business Bureau.
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14.  As part of the banking services provided by BANK, EFFICIENT did not have the ability to send,
and never did send, international wire transfer payment orders electronically through BANK or its online
banking website.

15.  Plaintiff is informed and believes, and on that basis alleges in or around August 2012, BANK
began conversion to a new online banking services vendor. This conversion required the execution of
new agreements, authorizations and online banking documents between BANK and its customers
including EFFICIENT. BANK did not offer EFFICIENT the option of maintaining its existing accounts
in the custom and practice with which it had become familiar and instead mandated that EFFICIENT
convert its accounts to accommodate the new online banking vendor or cease banking with BANK.

16.  Plaintiff is informed and believes, and on that basis alleges that in its haste to convert to a new
vendor, BANK did not adequately discuss and explain the conversion of its online security procedures
with EFFICIENT.

17. Plaintiff is informed and believes, and on that basis alleges that in its haste to convert to a new
vendor, BANK did not acquire all requisite agreements, authorizations and online banking documents,
including but not limited to signature cards, from EFFICIENT.

18. Plaintiff is informed and believes, and on that basis alleges that by September 17, 2012, BANK
converted to its new online banking services vendor and shortly thereafter, BANK customers began to
experience online banking problems and reported those problems to BANK.

19.  After the September 17, 2012 conversion, BANK received email and telephone calls from
EFFICIENT reporting problems with its online banking. BANK did not advise or warn EFFICIENT that
it was receiving calls from other BANK customers reporting online banking problems.

20.  Plaintiff is informed and believes, and on that basis alleges that after the September 17, 2012
conversion, BANK was informed by other customers of BANK including, but not limited to, Anthony
Copabianco and Copabianco Law Offices, that its online banking was not operating properly.

21.  Inor around September 2012 EFFICIENT met with representatives from ACCOUNTANT
including Jack Vuona. EFFICIENT informed ACCOUNTANT that it needed assistance maintaining its
general accounting, payroll and escrow accounting, specifically including, but not limited to,

reconciliations.
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22. In or around September 2012 ACCOUNTANT, including Jack Vuona, represented to
EFFICIENT that it was a CPA firm specializing in escrow accounting. ACCOUNTANT represented to
EFFICIENT that it would do EFFICIENT’s general accounting, payroll and escrow accounting in
accordance with professional CPA and escrow standards for a flat monthly fee.

23.  Relying on the representations of ACCOUNTANT, EFFICIENT verbally agreed to transfer
from its bookkeeper all of its general accounting, payroll and escrow accounting to ACCOUNTANT and
to pay a flat monthly fee for ACCOUNTANT’s professional accounting services and advice.

24.  Inoraround September 2012 EFFICIENT provided files and documents relating to its general
accounting, payroll and escrow accounting to ACCOUNTANT and began to pay its agreed to flat fee for
ACCOUNTANT °s professional accounting services and advice. At all times relevant, EFFICIENT
continued to pay the agreed upon fee to ACCOUNTANT for professional accounting services and
advice.

25.  Plaintiff is informed and believes that after receipt of files and documents from EFFICIENT,
ACCOUNTANT realized that the work it had agreed to do involved more work and time than expected.
ACCOUNTANT thereafter failed to perform the professional accounting services it promised to
EFFICIENT including, but not limited to, the escrow accounting (reconciliations) for September 2012,
October 2012, November 2012, December 2012 and January 2013.

26.  EFFICIENT contacted ACCOUNTANT numerous times to discuss with increasing urgency the
status of the escrow accounting for September 2012, October 2012, November 2012 and December
2012 and was repeatedly assured that ACCOUNTANT was working on it. EFFICIENT relied on
ACCOUNTANT s representations that the accounting was being done in accordance with professional
CPA and escrow standards as promised. At no time did ACCOUNTANT inform EFFICIENT that it
could not or would not complete EFFICIENT’s escrow accounting.

27.  Plaintiff is informed and believes and on that basis alleges that between September and
December 2012, EFFICIENT contacted BANK numerous times and reported ongoing problems
EFFICIENT was experiencing with its online banking and with its wire transfers through BANK’s online
banking website. BANK was initially non-responsive and slow to respond to EFFICIENT’s complaints

and requests for assistance.
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28.  Plamtiff is informed and believes and on that basis alleges that in response to EFFICIENT s
reports of ongoing problems with its online banking and with its wire transfers through BANK’s online
banking website, BANK repeatedly assured EFFICIENT that its online banking and tokenization security
system was safe and reliable, while ignoring and concealing manifest signs and red flags of security
compromise as reported by EFFICIENT and other customers including, but not limited to, Anthony
Copabianco and the Copabianco Law Offices.

29.  Plaintiff is informed and believes and on that basis alleges that in or around September and
October 2012, in response to EFFICIENT’s reports of ongoing problems with its online banking and
with its wire transfers, BANK deactivated EFFICIENT’S tokenization security system used by
EFFICIENT to execute online wire transfers and promised to correct the ill-performing tokenization at a
later date. When asked if proceeding with wire transfers without the activated tokenization was safe,
BANK employee Jimmy Ton assured EFFICIENT that the tokenization problem would be cured
promptly and that it was safe to proceed without a fully operable tokenization security system.

30.  Plaintiff is informed and believes and on that basis alleges that BANK deactivated the
tokenization system and falsely promised to promptly fix the problem and to reactivate the tokenization
security system. Plaintiff is informed and believes and on that basis alleges that BANK failed to
reactivate and/or failed to cure the problems with the tokenization between October 2012 and February
2013.

31. Plaintiff is informed and believes and on that basis alleges that on December 4, 2012, BANK was
informed by Anthony Copabianco and the Copabianco Law Offices that BANK’s online banking
website security and its tokenization security system had been breached causing $18,700.00 to go
missing from accounts maintained by Anthony Copabianco and the Copabianco Law Offices at BANK.
32. Plaintiff is informed and believes and on that basis alleges that as of December 4, 2012, BANK
knew or should have known that its tokenization security system had been breached and was susceptible
to further breach.

33.  Plaintiff is informed and believes and on that basis alleges that as of December 4, 2012, BANK
failed to advise and warn its customers, including EFFICIENT, of BANK’s susceptibility to breach of its

online banking system.
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34.  Plaintiff is informed and believes and on that basis alleges that as of December 4, 2012, BANK
failed to promptly correct its susceptibility to breach of its online banking token security system or to
offer its customers an alternative functioning commercially reasonable security procedure for the
protection of its online banking accounts.

35.  Plaintiff is informed and believes and on that basis alleges that BANK denied liability for the
$18,700.00 security breach loss suffered by Anthony Copabianco and the Copabianco Law Offices by
falsely claiming that Anthony Copabianco wrongfully withdrew the funds to finance a Ukranian mail-
order girlfriend. Plaintiff is informed and believes and on that basis alleges BANK’s false victim-
blaming conduct was part of a fraudulent, oppressive, malicious and defamatory campaign against
Anthony Copabianco and the Copabianco Law Offices.

36.  Plaintiff is informed and believes and on that basis alleges that BANK did not properly
investigate Anthony Copabianco and the Copabianco Law Offices’ reports of security breach and/or
cybertheft and failed to rectify its problematic security procedures, implement new procedures or take
any additional security measures to prevent future breaches including, but not limited to, the security
breaches to which EFFICIENT fell victim to in December 2012 and January 2013.

37. On or about December 17,2012, BANK received an electronic payment order in the amount of
$432,216.00 designated for an international destination (Russia) and purporting to be from EFFICIENT.
Said payment order was processed by BANK without the knowledge or consent of EFFICIENT.

38.  BANK processed the December 17, 2012 in the amount of $432,216.00 despite receiving
Outgoing Wire Detail advisement that the OFAC Status for the wire was “False Positive” and an
advisement that the “Default Receiving FI substituted for original Receiving FI information. Original
Receiver FI Name not provided.” Despite these warning signs and the fact that EFFICIENT had never
previously issued any type of wire transfer orders to any international destinations including, but not
limited to, Russia, BANK did not appropriately contact EFFICIENT to confirm the legitimacy of the
Russia bound wire and instead two BANK employees reviewed and authorized the wrongful release of
the same.

39.  Plaintiff is informed and believes and on that basis alleges that during January 2013
ACCOUNTANT advised EFFICIENT that it no longer would perform EFFICIENT’s general
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accounting, payroll and escrow accounting. ACCOUNTANT then returned to EFFICIENT files and
documents relating to its general accounting, payroll and escrow accounting.

40.  Plaintiff is informed and believes and on that basis alleges that when EFFICIENT received the
returned files and documents from ACCOUNTANT in January 2013 it realized that ACCOUNTANT
had failed to perform the escrow accounting (reconciliations) for September 2012, October 2012,
November 2012 and December 2012. As a result, EFFICIENT immediately contacted its former
bookkeeper who agreed to perform the escrow accounting which had lapsed while under the care of
ACCOUNTANT.

41.  During January and February 2013 EFFICIENT and its bookkeeper worked to rectify the lapsed
escrow accounting beginning with September 2012 and proceeding sequentially through October 2012,
November 2012, December 2012 and January 2013.

42.  On or about January 24, 2013, BANK received another electronic payment order in the amount of
$563,112.00 designated for an international destination (China) and purporting to be from EFFICIENT.
Said payment order was processed by BANK without the knowledge or consent of EFFICIENT. The
January 24, 2013 payment order of $563,112.00 was directed to the Industrial and Commercial Bank of
China, in the Heilongjiang province in the People’s Republic of China, for the benefit on an entity with
the word “trade” in its name, as specifically warned of by the FBI Wire Fraud Alert.

43, BANK processed the January 24, 2013 in the amount of $563,112.00 despite receiving
advisement on its Outgoing Wire Detail that the “Default Receiving FI substituted for original Receiving
FI information.” Despite these warning signs and the fact that EFFICIENT had never previously issued
any type of wire transfer orders to any international destinations including, but not limited to, China,
BANK did not appropriately contact EFFICIENT to confirm the legitimacy of the China bound wire and
instead two BANK employees reviewed and authorized the wrongful release of the same.

44.  On or about January 30, 2013, BANK received another electronic payment order in the amount of
$563,112.00 designated for an international destination (China) and purporting to be from EFFICIENT.
Said payment order was again processed by BANK without the knowledge or consent of EFFICIENT.

The January 30, 2013 payment order of $563,112.00 was again directed to the Industrial and Commercial
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Bank of China, in the Heilongjiang province in the People’s Republic of China, for the benefit on an
entity with the word “trade” in its name, again as specifically warned of by the FBI Wire Fraud Alert.
45,  BANK processed the January 30, 2013in the amount of $563,112.00 despite receiving Outgoing
Wire Detail advisement that the “Default Receiving FI substituted for original Receiving FI information.
Original Receiver FI Name not provided.” Despite these warning signs and the fact that EFFICIENT
had never previously issued any type of wire transfer orders to any international destinations including,
but not limited to, China, BANK did not appropriately contact EFFICIENT to confirm the legitimacy of
the China bound wire and instead two BANK employees reviewed and authorized the wrongful release
of the same.

46.  InJanuary and February 2013 EFFICIENT re-hired and paid its prior bookkeeper, who
specialized in escrow bookkeeping, to rectify the escrow accounting for September 2012, October 2012,
November 2012 and December 2012 left undone by ACCOUNTANT. In rectifying the overdue
accounting, EFFICIENT was informed by its bookkeeper of the December 17, 2012, January 24, 2013
and January 30, 2013 fraudulent wire transfers.

47.  On or about February 22, 2013, within a reasonable time as set forth in California Commercial
Code section 11204, EFFICIENT contacted BANK concerning the December 24, 2012, January 24,
2013 and January 30, 2013 electronic payment orders as set forth herein. EFFICIENT advised BANK
that: (i) it had not sent said payment orders; (ii) it had not authorized said payment orders; and (iii) it had
no knowledge of said payment orders.

48.  Upon being informed that the payment orders were not authorized, BANK initiated an
investigation and attempted to recall the three wire transfers. It was successful in recovering the
December 17, 2012 wire transfer but not the two January 2013 wire transfers in the amount of One
Million One Hundred Twenty Six Thousand Two Hundred Twenty Four and No Cents ($1,126,224.00).
These payment orders are hereinafter referred to as the "Outstanding Orders."

49. At all times following EFFICIENT’s reporting of the fraudulent wire transfers to BANK, BANK
knew that “time was of the essence” so that EFFICIENT could maintain its license and business.

50.  On February 26, 2013 the DEPARTMENT OF CORPORATIONS issued to EFFICIENT a

“Demand to Replace Escrow Trust Account Shortage” wherein EFFICIENT was advised that its escrow
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license with the DEPARTMENT OF CORPORATIONS was in jeopardy and that if the missing funds
were not replaced, administrative action by the DEPARTMENT OF CORPORATIONS would result.
Said Demand to Replace Escrow Trust Account Shortage is attached hereto as Exhibit C.

51. On February 26, 2013 BANK issued a letter to a representative for EFFICIENT advising that
BANK took the report of cyber theft seriously, had already opened an investigation and intended to
complete its investigation expeditiously. Said February 26,2013 BANK letter is attached hereto as
Exhibit D.

52.  Inaletter dated February 27, 2013 from a representative for EFFICIENT, BANK was informed
about the “Demand to Replace Escrow Trust Account Shortage” issued to EFFICIENT by the
DEPARTMENT OF CORPORATIONS and was advised of the urgency of the situation, and the
possibility for irreparable harm. Said February 27, 2013 letter is attached hereto as Exhibit E.

53.  On February 28, 2013 the DEPARTMENT OF CORPORATIONS issued to EFFICIENT an
“Order to Discontinue Escrow Activities” prohibiting EFFICIENT from conducting any new business
because of its trust account shortage at BANK. A copy of said Order to Discontinue Escrow Activities is
attached hereto as Exhibit F.

54.  On February 28, 2013 the DEPARTMENT OF CORPORATIONS issued to BANK a letter
ordering BANK to “Refrain from disbursing any funds or property” from EFFICIENT’s trust accounts at
said BANK. Upon receiving this letter, BANK knew and understood what the ramifications of its
investigation of the Outstanding Orders would have on EFFICIENTs license and business. A copy of
said letter is attached hereto as Exhibit G.

55.  On February 28, 2013 Chief Operating Officer Tony Schwarz promised to EFFICIENT via email
that BANK would complete its investigation in no more than two days and would advise of the outcome
of the investigation by March 1 or 2,2013. Said February 28, 2013 email from Chief Operating Officer
Tony Schwarz is attached hereto as Exhibit H; see also Exhibit D.

56.  Plaintiff is informed and believes and on that basis alleges that EFFICIENT relied on BANK’s
promise to EFFICIENT that BANK would complete its investigation of the Outstanding Orders by
March 1 or 2, 2013. In reliance on the representation of BANK, EFFICIENT reported to the
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DEPARTMENT OF CORPORATIONS that the shortage of funds would likely be reconciled by March
1 or2,2013.

57.  OnFebruary 28,2013 BANK Chief Operating Officer Tony Schwarz advised EFFICIENT via
email that BANK intended to cease any and all banking relationships with EFFICIENT regardless of the
outcome of the investigation and that EFFICIENT would have approximately 10 days to close the
banking relationship it had with BANK. Said February 28, 2013 email is attached hereto as Exhibit H.
Plaintiff is informed and believes and on that basis alleges that said advisement was designed to oppress
and to injure EFFICIENT and to prevent EFFICIENT from recovering the lost funds from BANK.

58. On March 4, 2013 in an email from a representative of BANK, said BANK wrongfully denied
that it ever promised to complete its investigation by March 1 or 2, 2013. Said email is attached hereto
as Exhibit I.

59.  BANK issued an Incident Report to EFFICIENT, the DEPARTMENT OF CORPORATIONS
and other third parties on and after March 7, 2013 wherein BANK denied responsibility and coverage for
the Outstanding Orders. A copy of said Incident Report is attached hereto as Exhibit J.

60.  On March 8, 2013 EFFICIENT was ordered by the DEPARTMENT OF CORPORATIONS to
close its business operations. As a result, EFFICIENT’s employees became unemployed and
EFFICIENT ceased operations.

61.  Plaintiff is informed and believes and thereon alleges that based upon fraudulent, malicious,
oppressive and defamatory information provided by BANK indicating that the Outstanding Orders were
the result of internal fraud on the part of EFFICIENT, the DEPARTMENT OF CORPORATIONS and
other law enforcement agencies including the Huntington Beach Police initiated further administrative,
civil and criminal investigations of EFFICIENT and its employees in the aftermath of the fraudulent wire
transfers.

62.  Plaintiff is informed and believes and thereon alleges that the further administrative, civil and
criminal investigations of EFFICIENT and its employees in the aftermath of the fraudulent wire
transfers by the DEPARTMENT OF CORPORATIONS and other law enforcement agencies including

the Huntington Beach Police indicated that the Outstanding Orders were not the result of internal fraud
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on the part of EFFICIENT, but rather the result of an online banking security compromise by an outside
unknown third party .

63.  As of the date of this complaint, the December 17, 2012 unauthorized fraudulent payment order
in the amount of in the amount of $432,216.00 has been recovered. The two unauthorized fraudulent
payment orders (the January 24, 2013 payment order in the amount of $563,112.00 and the January 30,
2013 payment order in the amount of $563,112.00), amounting to One Million One Hundred Twenty Six
Thousand Two Hundred Twenty Four and No Cents ($1,126,224.00) have not been recovered and
remain outstanding.

64.  The Outstanding Orders were not authorized by EFFICIENT or EFFICIENTs agents, and were
processed without EFFICIENT’s knowledge or consent, BANK was first advised of the same within a
reasonable time as set forth in California Commercial Code section 11204 on or about February 22,
2013.

65.  Despite the fact that the Outstanding Orders were not authorized by EFFICIENT, BANK refused
and continues to refuse to refund the amount of One Million One Hundred Twenty Six Thousand Two
Hundred Twenty Four and No Cents ($1,126,224.00) that was transferred from EFFICIENT’s accounts
as a result of the Outstanding Orders.

66.  Despite the fact that ACCOUNTANT was responsible for EFFICIENT’s escrow accounting in
December 2012 when the series of fraudulent wires were initiated, ACCOUNTANT denies any
responsibility for its failure to complete the escrow accounting and to detect the fraudulent wires and
refuses to pay the amount of One Million One Hundred Twenty Six Thousand Two Hundred Twenty
Four and No Cents ($1,126,224.00) as well as any consequential damages resulting from the closure of

EFFICIENT.

FIRST CAUSE OF ACTION
(AGAINST DEFENDANT FIRST FOUNDATION BANK)
Breach of Statutory Duty
Commercial Reasonableness of Security Procedures
California Commercial Code Section 11202(b)(i)-(ii) and 11202(c)

67.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 66 inclusive.
13325.24:1850241.1 12
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68. BANK offered EFFICIENT, and EFFICIENT agreed to use, a Token "Security Procedure" as the
term "Security Procedure" is defined in California Commercial Code section 11201 and as required
under California Commercial Code section 11202(c)(i).

69.  OnJanuary 24, 2013 BANK, failed to properly implement, and failed to process a payment order
by proper use of the Token "Security Procedure" agreed upon between FIRST FOUNDATION BANK
and EFFICIENT and as required under California Commercial Code section 11202 causing
EFFICIENT’s accounts to wrongfully lose Five Hundred Sixty Three Thousand One Hundred and
Twelve Dollars and No Cents ($563,112.00).

70.  On January 30, 2013 BANK failed to properly implement, and failed to process a payment order
by proper use of the Token "Security Procedure" agreed upon between BANK and EFFICIENT and as
required under California Commercial Code section 11202 causing EFFICIENT’s accounts to wrongfully
lose Five Hundred Sixty Three Thousand One Hundred and Twelve Dollars and No Cents ($563,112.00).
71.  The alleged “Security Procedure “ followed by BANK in connection with the Outstanding
Orders, was not, and continues not to be, commercially reasonable.

72.  Inthe alternative, and if there existed a commercially reasonable “Security Procedure,” then
BANK failed to follow such procedure as agreed upon by Cash Management Agreement executed by and
between BANK and EFFICIENT and attached hereto as Exhibit A. As such, the Outstanding Orders
were not effective as orders of EFFICIENT under California Commercial Code section 11202.

73.  Plaintiff is informed and believes, and on such basis alleges, that the Outstanding Orders were,
and continue to be, unenforceable because they were not caused, directly or indirectly, by an agent of
EFFICIENT, or by one who obtained authorized access to the transmitting facilities of EFFICIENT, or
by one who obtained information facilitating the breach of any “Security Procedure” from the control of
the EFFICIENT, pursuant to California Commercial Code section 11203.

74.  Because the Outstanding Orders are ineffective and/or are unenforceable, the amount of the
Outstanding Orders must be refunded by BANK to Plaintiff, as EFFICIENT’s receiver, pursuant to
California Commercial Code section 11204, together with interest thereon, pursuant to California
Commercial Code sections 11204 and 11506.

75.  Wherefore, Plaintiff prays judgment against BANK, jointly and severally, as set forth below.

13325.24:1850241.1 13
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SECOND CAUSE OF ACTION
(AGAINST DEFENDANT FIRST FOUNDATION BANK)
Breach of Statutory Duty
Good Faith Acceptance of Payment Orders
California Commercial Code Section 11202(b)(ii)

76.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 75, inclusive.

77.  BANK was, and is, required to accept and process payment orders in “Good Faith” as set forth in
California Commercial Code section 11202(b)(ii).

78.  BANK was, and is, required to employ “reasonable commercial standards of fair dealing” in its
acceptance and processing of payment orders as set forth in California Commercial Code section 11202.
79.  BANK did not accept and process the Outstanding Orders in “Good Faith” when BANK allowed
the Outstanding Orders, which were designated for international destinations, to be processed without
conducting international security protocol investigations mandated by federal law and by abandoning
policies and procedures.

80.  BANK did not accept and process the Outstanding Orders in “Good Faith” when BANK allowed
the Outstanding Orders, which were designated for international destinations, to be processed because
EFFICIENT was never provided the information and/or authorization to execute international wire
transfers from BANK.

81. BANK did not accept and process the Outstanding Orders in “Good Faith” when BANK allowed
the Outstanding Orders to be processed without proper token security procedure verification.

82. BANK did not accept and process the Outstanding Orders in “Good Faith” when BANK allowed
the Outstanding Orders to be processed by an individual who was not listed as an “Authorized
Representative” for Plaintiff as required under the written “Private Access Online Banking Agreement”
at section 7: “Authorized Representative.”

83.  BANK did not accept and process the Outstanding Orders in “Good Faith” when allowed the
Outstanding Orders to be processed despite the warning issued by the FBI in the FBI Wire Fraud Alert

attached hereto as Exhibit B.
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84.  BANK did not accept and process the Outstanding Orders in “Good Faith” when BANK allowed
the Outstanding Orders to be processed after BANK employee Jimmy Ton implemented a security over-
ride of EFFICIENT’s online banking accounts in or around November 2, 2012 to bypass the requirement
of a token fob password as a security procedure to execute wire transfers in direct conflict with the
security procedure agreed upon by EFFICIENT and BANK.

85. BANK did not accept and process the Outstanding Orders in “Good Faith” as required under
California Commercial Code section 11202, and therefore BANK is required to refund the full amount of
any unauthorized payment order, plus interest pursuant to California Commercial Code sections 11204
and 11506.

86. BANK did not employ “reasonable commercial standards of fair dealing” in its acceptance and
processing of the Outstanding Orders as required under California Commercial Code section 11202, and
therefore BANK is required to refund the full amount of any unauthorized payment orders, plus interest
pursuant to California Commercial Code sections 11204 and 11506.

87.  Because the Outstanding Orders are ineffective and/or unenforceable, the amount of the
Outstanding Orders must be refunded by BANK to Plaintiff, as receiver for EFFICIENT, pursuant to
California Commercial Code section 11204, together with interest thereon, pursuant to California
Commercial Code sections 11204 and 11506.

88.  Wherefore, Plaintiff prays judgment against BANK, jointly and severally, as set forth below.

THIRD CAUSE OF ACTION

(AGAINST DEFENDANT FIRST FOUNDATION BANK)
FRAUD, MALICE, OPPRESSION

89.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 88, inclusive.

90.  Plaintiff is informed and believes and on that basis alleges that at all times relevant and before the
December 17, 2012 Outstanding Order, BANK knew its online banking service was problematic, unsafe
and unsecure for its customers but nonetheless continued to assure its customers that its online banking

was safe, reliable and secure.
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91.  Plaintiff is informed and believes and on that basis alleges that as early as September 2012
BANK had been repeatedly informed by its customers that BANK’s online banking website was
problematic, unreliable and unsecure.

92.  Plaintiff is informed and believes and on that basis alleges that as early as December 4, 2012
BANK was informed by its customers including, but not limited to, Anthony Capobianco and the
Capobianco Law Offices, that its online banking website and its tokenization security system had been
compromised and breached by third party hackers.

93. Plaintiff is informed and believes and on that basis alleges that as of December 4, 2012, BANK
knew about the vulnerability of its online banking token security system and that it failed and/or
deliberately chose not to inform and warn its customers of the same including, but not limited to,
EFFICIENT.

94.  Plaintiff is informed and believes and on that basis alleges that after being directly informed by its
customers of the vulnerability of its online banking tokenization security system in early December,
2012, BANK failed to rectify its problematic security procedures, implement new procedures or take any
additional security measures to prevent future breaches such as those that were executed against
EFFICIENT in December 2012 and January 2013,

95.  Plaintiff is informed and believes and on that basis alleges that at all times following
EFFICIENT’s reporting of the Outstanding Orders to BANK, said BANK initiated a fraudulent,
malicious, oppressive and defamatory campaign against EFFICIENT to blame EFFICIENT for the
Outstanding Orders when said BANK knew its online banking service was problematic, unsafe and
unsecure for its customers and that said BANK was liable for the same.

96.  Plaintiff is informed and believes and on that basis alleges that BANK has initiated other
fraudulent, malicious, oppressive and defamatory campaigns against other victims of said BANK’s
problematic, unsafe and unsecure online banking as part of its business practice, including a campaign
against the Capobianco Law Offices and Anthony Capobianco.

97.  The Capobianco Law Offices and Anthony Capobianco filed an action against FIRST
FOUNDATION BANK on July 12, 2013 in Riverside County (Case No. INC 1304494) for recovery of a

fraudulent wire transfer which allegedly occurred on December 3, 2012. In said action, BANK is alleged
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to have accused the Capobianco Law Offices and Anthony Capobianco of inventing a cybertheft story to
conceal immoral sexual conduct (a mail order girlfriend in the Ukraine). Plaintiff is informed and
believes and on that basis alleges that the Capobianco Law Offices and Anthony Capobianco currently
have pending claims against BANK for, inter alia, the funds lost in the alleged cybertheft and for
defamation due to BANK’s defamatory campaign.

98.  The fraudulent, malicious, oppressive and defamatory campaign against EFFICIENT by BANK
consisted of a biased, unprofessional, incomplete and false investigation of the incident.

99.  The fraudulent, malicious, oppressive and defamatory campaign against EFFICIENT by BANK
also consisted the preparation of a fraudulent Incident Report which contained numerous
misrepresentations and concealments as follows:

a. The Incident Report prepared by BANK fraudulently omitted the history of verbal and written
complaints between September 2012 and December 2012 from EFFICIENT and its
employees and other customers, including the Capobianco Law Offices and Anthony
Capobianco, about problems with FIRST FOUNDATION BANK’s online banking and online
wire transfer services with the intent to conceal Defendant BANK s liability and wrongdoing.

b. The Incident Report prepared by BANK fraudulently stated EFFICIENT had authorization to
execute and did execute international wires, when BANK knew that EFFICIENT did not have
such authorization and that EFFICIENT had never executed an international wire. These
misrepresentations were made with the intent to conceal BANK’s liability and wrongdoing.

c. The Incident Report prepared by BANK fraudulently omitted essential information and
contained misrepresentations regarding BANK employee Jimmy Ton’s deactivation of
EFFICIENT’s online banking tokenization security procedure to bypass the requirement of
the input of a token fob password as a security procedure to execute wire transfers in direct
conflict with the security procedure agreed upon by EFFICIENT and BANK. These omissions
were made with the intent to conceal BANK’s liability and wrongdoing.

d. The Incident Report prepared by BANK fraudulently omitted essential information and
contained misrepresentations regarding EFFICIENT’s employee Julie Gardner’s wire transfer

history with BANK when BANK knew that (i) Julie Gardner was not a properly authorized
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individual who was permitted to have access to online banking and wire transfer service under
the written contract executed between EFFICIENT and BANK; and (ii) due to problems
with BANK’S online banking and token security system, Julie Gardner was unable to use her
computer to execute any wire transfers in December 2012 and January 2013 when the
Outstanding Orders incidents occurred. These omissions were made with the intent to
conceal BANK s liability and wrongdoing.

e. The Incident Report prepared by BANK fraudulently omitted essential information and
contained misrepresentations regarding EFFICIENT’s token security procedure history with
BANK with the intent to conceal Defendant BANK’s liability and wrongdoing.

f.  The Incident Report prepared by BANK fraudulently, maliciously and oppressively alleged
that the Outstanding Orders were the result of internal fraud on the part of EFFICIENT and its
employee Julie Gardner when it knew BANK was liable for the Outstanding Orders.

100.  Plaintiff is informed and believes and based thereon alleges that at all times following
EFFICIENT’s reporting of the Outstanding Orders to BANK, said BANK knew that “time was of the
essence” in its investigation and in its reimbursement of the missing funds so that EFFICIENT could
maintain its license and business. Knowing that “time was of the essence,” the fraudulent, malicious,
oppressive and defamatory campaign against EFFICIENT by BANK further consisted of a dilatory
investigation of the Outstanding Orders as set forth herein 950-60 and Exhibits C-J designed to assure
that EFFICIENT would lose its license and its business and would be without the financial means to
challenge BANK.

101.  BANK fraudulently, maliciously and oppressively continued its campaign against EFFICIENT
when it disseminated its fraudulent Incident Report and verbally repeated the false information,
misrepresentations and concealments set forth herein to third parties and to other professionals and
business colleagues in the community in a deliberate attempt to cause injury to EFFICIENT and to render
EFFICIENT incapable of recovery of the missing funds.

102.  Plaintiff is informed and believes and based thereon alleges that BANK has a history of denying
liability for online banking security breaches and of fraudulently, maliciously and oppressively blaming

its customers for security breaches by suggesting its customers have engaged in wrongful, immoral or
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criminal behavior. Plaintiff is informed and believes and thereon alleges that BANK has adopted this
practice as a means to escape liability and to rescue its declining reputation.

103.  BANK acted with intent, fraud, malice, oppression and with a conscious disregard for the rights
of EFFICIENT when it executed its campaign against EFFICIENT as set forth herein.

104.  As aresult of the fraud, malice, oppression as described herein, EFFICIENT suffered financial
loss by the closure of its business and the loss of its license in an amount to be proven at trial.

105.  Asaresult of the fraud, malice, oppression as described herein, EFFICIENT suffered financial
loss including reasonably certain lost profits in an amount to be proven at trial.

FOURTH CAUSE OF ACTION

(AGAINST DEFENDANT FIRST FOUNDATION BANK)
CORPORATE DEFAMATION

106.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 105, inclusive.

107.  BANK published, disseminated and verbally repeated the false information, misrepresentations,
concealments and disparaging statements as set forth herein to third parties including other professionals
and business colleagues of EFFICIENT.

108.  Said false information, misrepresentations, concealments and disparaging statements include, but
are not limited to the following: (i) BANK’s management of accounts and online banking was
professional, safe and reliable and played no role in the loss of funds; and (ii) the Outstanding Orders
were the result of internal fraud by EFFICIENT.

109. BANK'’s defamatory statements were intentional, fraudulent, malicious and oppressive. BANK
published, disseminated and verbally repeated the false information, misrepresentations , concealments
and disparaging statements about EFFICIENT as set forth herein knowing them to be untrue; or
alternatively, BANK failed to use reasonable care to determine the truth or falsity of the published
information in reckless disregard of the truth and of EFFICIENT’s rights.

110. BANK’s statements were defamatory because they included overtly and implied covertly that

EFFICIENT committed a criminal act or an act of moral turpitude or dishonesty leading other third
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parties to believe that EFFICIENT and its employees were untrustworthy, unethical, unprofessional and
criminals.

111.  BANK’s defamatory statements were understood by third parties in their defamatory meaning as
alleged and substantially caused EFFICIENT to suffer contempt and ridicule.

112.  BANK’s defamatory statements were directly responsible for or substantially contributed to the
closure of EFFICIENT and a loss of its licensure.

113.  BANK’s defamatory statements substantially caused injury to EFFICIENT’s reputation and
business relationships directly resulting in a loss of business and profits in an amount to be proven at
trial.

FIFTH CAUSE OF ACTION

(AGAINST DEFENDANT BENTSON, VUONA AND WESTERSTEN, LLP)
NEGLIGENCE

114.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 113, inclusive.

115. Pursuant to agreement, at all times relevant, ACCOUNTANT had a duty to perform
EFFICIENT’s general accounting, payroll and escrow accounting in accordance with professional CPA
and escrow standards for a monthly flat fee.

116. Pursuant to agreement at all times relevant, EFFICIENT paid a monthly fee to ACCOUNTANT
to perform EFFICIENT’s general accounting, payroll and escrow accounting in accordance with
professional CPA and escrow standards professional CPA and escrow standards for a monthly flat fee.
117.  Atall times during the existence of the agreement between EFFICIENT and ACCOUNTANT,
EFFICIENT relied completely on ACCOUNTANT to perform the agreement as well as on
ACCOUNTANT’s skill and the ability of ACCOUNTANT.

118. ACCOUNTANT negligently, carelessly and recklessly rendered services as ACCOUNTANT in
that it failed to perform the professional accounting services to which it contractually agreed including
the escrow accounting for September 2012, October 2012, November 2012, December 2012 and January
2013, and in doing so, failed to render the skill required of and commonly exercised by certified public

accountants.
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119. As adirect result of ACCOUNTANT s negligence, carelessness and recklessness, EFFICIENT
was unable to timely complete its escrow accounting for September 2012, October 2012, November
2012, December 2012 and January 2013.

120.  As a direct result of ACCOUNTANT’s negligence, carelessness and recklessness, EFFICIENT
did not discover the December 17, 2012, January 24, 2013 and January 30, 2013 fraudulent wire transfers
from its online banking account until February 2013.

121.  But for ACCOUNTANT’s negligence, carelessness and recklessness, EFFICIENT would have
been advised and aware of the December 17, 2012 fraudulent wire transfer from its online banking
account promptly and would have been able to take actions to prevent the occurrence of the January 24,
2013 and January 30, 2013 fraudulent wire transfers.

122.  Asadirect result of ACCOUNTANT’s negligence, carelessness and recklessness, EFFICIENT
lost $563,112.00 in a fraudulent wire transfer on January 24, 2013 and $563,112.00 in a fraudulent wire
transfer on January 30, 2013, for a total of One Million One Hundred Twenty Six thousand Two Hundred
Twenty Four and No Cents ($1,126,224.00).

123.  Asadirect result of ACCOUNTANT’s negligence, carelessness and recklessness, the
DEPARTMENT OF CORPORATIONS closed the business of EFFICIENT and sought to revoke the
licenses of its operators for malfeasance.

124.  Asadirect result of ACCOUNTANT’s negligence, carelessness and recklessness, EFFICIENT

suffered a complete loss of its business and all profits in an amount to be proven at trial.

SIXTH CAUSE OF ACTION

(AGAINST DEFENDANT BENTSON, VUONA AND WESTERSTEN, LLP)
BREACH OF CONTRACT

125.  Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 124, inclusive.

126. At all times relevant, ACCOUNTANT and EFFICIENT had an oral contract to do
EFFICIENT’s general accounting, payroll and escrow accounting in accordance with professional CPA

and escrow standards for a flat monthly fee.
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127. At all times relevant, EFFICIENT performed its obligations under the contract it had with
ACCOUNTANT by paying the agreed to flat monthly fee for ACCOUNTANT’s professional services
and advice.

128.  ACCOUNTANT breached its contract with EFFICIENT when it failed to perform the
professional accounting services to which it had contractually agreed, including the escrow accounting
for September 2012, October 2012, November 2012, December 2012 and January 2013.

129.  Asadirect result of ACCOUNTANTs breach of contract, EFFICIENT was unable to complete
its escrow accounting for September 2012, October 2012, November 2012, December 2012 and January
2013 in a timely manner.

130.  As adirect result of ACCOUNTANT’s breach of contract, EFFICIENT was not advised and did
not discover the December 17, 2012, January 24, 2013 and January 30, 2013 fraudulent wire transfers
from its online banking account until February 2013.

131.  But for ACCOUNTANT’s breach of contract, EFFICIENT would have been advised and aware
of the December 17, 2012 fraudulent wire transfer from its online banking account promptly and would
have been able to prevent the occurrence of the January 24, 2013 and January 30, 2013 fraudulent wire
transfers from its online banking account.

132.  As adirect result of ACCOUNTANT’s breach of contract, EFFICIENT lost $563,112.00 in a
fraudulent wire transfer on January 24, 2013 and $563,112.00 in a fraudulent wire transfer on January 30,
2013, for a total of One Million One Hundred Twenty Six thousand Two Hundred Twenty Four and No
Cents ($1,126,224.00).

133.  As adirect result of ACCOUNTANT’s breach of contract, EFFICIENT suffered a complete loss

of its business and all profits, as well as other consequential damages, in an amount to be proven at trial.

SEVENTH CAUSE OF ACTION

(AGAINST DEFENDANT BENTSON, VUONA AND WESTERSTEN, LLP)
BREACH OF FIDUCIARY DUTY

134. Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1

through 133, inclusive.
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135. At all times relevant, ACCOUNTANT represented itself to EFFICIENT as a CPA firm which
specialized in escrow accounting and a CPA firm that had expertise in complying with specific
accounting standards applicable to the California escrow industry in order to gain EFFICIENT’s trust and
confidence.

136. At all times relevant, ACCOUNTANT represented to EFFICIENT that it could assist and
service EFFICIENT’s business needs in complying with statutory accounting regulations applicable to
the California escrow industry in order to gain EFFICIENT’s trust and confidence

137. At all times relevant, ACCOUNTANT represented to EFFICIENT that it could assist and service
the business needs of EFFICIENT in its interactions with the DEPARTMENT OF CORPORATIONS,
the government agency in charge of regulating the California independent escrow industry, in order to
gain EFFICIENT’s trust and confidence.

138. At all times relevant, ACCOUNTANT represented to EFFICIENT that it could offer EFFICIENT
personal attention, specialized oversight and confidential guidance in the operation of its escrow business
accounting.

139.  EFFICIENT relied on the representations of ACCOUNTANT and placed its trust in the
representations and advice rendered by ACCOUNTANT.

140. At all times a fiduciary relationship existed between EFFICIENT and ACCOUNTANT whereby
ACCOUNTANT agreed to maintain the trust and confidence and to act honestly and with EFFICIENT’s
best interest in mind.

141. EFFICIENT confided its private financial information including the outcome of a 2012 audit of
EFFICIENT by the DEPARTMENT OF CORPORATIONS to ACCOUNTANT in which EFFICIENT
had been advised of the necessity to maintain its escrow accounting system. Based upon these
confidential conversations with EFFICIENT, ACCOUNTANT knew EFFICIENT required special
advice, attention and guidance in maintaining its records and timely completing its escrow accounting
and reconciliations.

142,  ACCOUNTANT failed to perform the professional accounting services it promised to
EFFICIENT including the escrow accounting for September 2012, October 2012, November 2012,
December 2012 and January 2013, and in doing so, breached the fiduciary duty it owed to EFFICIENT.
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143.  Asadirect result of ACCOUNTANT’s breach of its fiduciary duty, EFFICIENT was unable to
complete its escrow accounting for September 2012, October 2012, November 2012, December 2012 and
January 2013 in a timely manner.

144.  Asadirect result of ACCOUNTANT’s breach of its fiduciary duty, EFFICIENT did not discover
the December 17, 2012, January 24, 2013 and January 30, 2013 fraudulent wire transfers from its online
banking account until February 2013.

145. But for ACCOUNTANT’s breach of its fiduciary duty, EFFICIENT would have discovered the
December 17, 2012 fraudulent wire transfer from its online banking account promptly and would have
been able to prevent to occurrence of the January 24, 2013 and January 30, 2013 fraudulent wire transfers
from its online banking account.

146.  As a proximate result of ACCOUNTANT’s breach of its fiduciary duty, the DEPARTMENT OF
CORPORATIONS closed the business of EFFICIENT and sought to revoke the licenses of its operators
for malfeasance.

147.  As aproximate result of ACCOUNTANT’s breach of its fiduciary duty, EFFICIENT suffered a
complete loss of its business and all profits, as well as other consequential damages in an amount to be

proven at trial.
PRAYER FOR DAMAGES

Wherefore, Plaintiff prays judgment against DEFENDANT FIRST FOUNDATION BANK as
set forth below:

A. One Million One Hundred Twenty Six thousand Two Hundred Twenty Four and No Cents
($1,126,224.00) for its statutory breach of the California Commercial Code;
B. Interest on One Million One Hundred Twenty Six thousand Two Hundred Twenty Four and No
Cents ($1,126,224.00) at the rate pursuant to the formula in Commercial Code section 11506, from
and after December 24, 2012, through the date of entry of judgment in an amount according to proof;
C. Consequential damages in an amount according to proof for its fraudulent, oppressive, malicious,
defamatory conduct;
D. Exemplary and/or punitive damages against DEFENDANT FIRST FOUNDATION BANK, for

its fraudulent, oppressive, malicious, defamatory conduct; and
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E. For such other and further relief as this Court may deem equitable, just and proper.
Wherefore, Plaintiff prays judgment against Defendant BENTSON, VUONA AND

WESTERSTEN, LLP as set forth below:

A. One Million One Hundred Twenty Six thousand Two Hundred Twenty Four and No Cents

($1,126,224.00) for its negligence, breach of contract and breach of fiduciary duty;

B. All fees paid by EFFICIENT to Defendant BENTSON, VUONA AND WESTERSTEN, LLP;

C. Prejudgment and post judgment interest in an amount according to proof;

D. Consequential damages in an amount according to proof;

E. Punitive Damages against BENTSON, VUONA AND WESTERSTEN, LLP for its outrageous

conduct and misrepresentations to EFFICIENT as set forth herein; and

F. For such other and further relief as this Court may deem equitable, just and proper.

Dated: Februaryﬁ ,2013 DINCEL LAW GROUP

e 200 Y

Kim O. Dincel

Julie Bonnel-Rogers

Attorneys for Plaintiff

PETER A. DAVIDSON, Receiver for
EFFICIENT SERVICES ESCROW GROUP,
a California Corporation
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PROOF OF SERVICE

Peter A. Davidson v. First Foundation Bank Case No. 30-2013-00691661-CU-MC-CJC

I am employed in the County of Santa Clara, State of California. I am over the age of 18 years and
not a party to the within action; my business address is: 25 Metro Drive, Suite 600, San Jose, CA 95110.

On February 25, 2014, I served the foregoing document(s) described as follows:

PLAINTIFF, PETER A. DAVIDSON, RECEIVER FOR EFFICIENT SERVICES
ESCROW GROUP’S FIRST AMENDED COMPLAINT FOR DAMAGES FOR:

1. BREACH OF STATUTORY DUTY: CALIFORNIA COMMERCIAL CODE
SECTION 11202 -COMMERCIAL REASONABLENESS OF SECURITY
PROCEDURES;

2. BREACH OF STATUTORY DUTY: CALIFORNIA COMMERCIAL CODE
SECTION 11202 -GOOD FAITH ACCEPTANCE OF PAYMENT ORDERS; AND

3. FRAUD, MALICE, OPPRESSION
CORPORATE DEFAMATION

XS e

NEGLIGENCE
BREACH OF CONTRACT

BREACH OF FIDUCIARY DUTY
on all interested parties in this action by placing a true copy thereof addressed as follows:

Marc J. Scneider

Shane P. Criqui

Annie H. Huang

STRADLING YOCCA CARLSON
& RAUTH

660 Newport Center, Suite 1600
Newport Beach, CA 92660-6422
Tel: (949) 725-4000

Fax: (949) 725-4100

Attorneys for FIRST FOUNDATION
BANK

Patrick A. Fraioli, Jr.

ERVIN COHEN JESSUP, LLP
9401 Wilshire Blvd., 9" Floor
Beverly Hills, CA 90212-2974
Tel: (310) 281-6346

Fax: (310) 859-2325

Attorneys for

PETER A. DAVIDSON Receiver for
EFFICIENT SERVICE ESCROW
GROUP, INC.

[X] BY MAIL: I deposited such envelope in the mail at San Jose, California. The envelope was
mailed with postage thereon fully prepaid.

I am ‘"readily familiar" with the firm's practice of collection and processing
correspondence for mailing. Under that practice, all mail is deposited with the U.S. Postal
Service on the same day with postage thereon, fully prepaid at Costa Mesa, California, in
the ordinary course of business. I am aware that on motion of the party served, service is
presumed invalid if the postage meter date is more than one day after date of deposit for
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[]

[ ]

[ ]

[]

[X]

mailing in the affidavit.

BY PERSONAL SERVICE: I caused a true and correct copy thereof enclosed in a sealed
envelope to be delivered by hand to the above-named addressee(s).

BY ELECTRONIC TRANSMISSION: Based on a court order or an agreement of the parties to
accept service by electronic transmission, I caused said document(s) to be sent to the person(s) at
the e-mail address(es) listed in the service list. I did not receive, within a reasonable time after the
transmission, any electronic message or other indication that the transmission was unsuccessful.

BY OVERNIGHT COURIER: I placed the UPS package for overnight delivery in a box or
location regularly maintained by UPS at my office or I delivered the package to an authorized
courier or driver authorized by UPS to receive documents. The package was placed in a sealed
envelope or package designated by UPS with deliver fees paid or provided for, addressed as
follows:

BY FACSIMILE TRANSMISSION: I caused the above-referenced document to be transmitted
to the person(s) set forth in the attached service list, at the facsimile number(s) set forth thereto.
The facsimile machine I used complied with rule 2003(3) and no error was reported by the
machine. Pursuant to rule 2005(i), I caused the machine to print a transmission record of the
transmission, a copy of which is attached to this declaration.

(State) I declare under penalty of perjury, pursuant to the laws of the State of California, that the
above is true and correct.

Executed on November 25, 2010, at San Jose CalifoW
Kimberly Nimori-Ide ﬁ/

Type or Print Name %@Ju/ 7
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Online Business Banking Agreement

This Agreament explains the torms and conditions for acsessing accounts
and oondaeking online transastions at First Foundation Bank ('Bank”,
sy s and “our’) via onr On-Line Banking ("On-line Banking"),
s usod i vbis Agresment, tho torms "you", ‘Hiens” and "your" refer to
oach person signing an On-Line Banking Application. The terms and
qundisions of this Agresment are in addition to the Avount agreemonts,
diselosnres and otber doctmenss in offect from time 1o tims Loverning your
Avgount,

You may not initlate transactions untll accepting this
Agreement, By clicking “1 Agree” when you register for
Private Access Online Banking service or by using the service,
you agtee to the terms and conditions of this Agreement,

1 Online Banking Accessibility

You can usually access On-Line Banking seven (7) days a
week, twenty- four (24) hours a day. Howevet, at certaln
times, some or all of On-Line Banking may not be avallable
due to system maintenance or reasony beyond Bank's control,
Bank does not warrant that On-Line Banldng will be aveilable
at all times, When unavailable, call our Bank to conduct your
many of your transactions. An On-line transactlon initlated
prior the prevailing timeframes posted by Bank on a banking
day is posted to your account the next day, All transfers
completed that cutoff time ot on a non-banling day, will be
posted the following banking day.

2, Security & Protecting Your Account

We are strongly committed to protecting the secusity and

confidentiality of our client accouats information, We use

sevetal techniques to help secute our On-Line Banking
service, including the following;

*  You can only access On-Line Banking with browsers tliat
have 4 high security standazd,

*  Your account numbers are never displayed in full,

*  You must have a valid On-Line Banking ID and petsonal
identification number ("PIN") to logon,

* If no actlon is taken for 10 minutes, you wil be
awtomatically logged off the On-Line Banking service,

*  Establishing procedural, physical and  electronic
safeguards to prevent the compromise or unauthorized
disclosute of confidentlal information, that meets the
objectives of the guidelines issued under the Gramm-
Leach-Bliley Act.

*  Restrictlng access to confidential information to those
employees and persons with a need to know confidential
information in order to perform thelr obligations under
this Agreement, and by instructing such employees and
petsons that they must adhete to these “Secusity and
Protecting your Account” provisions,

*  Complying with all current and future regulations with
regatd to the non- public personal information,

v Requiting third pacty vendors retalned or hired to assist
In performing duties under this Agreement that they
similatly protect and restrict the wse of confidential
information, ‘

3, Private Access On-line PIN and Token
Your PIN and token will give you access to Bank accounts via
On-Line Banking. Bank s entitled to act on any lnstructions it

recelves using your PIN and token, For secutity putposes, It is
recommended that you memorize your PIN and do not write
it down and keep your token in a secure manner, We also
recommend that you change your PIN tegularly to try and
avoid misappropriation by 4 third party, Your PIN can be
changed at our On-Line Banking site, You ate tesponsible for
keeping your PIN, token and account data confidential. You
ate responsible for all transactions performed using yout PIN,
even if you did not intend ot authordze them, In addition,
fraudulent transactions initiated using your PIN will be
charged against your account(s),

4. Online Banking Setvices

On-Line Banking allows you to manage eligible accounts from

yout home or office using a petsonal computer. On-Line

Banking can be used to conduct aay of the following financlal

services:

*  Obtain belances and transaction historles on all eligible
accounts entolled in On-Line Banking;

*  Transfer money between eligible accounts;

*  Transfer money to pay Bank for overdraft protection,
make loan payments and pay bills to any merchant,
financlal otganization or an ‘individual with o US,
addtess; and

*  “Download” account information into Quicken and
QuickBooks,

¢ Ouline Stop Payments

¢ Elect to participate in the following optional Cash
Management modules:

o Online Bill Pay

© EZ Deposit or BZ Deposit Lite
0 WiteXchange

0 ACH origination

o Posltive Pay

The Bank may, from time to time, introduce new on-line

setvices, By using those services when they become available,

you agtee to be bound by the terms contalned in the
agreement(s) relating to such setvices, or In this Agreement,
and lts subsequent amendments, as the case may be,

5. Stop Payments

The stop payment feature within the Service i only for
stopping payments on checks that you have written or from
your account, This featute {s accessible in the “Stop Payment”
meny of the Internet Banldng Service and provides a means to
secutely forward your stop payment requests to us for
processing, This Financlal Institution and the undersigned
agree to abide by the rules and regulations as outlined in the
Uniform Commercial Code governing stop-payment orders,
Onlite Stop-Payment Ordets are effective for 180 days after
date received and will automatically expite after that period
unless renewed in writing, Stop payment requests teceived
through the Service will generally be processed within one 1)
to two (2) Business Days, ‘The stop payment feature within
the Service should NOT be used to cancel ttansfers and
bill payments, There is typically n stop payment fee
associated with this feature, Please refer to our Business

“Service Pee Schedule for additional information,
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6. Online Bill Payment

If you entoll in Private Access Bill Pay Setvices you agtee to
the Terms and Conditions governing those setvices, The
Terms and Conditions are listed within the Bill Pay site as
links to the full document,

7. Authorized Representatives

The Client may designate, at their sole optlon, additional
petsons to petform designated banking transactions for the
activitles and levels of authordty provided within the Online
Banking control files, Clients are responsible for maintalning
accurate and up-to-date authorization limits for each user in
thelr organization to whom they have given cash management
service privileges, The names and lmits of each user shall
comprise the only list of authorized users for the Online
Banldng or Cash Management modules you have enrolled i,

In an emergency sitvation, deletion of Softwace
Administrators and  Authorized Representatives may be
processed by Bank if the request is made by telephone and is
immediately confirmed by FAX or email,

8. Electronic Mail (E-mail)

Sending E-mail is 2 very good way to communicate with the
Bank regarding your accounts or the On-Line Banking,
However, your e-mail Is actually sent via your own softwae
and, as a result, is not secure. You should not include
confidentlal Information, such as account numbets and
balances in any e-mail to Bank., You cannot use e-mail to
initiate On- Line Banking transactions, All such transactions
must be initlated using the appropriate functions within the
On-Line Banking site, Bank will not be liable for ANy errors,
omissions, claims, or problems of any kind Involving your e-
mail.

9. Release,

You relense us and our Affiliates and licensors and contractors
and the employees and contractors of each of these, from any
and all clims, demands and damages (actual and
consequential) of evety kind and nature atlsing out of of in
any way connected with any dispute that may asise between
you and one or more other users of the Site o the Setvice, In
addition, you walve California Civil Code §1542, which states
that a general release does not extend to claims which the
creditor does not know ot suspect to exist in his favor at the
time of executing the release, which if not known by him must
have matetially affected his settlement with the debtor,

10, No Waiver,

We shall not be deemed to have waived any tights ot remedies
hereunder unless such waiver is in weiting and signed by one
of our authorized tepresentatives. No delay ot omisslon on
our patt in exerclsing any dghts or remedies shall opexate as a
waiver of such tghts or remedies o any othet tghts o
remedies. A walver on any one occasion shall not be
construed 48 & bar or waiver of any tights or remedies on
future occaslons.

11, Third Party Beneficiary,
You agree that our service providers may sely upon your
agteements and representations in this Agreement, and such

service providers ate third party beneficlaties to this
Agreement, with the power to enforce its provisions against
you,

- 12, Disclosure of Information

Information submitted to Bank ot its suppliers is the property
of those parties, and they are free to use and disclose that
information, or any ideas, concepts, know-how ar techniques
contalned in that Information to any third party for any
putpose whatsoever, except as specifically agreed by Bank or
prohibited by law,

13, Links to other Sites

Information that Bank publishes on the Internet may contain
links to other sites and third parties may establish links to
Baal’s site, Bank makes no representations about any othes
web site that you may access to, from ot through any of the
Banl’s sites, Unless expressly stated in wiiting, Bank does not
endorse the products ot services offered by any company or
person linked to this site nor is Bank responsible for any
software or the content of any information published on the
site of any third party, You should take precautlons when
downloading files from sites to protect your computer
software and data from viruses and other destructive
programs,  You are solely responsible for any telephone or
internet service provider chatges incurred when using the On-
Line Banklng,

14, Remedies,

If we have reason to believe that you have engaged in any of
the prohibited o unauthorized actlivities described in this
Agreement ot have otherwise breached your obligations undet
this Agreement, we may: terminate, suspend or Hmit your
access to or use of the Site or the Service; notify law
enforcement, regulatory authotitles, impacted third partles,
and others a3 we deem appropriate; refuse to provide our
services to you in the future; and/ot take legal action against
you. In additlon, we, it our sole discretion, reserve the tight to
terminate this Agtreement, access to the Site and/or use of the
Service for any reason of no reason and at any time, The
remedes contained in this section are cumulative and ate In
addition to the other rights and remedies available to us under
this Agreement, by law ot otherwlse,

15, Additlonal Remedies

Due to the likelihood of irreparable injury, Bank shall be
entitled to an injunction prohibiting any breach of this
Agreement by you,

16, Disputes,
In the event of a dispute regarding the Service, you and we
agree to resolve the dispute by looking to this Agteement,

17, Arbitration,

For any cladm (excluding claims for Injunctive or other
equitable relief) where the total amount of the award sought is
less than $10,000.00 USD, the party requesting relief may elect
to resolve the dispute in a cost effective manner through
binding non-appearance-based arbitration, If a party elects
arbittation, that party will initlate such asbitration through
Judiclal Arbitration and Mediation Services (“TAMS"), the
Amerdcan Arbitration Assoclation ("AAA”), of an established
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alternative dispute resolution (ADR) administrator mutually
agteed upon by the parties, The parties agree that that the
following rules shall apply: (a) the arbitration may be
conducted telephonically, online and/or be solely based on
witten submissions, at the election of the pasty inltiating the
acbitration; (b) the acbitration shall not involve any personal
appearance by the parties, thelr representatives or witnesses
unless otherwise mutually agreed by the paties; (c) discovery
shall not be permitted; (d) the matter shall be submitted for
decision within ninety (90) days of initiation of arbitration,
unless otherwise agreed by the partles, and the arbltrator must
render o decislon within thirty (30) days of submission; and (c)
any awaed in such arbitration shall be final and binding upon
the parties may be submitted to any coust of competent
judsdiction for confirmation, The partles acknowledge that
temedles available under federal, state and local laws remain
available through arbitration, NO CLASS ACTION, OR
OTHER REPRESENTATIVE ACTION, OR PRIVATE
ATTORNEY GENERAL ACTION, OR JOINDER OR
CONSOLIDATION OF ANY CLAIM WITH A CLAIM
OF ANOTHER PERSON SHALL BE ALLOWABLE IN
ARBITRATION, .

18, Assignment,

You may not transfer or assign any tights or obligations you
have under this Agreement without our prlor written consent,
which we may withhold in our sole discretion, We reserve the
eight to trnsfer or assign this Agreement or any tight or
obligation under this Agreement at any time to any party, We
may also assign or delegate certain of our rights and
responsibllities under this Agreement to  Affiliates,
Independent contractors or other third pacties.

19.  Notices to Us Regarding the Service,
Except as,otherwise stated below, notice to us concerning the
Site or the Service must be sent by postal mail to;
First Foundation Bank
e-Banking
18101 Von Karman Ave, Ste, 750
Itvine, CA 92612
We may also be reached at 1-888-830-4199 for questions and
other purposes concerning the Service, but such telephone
calls will not constitute legal notices under this Agreement,

20, Your Privacy,

Protectlng your prvacy is very important to us. Please review
our Piivacy Policy in order to better understand our
commitment to malntaining your privacy, as well as our use
and disclosure of your information, Our privacy policy can be
viewed at www.ff-inc.com/privacy,

21, Privacy of Others,

L you recelve information about another petson through the
Service, you agree to keep the information confidential and
only use it In connection with the Service,

22, Eligibility,

The Service is offered only to individual residents of the
United States who can form legally binding contracts under
applicable law, Without limiting the foregoing, the Service is
not offered to minors. By using the Setvice, you reptesent that

you meet these tequirements and that you agree to be bound
by this Agreement,

23, Etrots, Questions, and Complaints,

(®) In case of errors or questions about your transactions,
you should as soon as possible contact us at the address
or phone number provided in the section of this
Agreement titled “Notices to Us Regarding the
Service”,

(b) If you think your transaction history is incorrect or you
need more information about a transaction listed In the
transaction history, we must hear from you no later than
sixty (60) days after the transaction in which the problem
or errot appears is first posted in the transaction history,
You must;

1, 'Tell us your name,

2. Descrbe the error ot the transaction in question,
and explain as clearly as possible why you believe it
Is an etror or why you need more information; and,

3. Tell us the dollar amount of the suspected ertor,

() If you tell us verbally, we may require that you send your
complaint in weitlng within ten (10) Business Days aftet your
vetbal notification, We will tell you the results of our
investigation within ten (10) Business Days after we hear from
yow, and will correct any etror promptly, However, if we
requite mote time to confirm the nature of your complaint or
question, we teserve the tight to take up to forty-five (45) days
to complete out investigation, If we declde to do this, we will
ptovisionally credit your Eligible Transaction Account within
ten (10) Business Days for the smouat you think Is In error, If
we ask you to submit your complaint or question in writing
and we do not recelve it withln ten (10) Business Days, we
may fot provisionally credit your Eliglble Transaction
Account, If it Is determined there was no etrot we will mall
you a wiitten explanation within three (3) Business Days aftet
completion of our investlgation, You may ask for coples of
documents wused in our investigation, We may revoke any
provisional credit provided to you if we find an error did not
occut,

24, Indemnification

You shall indemnify, defend and hold hasmless Bank and its
officers, employees, directors, suppliets and agents, i their
Individual capacities ot otherwise, from and against any Losses

" ardslng out ofi () your negligence; () your failure to comply

with applicable law; or (iii) your falure to comply with the
teems of this Agteement,

25, Termination and Changes in Terms

We may amend this Agreement and any applicable fees and
chatges for the Setvice at any time by posting 4 revised
vession on the Site, You may be required to affirmatively
accept the revised Agteement in order to contlgue using the
Setvice, The revised version will be effective at the time it Is
posted unless a delayed effective date is expresely stated In the
tevisdon, Any use of the Setvice after a notice of change or
aftet the posting of a revised version of this Agreement on the
Site will constitmte your agreement to such changes and
revised versions, Further, we may, from time to time, revise,
update, upgrade or enhance the Service and/or related
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applications or material, which may render all such prior
versions obsolete, Consequently, we reserve the dght to
terminate this Agreement as to all such pror versions of the
Service, and/or elated applications and material, and lmit
access to ouly the Service’s more recent revisons, updates,
upgtades ot enhancements, You agtee that if you are cuttently
ot become a registered user of another of our services, yout
Setvice setup or customer profile information, including but
not limited to your name, email address and bank account
information, may be shared by and with our Affiliates, and we
may provide you with the Services as a substitute to or
replacement of any service previously provided through
another website or platform.,

26,  Applicable Rules, Laws, and Regulations

This Agreement shall be governed by and construed in
accordance with the laws of the State of Callfornia, without
regard to its conflicts of laws or provislons, To the extent that
the terms of this Agreement conflict with applicable state ot
federal law, such state or federal law shall replace such
conflicting terms only to the extent required by law, Unless
expressly stated otherwise, all ofher terms of this Agteement
shall remain in full force and effect, You agtee that any claim
ot dispute you may have agalnst us must be resolved by a
court located in Orange County, Californin, You agtee to
submit to the personal judsdicton of such courts for the
putpose of litlgating all claims or disputes unless sald claim is
submitted to atbitration, The United Nations Convention on
Contracts for the International Sale of Goods shall not apply
to this Agteement, Both parties agree to walve any tight to
have a jury participate in the resolution of any dispute ot claim
between the parties or any of their respective Affiliates arlsing
under this Agreement,

27, Assignment

Bank may asslgn its rights and/or delegate all or a portion of
its duties under this Agreement to a third patty, This
Agteement is not assignable or transferable by you,

28, Integration )

This Agreement constitutes the entire understanding of the
parties with respect to the subject matter of this Agteement,
and all prior agreements, understandings and teptesentations
concerning such subject matter are canceled in thelr entirety,
Notwithstanding the foregoing, this Agreement is in addition
to any other agreements between you and Bank,

29, Complete Agreement, Severability, Captions, and
Survival,
You agtee that this Agreement is the complete and exclusive

statement of the agreement between us, sets forth the entire’

understanding between us and you with respect to the Services
and the portion of the Site through which the Services ate
offered, and supersedes any proposal or prlor agreement, oral
or weitten, and any other communications between us, If any
provision of this Agreement is held to be invalld of
unenforceable, such provision shall be struck and the
remaining provislons shall be enforced. ‘The captions of
sections hereof are for convenience only and shall not control
ot affect the meanlng or construction of any of the provisions
of this Apreement, Any terms of this Agreement which by

their nature should survive, will survive the termination of this
Agreement, If there is a conflict between the terms of this
Agteement and something  stated by an employee or
contractor of ours (including but not limited to ity customer
cate personnel), the terms of this Agreement will prevail,

30, Waiver

Bank shall not, by the mere lapse of time, without glving
notice or taking other action, be deemed to have waived any
of its rights under this Agreement, No walver by Bank of 2
breach of this Agreement shall constitute a walver of any prior
or subsequent breach of this Agreement.

31, Force Majeure

Nelther party shall be liable for any loss nor damage due to
causes beyond its control, including fire, exploslon, lightning,
pest damage, power surges or failures, stdkes or labor
disputes, water, acts of God, the elements, war, civil
disturbances, acts of civil or military authordties or the public
enemy, inabllity to secure raw materlals, transpottation
facllitles, fuel or enetgy shottages, acts ot omissions of
communications cartlers, or other causes beyond that party’s
control.  Either party may terminate this Agteement
immediately on written notice if the other patty is prevented
from performing its obligations undet this Agreement for g
petlod of more than thirty (30) days due to the reasons set
forth in this subsection,

32, Restrictions

You may not appropriate any information ot material that
violates any copytight, trademark or other propretary or
Intellectual property dghts of any person or entity while using
On-Line Banklng, You may not gain, or attempt to gain,
access to any On-Line Banking and/or On-line Financlal
Setvice server, netwotk or data not specifically permitted to
you by Bank or its suppliers, and you must not include any
obscene, libelous, scandalous or defamatoty content in any
communications with Bank or its suppliers,

33, Responsibility

Nelther Bank nor its suppliets will be lable for any transaction
It () you do not have enough money in your account to
complete the transaction; (i) a legal order prohibit withdrawals
from your account; (iif) your account Is closed or has been
frozen; (iv) the transaction would cause your balance to go
over the credit limit for any credit arrangement set up to cover
overdrafts; (v) you, or anyone yoy allow, commits faud or
violtes any law or regulation in contection with On-Line
Banking; (vl) any electronic termingl, telecommunication
device ot part of the electronic fund transfer system 1s not
wotldng properly; (vii) you did not provide us with complete
and cottect payment ot transfer Informatlon; (vitl) you did not
propetly follow the instructlons for use of On-Line Banking;
() you knew that On- Line Banking was not opetating
propetly at the ime you initiated the transaction or payment;
() thete is postal delay; o (xi) citcumstances beyond our
control (such as fire, flood or Improper ttansmission or
handling by a third party) that prevent, hindet ot delay the
transaction,

34, Fees and Charges for Services
a,  Account Fees
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Any financial fees assoclated with your standard deposit
accounts (or other Eligible Ttansaction Accounts) will
continue to apply and supersede this Agreement, '

b, Private Access Business Online Banking and Bill
Pay
You agree to pay for Private Access Online Business
services and modules in accordance with our curent fee
schedules and as amended from time to time,

. Additional Charges
There may be a charge for additional transactions and
other optional services.

d.  Payment Method

You agree to pay all charges and authorize us to deduct
the calculated amount from your designated Eligible
Transaction Account for these amounts and any
additlonal charges that may be incurred by you, You ate
responsible for any and all telephone access fees and/or
Internet service fees that may be assessed by your
telephone and/or Internet setrvice providet,

35, Modifications to Services

The Bank may, from time to time, introduce new on-line
services aund featutes. By using those services when they
become avallable, you agree to be bound by the terms
contained in the agreement(s) relating to such services, or In
this Agreement, and its subsequent amendments, as the case
may be,

36, YVirus Protection )
Bank is not responsible for any electronic virus that you iay
encounter using the On-Line Banlking, We encourage you to
routinely scan your computer and diskettes using reliable virug
protection product to detect and temove viruses, If
undetected and unrepaired, & virus can corrupt and destroy
your programs, files and hardware,

37, Exclusions of Warranties,

THE SITE AND SERVICE AND RELATED
DOCUMENTATION ARE PROVIDED "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF TITLE,
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NON- INFRINGEMENT, IN
PARTICULAR, WE DO NOT GUARANTEE
CONTINUQUS, UNINTERRUPTED OR SECURE
ACCESS TO ANY PART OF OUR SERVICE, AND
OPERATION OF OUR SITE MAY BE INTERFERED
WITH BY NUMEROUS FACTORS OUTSIDE OF OUR
CONTROL. SOME STATES DO NOT ALLOW THE
DISCLAIMER OF CERTAIN IMPLIED WARRANTIES,
SO THE FOREGOING DISCLAIMERS MAY NOT
APPLY TO YOU, THIS PARAGRAPH GIVES YOU

SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO -

HAVE OTHER LEGAL RIGHTS 'THAT VARY FROM
STATE TO STATE,

38, Limitation of Liability,

THE FOREGOING SHALL CONSTITUTE YOUR
EXCLUSIVE REMEDIES AND THE ENTIRE
LIABILITY OF US AND OUR AFRILIATES AND
LICENSORS AND CONTRACTORS AND THE
EMPLOYEES AND CONTRACTORS OF EACH OF
THESE, FOR THE SERVICE AND THE PORTION OF
THE SITE THROUGH WHICH THE SERVICE IS
OFFERED. YOU ACKNOWLEDGE AND AGREE
THAT FROM TIME TO TIME, THE SERVICE MAY BE
DELAYED, INTERRUPTED OR  DISRUPTED
PERIODICALLY FOR AN  INDETERMINATE
AMOUNT OF TIME DUE TO CIRGUMSTANCES
BEYOND OUR REASONABLE CONTROL,
INCLUDING BUT NOT LIMITED TO ANY
INTERRUPTION, DISRUPTION OR FAILURE, IN THE
PROVISION OF THE SERVICE, WHETHER CAUSED
BY STRIKES, POWER FAILURES, EQUIPMENT
MALFUNCTIONS, INTERNET DISRUPTION OR
OTHER REASONS, IN NO EVENT SHALL WE OR
OUR  AFFILIATES OR  LICENSORS OR
CONTRACTORS OR THE EMPLOYEES OR
CONTRACTORS OF ANY OF THESE, BE LIABLE FOR
ANY CLAIM ARISING FROM OR RELATED TO THE
SERVICE CAUSED BY OR ARISING OUT OF ANY
SUCH DELAY, INTERRUPTION, DISRUPTION OR
SIMILAR FAILURE. IN NO EVENT SHALL WE OR
OUR AFFILIATES OR LICENSORS OR
CONTRACTORS OR THE' EMPLOYEES OR
CONTRACTORS OF ANY OF THESE, BE LIABLE FOR
ANY INDIRECT, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE OR EXEMPLARY

. DAMAGES, INCLUDING LOSS OF GOODWILL OR

LOST PROFITS (EVEN IF ADVISED OF THE
POSSIBILITY THEREOF) ARISING IN ANY WAY OUT
OF THE INSTALLATION, USE, OR MAINTENANCE
OF THE SERVICE OR THE PORTION OF THE, SITE
THROUGH WHICH THE SERVICE IS OFFHERED,
EVEN IF SUCH DAMAGES WERE REASONABLY
FORESEEABLE AND NOTICE WAS GIVEN
REGARDING THEM, IN NO EVENT SHALL WE OR
OUR  AFFILIATES OR LICENSORS  OR
CONTRACTORS OR THE EMPLOYEES OR
CONTRACTORS OF ANY OF THESE BE LIABLE FOR
ANY CLAIM ARISING FROM OR RELATED TO THE
SERVICE OR THE PORTION OF THE SITE THROUGH
WHICH THE SERVICE IS OFFERED THAT YOU DO
NOT STATE IN WRITING IN A COMPLAINT FILED
IN A COURT OR ARBITRATION PROCEEDING A$
DESCRIBED AS ABOVE WITHIN TWO (2) YEARS OF
THE DATE THAT THE EVENT GIVING RISE TO THE
CLAIM OCCURRED. THESE LIMITATIONS WILL
APPLY TO ALL CAUSES OF ACTION, WHETHER
ARISING FROM BREACH OF CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR ANY OTHER
LEGAL THEORY., OUR AGGREGATE. LIABILITY AND
THE AGGREGATE LIABILITY OF OUR AFFILIATES

"AND LICENSORS AND CONTRACTORS AND THE

EMPLOYEES AND CONTRACTORS OF EACH OF
THESE, TO YOU AND ANY THIRD PARTY FOR ANY
AND ALL CLAIMS OR OBLIGATIONS RELATING TO
THIS AGREEMENT SHALL BE LIMITED TO DIRECT
OUT OF POCKET DAMAGES UP TO A MAXIMUM OF
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$500 (FIVE, HUNDRED DOLLARS). SOME STATES DO
NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES SO
THE ABOVE LIMITATION OR EXCLUSION MAY NOT
APPLY TO YOU, '

In addition to the tetms previously disclosed, Bank is not
tesponsible for any losses, errors, injuties, expenses, claims,
attorney’s fees, interest or other damages, whether direct,
indirect, special, punitive, incidental or consequential,
(collectively, “Losses™) caused by On-Line Banling of the use
of the On-Line Banking or in any way arlsing out of the
installation, use or maintenance of yout personal computer
hardware or software, including any software provided by
Bank or one of its suppliers. In addition, Bank disclaims any
responsibility for any electronic virus(es) you may encounter
after installation of such softwate or use of On-Line Banking,
Without limitlng the foregoing, neither Bank nor its suppliers
shall be liable for any: () failure to perform or any Losses
arlsing out of an event or condition beyond their teasonable
control, Including but not lmited to communications
breakdown or interruption, acts of God or labor disputes; or
(i) the loss, confidentality or secutlty of any data while in
translt via the Internet, communication lines, postal system ot
Automated Cleating House network. Bank and lts suppliecs
provide On-Line Banking from thelr own site and they make
1o reptesentation or warganty that any information, matetlal
or functions Included in On-Line Banklng ate apptopriate for
use by you in your jurisdiction, If you choose to use On-Line
Banking, you do so on your own initiative and ate solely
responsible for compliance with applicable local laws and
regulations. Neither Bank nor its suppliers wasrant the
adequacy, accuracy ot completeness of any informaton
provided as a part of On-Line Banking contained in any third
party sites linked to or from Bank’s web site.,

39, Construction

This Agreement shall be construed equally against the pasties
regardless of who is more responsible for its prepatation, If
there is a conflict between a part of this Agteement and any
presedit or future law, the part of this Agreement that is
affected shall be curtailed only to the extent necessaty to bting
it within the requirements of that law,

(END of AGREEMENT)
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This Agrosmont is an addendum 1o our Privats Aswss On-Line
Business Banking Agreement and all of the terms of thar agresment are
bersly incorporased by refironce, Both Agresments togather explain the
complets terms _and conditions for conducting BEZ Business Daposit
transactions at First Foundation Bank,

This BZ Business Deposit Setvice Agreement ("Agreement")
is entered into by and between First Foundaton Banl,
herein referred to as “Bank”, and the Client, herein referred
to as “Client”, subject to the terms and conditions herein,

L Service Supplied
Banl agrees to supply the EZ Business Deposit, (“Setvice”)
and Bank’s Equipment/Software, (“Equipment”), to the
Client, and both parties agree to abide by the provisions as set
forth in this Agreement,

2, Remote Deposit Service
Client requests to deposit funds from a remote locatlon,

Client agrees Banle will not inltiate remote deposit processlng

until Client completes and returns this Agreement and oge or
mote  Software Administrator  Authorization  forms
designating individuals, “Software Administrators”, who will
have full access to add, change and delete the authorlty of
“Authotized Representatives” to conduct the client’s remote
deposit activities, Orlplnators for Remote Deposit entries are
any, Software Administrator and Authorlzed Representatives
listed as 2 user in the client’s temote deposit module user
records. EZ Business Deposit enrollment s subject to
approval by First Foundatlon Bank. If approved, a two yeatr
contract is required which includes a fiee check scanner, If
the service is discontinued pior to second anniversary of
services by Client, you will be charged the fee disclosed in the
Cash Management Services Fee Schedule for the type of
scanner you wete assigned at the Service Start Date,

3. Overview and Definitions,
This Agreement states the terms and conditions by which
FEB will deliver to Client the Services, as described below.

31 "Authotized User" means Clent or Authorized
tepresentative of Client,

3.2 "Banking Day" means any day which FFB is open to
conduct substantlally all of its banldng services, but shall not
include Satutday, Sunday os bank holidays,

3.3 "Capture Device" means any device acceptable to FFB
that provides for the capture of Images from origihal Items
and for transmission through a cleasing process,

3.4 "Check" shall have the definition set forth in Check 21,

3.5 "Check 21" means the Check Cleating for the 21st
Century Act, as well as Subpart D of Federal Resetve Board
Regulation CC, and to the extent applicable, Subpart A,

3.6 "IRD" or "Image Replacement Document" means
(2) a Substitute Check as defined in Check 21; ot (b) the
paper reproduction that will be created when an Item cannot
be converted to an ACH Transaction,

3.7 "Item" means a Check, money order, cashier's check,
official check, U.S Treasuty check, of any other payment
Instrument drawn on a financial institution within the United
States from a Payor to Client that may be transmitted ag
either data or image, and where applicable In the context,
Includes the electronic image of the front and back of an
Item, In additlon to other requited information as specified
by FFB from time to time, in the format specified by FFB
from time to time, Notwithstanding the foregolng, it is
uaderstood that Client will only be transmitting electronic
images of the front and back of Items and nof any paper
Items, In ordet for an Item to be processed for deposit, it
must be restrictively endorsed In the proper location on the
back of the Item with the following words: “Deposit to
Atcount (#)", with the correct account number inserted aad
slgned by the payee.

3.8 “Originator” means any, Software Administrator and
Authorized Representatives listed as a user in the client's
remote deposit module user records.

3.0 "Payor" means consumers or businesses who male
payments to Client by means of Items, but Client shall not be
a Payor,

310 “Software Administrator” means the individuds
asslgned by the account holder who have full system access to
access to add, change and delete the anthority of “Authotized
Representatives” to conduct the cllent's remote deposit
activitles

3.11 "Service(s)" means the specific service(s) provided by
FFB,. including electronic check conversion and Image
archive systems that allow the use of o Capture Device to
obtain and transmit the front and back images of Items and
accompanylng transaction data for the purpose of delivery to
FFB for cleadng as an IRD, Services also include any
applicable support services, The Service shall only be
provided for Items recelved for business purposes that are
being deposited into a consumer account at FFB,

3,12 "Service Start Date" means the date that the Services
are first utilized by the Client,

3,13 "Technology” means FFB's or its subcontractor’s

‘deposlt capture applications and processes designed to

facllitate the electronic cleating of Items. Sald applications are
accessed through Capture Devices, utilizlng software and
hardware provided by or acceptable to FFB, and are
propsetaty access points to payment processing netwotks
and systems used to complete the cleating of Items,
Technology may include but i not limited to Client service
suppott, reports, software, software tools, user intetface
deslgns, and documentation, and any  detivatives,
improvements, enhancements or extensions thereof
developed ot provided by FFB ot its subcontractors and
used In the provision of Services hereunder. Any softwate

. provided by FFB ot its subcontractors pursuant to the

Service shall be considered Softwate as defined in the
Software License Agreement.

3.04 "Term" shall mean the term of this Agreement

beginning a8 of the Service Start Date uatil terminated a8
provided herein,
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4. Software Administrator Authorization and Authorized
User Changes, ' o
Clients are responsible for maintaining accutate and up-to-
date authotization limits for each user for their organization
to whom they have given remote deposit -processing
privileges in the Remote Deposit Module, The names and
limits of each user shall comptise the only list of authotized
users for Business EZ Deposit services,

If 2 request is made by telephone and immediately confirmed
by FAX or email, in an emergency situation, deletion of
Software Administrators and Authorized Representatives may
be processed by Bank.

5. Service Fees

The Bank’s “Cash Management Fee Schedule” lsts the
Remote Deposit Fees and related costs, Bank will provide
written notice to the Client at least thirty (30) days in advance
of any increase of fees unless there are increases in
governmental or access fees charged to Bank which will be
immediately passed onto Client at cost without notice.

6. Payment

Client shall pay such fees as Bank may from time to time
establish for Remote Deposit. Services, The fees for service
may be assessed ditectly against Client’s accounts with the
bank or may be chasged indirectly upon Client and applied to
account analysis earnings credits,

7. Ownership

Client will retain ownership of the Equipment provided by
Bank for the Service upon termination of this Agreement by
either party for any reason,

8, Deposited Items

All checks deposited through Remote Deposit Service will be
deposited under the provisions of the current Client deposit
agreement with Bank, In additlon, Client agrees to follow
Automated Cleardng House Rules and Regulations and the
provisions of The Check Clearing for the 21st Century Act
for all checks deposited where applicable. FFB suggests that
you consult your legal counsel on how long you should keep
scanned checks before you destroy them, If the absence of
guidance from your legal counsel, Client agrees that osiginal
checks will be securely stored for at least 90 days after the
processing date and should be destroyed within ninety days
from the date of deposit unless otherwise agreed to In
weiting, .Client agrees that original checks will not be
deposited through the Service more than once Client also
agtees to review and validate the accuracy of the check data
captured including the amount of the check and the legibility
of the check image through the Sesvice. Client agrees to only
deposit checls drawn on United States financlal institutions
through the Setvice,

9, Processing of Items, Images of Items transmitted by
Client are not considered received by Bank until Client has
received an electronic confiemation of the receipt of the
deposit from Bank, However, receipt of the confirmation
from Bank does not mean that the transmission was error
free or complete. Items transmitted by the Client and

recelved by Bank or ts subconteactors by the deadline thme(s) .

specified in Bank's Daily Processing Schedule, shall be

credited to the Cllent's applicable account on the same
Banking Day. Items received by Bank after the deadline times
on any Banking Day shall be credited to the Client's
applicable account on the next successive Banking Day.
Funds from ltems deposited under the terms of this
Agreement will be avallable to the Client putsuant to Bank's
Funds Availability Policy, Deposits using the Services shall
not be transmitted more frequently than twice duting any
Banking Day.

10, Warranty

Bank warrants that, upon delivery, the Equipment provided
will conform to Banl’s then current applicable standasds,
Bank at its own expense, will tepair or replace any
nonconforming Equipment dusing the initial term of this
Agreement, provided that: (1) the deficiency is attributable
solely to Bank and (2) Client notifies Bank of the alleged
deficiency within fifteen (15) days of its ocaurrence, Bank will
not be responsible in any manner for any deficlency caused in
whole o in part by inaccurate or otherwlse deficlent dats
progeams, equipment ot communlcation facilitles provided
by Client or third parties other than Bank, Client shall bear
the entlre risk of loss, theft, damage or destmuctlon of
Equipment from the date of installation until return shipment
FOB to Bank. Such loss, theft, damage or destruction of
equipment shall not relieve Client of the obligation to
make payments of to comply with any other obligation
under this Agreement, ‘

11, Confidentality

Client, its employees and vendors each recognize,
acknowledge, and hereby agree that all information or data
provided through the Service will be treated as confidential
and propriety and shall not be used or disclosed, in whole ot
patt, to any person, firm, corporation, assoclatlon, or other
entlty, except as provided for in this Agreement or as
required by law, Client agrees to:

t  Hstablishing procedural, physical and electronic '
safeguards to prevent the compromise of
unauthotlzed disclosure of confidential Information,
that meets the objectives of the guldelines issued undet
the Gramm-Leach-Bliley Act.

b, Restricting access to confidentlal informatlon to those
employees and pesrsons with a need to know
confidential Information in order to perform thelr
obligations under this Agreement, and by instructing
such employees and persons that they must adhete to
these “Confldentlality” provisions,

¢ Complylng with all cutrent and future regulations with
tegard to the non-public personal information,

d. Requirlng third party vendors tetained or hired to assist
in performing duties under this Agreement that they
similatly protect and restrict the use of confidentinl
information,

12, Third Patty Services

Client acknowledges that, in providing the Service hereunder,
Bank may utilize and rely wpon certain third patty service
providers (“IPSPs”) to provide database stotage, database
access, switching and other data communications services to
Bank. The Client fusther acknowledges and agrees that the
Client’s sights wnder this Apreement shall be solely and
exclusively agalnst Bank, and the Client shall have no tight ot
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recourse against any TPSP hereunder whatsoever, and hereby
waives any and all such dghts or recourse, directly ot
indirectly, agalnst any TPSP, the Department of Financial
Institutions of the State of California and the Federal Deposit
Insurance Corporation,

13, ‘Termination
Upon acceptance of Client’s application by Bank, this
Agreement is effective from the date of approval,

13.1 Termination, In addition to the denial, suspension,
tevocation and termination provisions in this Apteement,
Bank may immediately tetminate the Sevice or any portion
of the Setvice if Bank determines that such Service or portion
of any Service is in violation of the any other law or
regulation, or in its sole discretion and without notice, decides
to cease providing thls Service, Client may terminate the
Setvice with notice to Banls,

13,2 Obligations upon Termination, Upon the termination
of this Agreement for any reason: (4) Client's access to, and
use of, the Services will terminate; (b) Client agrees, if
requested by Bank to return to Bank any and all software,
equipment, documentation, technology or other deliverables
provided to Client by Bank, including any copies theteof held
by Client; The provisions of sections 14, 15 and 18 shall
survive termination of this Agreement,

14, Remedies

The remedies set forth in this Agreement constitute the sole
and exclusive remedies for the Client at law and in equity,
Bank’s maximum Hability for damages to Client, from any
cause whatsoever, and regardless of the form of action,
whether in contract or in tott, including negligence, will be
limited to the lesser of (1) $25,000, (2) the total amount
payable for the Service during the 12 months before the cause
of action arose, or (3) the damages incurted,

In no event will Bank be Hable for any damages caused by
Client's fallure to perform Client’s responsibllitles, ot for any
inditect or consequential damages, including, but limited to,
loss of profits or anticipated savings, or for any claim made
against Client by an employer, employee, agent, ot any other
patty, .

15, Indemnification

Each party shall (1) indemnify the other patty and all its
TPSPs for any damage ot claim, including, but not limited to,
reasonable attorney’s fees and court costs, atlslag out of a
cause of action whereby a party, its agents, employees, or
subcontractots, ace elther ditectly or indirectly responsible for
such action, be it etror or omission, under this Agteement,
and (2) notlfy anyone asserting such claims in weiting that
such other party, and all its TPSPs, have no liability for such
actlons,

Client indemnifies and holds harmless the Depactment of
Financial Institutlons of the State of California and the
Federal Deposit Insurance Corporation, thelt agents and
employees, and any commercial database holder, its ageat and
employees, from any and all claims, including fees, costs,
attorney’s fees and penaltles incurred by o on behalf of
Cllent or any recipient, arising from the use of and
information recelved from the Service as provided in the

Agreement, Should Client receive “bad data”, Client must
n0tify Banlk within 24 hours of its discovery in order for Bank
to provide timely response and prompt resolution theteof,

This Indemnification provision shall survive the termination
of this Agteement.

16, Payment Processing,

161 IRD Processing, Items may be tonsmitted for
electronic processing by other banks or converted to IRDs
and transmitted to a printing facility for printing and clearing
through traditional paper processing channels, at FFB's sole
discretion, The IRDs will be created in accordance with
Check  21; alternatively, FFB may procesy Items as
photocoples in liew of orlginals, under guidelines established
between FFB and Client and applicable industry
standards, Items that fail to satlsfy the warranties made to
FFB by Client, that fail to meet the requitements of FFB or
Check 21, ot that are otherwise not able to be processed may
be charged back to Client's account ot retusned to Client.
Client agrees to be bound by any cleasinghouse agrecments,
operating circular, image exchange agreements to which FFB
is n patty,

16.2 Processing of Items, Images of Items transemitted by
Client are not considered received by FFB until Client has
tecelved an electronic confirmation of the recelpt of the
deposit from FFB, Howevet, receipt of the confitmation
from FFB does not mean that the transmission was etror free
or complete, Items transmitted by the Client and recelved by
FEB prior to the daily deadline shall be credited to the
Cllent's applicable account on the same Banking Day.
Items recelved by FFB after the deadline on any Banking Day
shall be credited to the Cllent's applicable necount on the next
successive Banling Day, Funds from Items deposited under
the tetms of this Agreement will be avallable to the Client
pussuant to FFB's Funds Availability Policy, Deposits using
the Services shall not be transmitted more frequently than
twice during any Banking Day,

16.3 Client Liability, Client shall be solely responsible if any
IRD for which Client has been glven provisional credit is
subject to retutn or reversal, and neither FFB nor its
subconttactots shall be Hable ot responsible for same, Client
acknowledges that all credits recelved for deposit  are
provisional, subject to verification and final settlement,
Any dishonored Ttems will be returned as an image of the
otigial or a substitute check ag the tharged-back item,
Information and data reported hereunder: () may be recelved
pror to final posting and cotfitmation and is subject to
correction and (b) Is fot informational purposes only and may
not be selied upon. Clent agrees that FFB shall have no
liability for the content of payment- relnted information,

17, Intellectual Propesty Ownetship,

This Agreement does not teansfer to Client any ownership or
proprietary tights in the Technology or any wotk or any part
thereof, and all right, title and interest in and to the
Technology will remain solely with FFB or its subconttactors.
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18,  Watranties and Disclaimers,

THE FOREGOING WARRANTY IS IN LIEU OF ALL
OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE,

181 Warranty, CLIENT REPRESENTS AND
WARRANTS TO FRB: (A) CLIENT HAS THE
AUTHORITY TO ENTER INTO THIS AGREEMENT
AND PERFORM ITS OBLIGATIONS HEREUNDER
AND ALL INFORMATION SUPPLIED BY CLIENT TO
FFB IS ACCURATE AND TRUR,; (B) CLIENT WILL
PROVIDE ALL REASONABLE ASSISTANCE TO FFB
AND ITS SUBCONTRACTORS IN PROVIDING THE
SERVICES SET FORTH HEREIN; (C) CLIENT AND
ANY AUTHORIZED USERS WILL ONLY USE THE
SERVICES FOR LAWFUL PURPOSES AND IN
COMPLIANCE WITH ALL APPLICABLE RULES AND
REGULATIONS AND WITH FFB'S REASONABLE
INSTRUCTIONS, RULES, POLICIES,
SPECIFICATIONS, TERMS AND CONDY "TONS, AND
OPERATING PROCEDURES AND WILL NOT
VIOLATE ANY LAW OF ANY COUNTRY OR THE
INTELLECTUAL PROPERTY RIGHTS OF ANY THIRD
PARTY; (D) CLIENT HAS ONLY TRANSMITTED
ACCEPTABLE ITEMS FOR DEPOSIT AND HAS
HANDLED THE ORIGINAL ITEMS FOLLOWING
TRANSMISSION TO FFB AS AGREED, DIRECTED BY
WITH FFB AND IN ACCORDANCE WITH
APPLICABLE LAW; (E) CLIENT IS A PERSON
AUTHORIZED TO ENFORCE EACH ITEM OR IS
AUTHORIZED TO OBTAIN PAYMENT OF EACH
ITEM ON BEHALF OF A PERSON ENTITLED TO
ENFORCE AN ITEM; (F) THE ITEMS HAVE NOT
BEEN ALTERED; (G) EACH ITEM BEARS ALL
APPLICABLE INDORSEMENTS IN A RESTRICTED
FORMAT AS DIRECTED BY FFB; H) ALL THE
WARRANTIES SET FORTH IN AND SUBJECT TO
THE TERMS OF 4207 OF THE UNIFORM
COMMERCIAL CODE AS ADOPTED IN THE STATE
OF CALIFORNIA ,

19. General
This Agreement is not assignable or transferable by elther
pazty without the other party’s prior written consent,

Client agrees to use the Equipment in a manner consistent
with the termy of this Agreement,  Clients are prohibited
from utilizing any Equipment provided hereunder in another
fashion, manner, or use,

Bank reserves the sight, with the appropriate governmental
approval, if applicable, to change the Service ag it may deem
necessary ot desirable. Bank reserves the right, without
penalty or liability, to withdtaw or discontinue any Setvice
from a Client who causes a system to malfunction or from a
Client who falls to make changes which Baak determines, in
its sole discretion, would prevent future malfunctions. Bank
teserves the tight to service, repalr, exchange, test, and
perform reasonable and occasional quality assurance exams
o all Equipment, if deemed necessary by Bank, both on and
off the Client’s premise(s) throughout the duration of the

10

Agreement,  Such examas shall not exceed a frequency of one
(1) per month unless mutually agreed upon by both’ parties,
Bank reserves the tight to process test system inquitles on
Client’s behalf and at Client's expense in order to monitor
network performance and Quality Assurance, After the initlal
installation of the Equipment, any relocatlon thereafter
must be approved and/or performed be an authorized
Bank representative, Fallure to comply will constitute
grounds for termination of this Agreement and immediate
tepossession of all Equipment,

Bank shall not be lizble for delas in petformance under this
Apteement ot for failure to perform hereunder by reason of
any third party’s fdlure to provide Bank with fhe data

 necessary for complete and proper transmission of the

Service. In the event that Bank shall be delayed, hindered in
ot prevented from the performance of any wotk, service of
other acts tequired of Bank under this Agreement due to
striles, walk- outs, telecommunications equipment and power
failures, government testrictlons, civil commotion, tiots, acts
of terrorlsm, acts of wat, fire, or acts of God, all of such
activitles  being beyond the control of Bank, then
petformances of such work, service, or othet acts shall be
excused for a pedod of such delay and the petlod for the
petformance of such work, services, or other acts shall be
extended for a perdod equivalent to the petiod of such delay,

No action, tegardless of form, atlsing out of this Agreement
may be brought by cither party hereto more than one year
after the event giving tlse to the cause of action except in the
case of nonpayment, in which the applicable statute of
limitation for collection actions will be applicable,

This Agreement may be executed in one or more
counterpatts, each of which shall be deemed an otiginal, but
all of which together shall constitute one and the same
insteument,

This Agreement represents the complete and exclusive
agreement between the parties with regard to the subject
matter hereof and supersedes all prlor oral and widtten
communications between the parties. No provision of thig
Agteement shall be modified unless in wlting and signed by
an authorlzed representative of Bank and Client,

If any provision of this Agreement is held to be
unenforceable by a court of competent judsdiction, the

remalning provislons shall continue to be of full force and
effect,

This Agreement will be govettied by and comstrued in
accordance with the laws of the State of California,

(END of AGREEMENT)
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This Agrennant is an addsndum Yo our Privare Acsss On-Line

Business Banking Agreement and all of the torms of that agroement are -

berely incorporated by reference, Both Agroements togerbar explain the
compless_terms and conditions for conduting Posisive Pay activities
#hrough First Foundation Bank,

This Positive Pay Module Agreement ("Agreement") is
entered into by and between Fisst Foundation Bank,
herein referred to as “Bank”, and the Client, herein referved
to as “Client”, subject to the terms and conditions heteln,

Definitions

1. Statutory Definitions.

Unless otherwise defined in this Agreement, words ot phrases
shall have the meanings set forth in UCC Article 3 -
“Negotiable Instruments” and UCC Artice 4 - “Bank
Deposits and Collectlons”,

2, Definitions,

In the Agreement;

(2) “Agreement” means this Positive Pay  Services
Agreement as it may be amended from time to time,

(b) “Authorized Account™ means the account(s) of the
Client, malntalned at the Bank, to which the positive pay
services rendered by the Bank, will apply, The Authoszed
Accounts are listed on Schedule PPS-1 which may be
amended ftom time to time,

(c) “Available Funds” means funds on deposit in an
Authorized Account and available for withdrawal putsuant to
the Banld's applicable funds availability policies,

(d) “Business Day” means every day except Saturdays,'

Sundays and Federal Bank holidays,

(e) “Check Issue File” means a record desctibing checks
drawn by the Client on an Authorlzed Account, pravided by
the Client to the Bank wunder Secon 21 and in
accordance with other specifications provided with this
Agreement,

(B “Exception Item” means a Presented Check that does
not match a check included in a Check Issue File and s
identified as an “efror”,

(8) “Exception File” means a recotd describing Exception
Items which is provided by the Bank to the Client under
Section 2b,

(h) “Pay/Return Request” means the Client's instructions
to the Bank instructing the Bank to pay of return an
BException Item,

() “Presented Check” means a check drawn on an
Authorized Account and presented to the Bank for payment
through the check collection system,

() “UCC” means the Uniform Commercial Code as in
effect in the State of California.

Positive Pay Services

1, CheckIssue File, :

The Client shall submit a Check Issue File to the Bank as
required by Bank from time to time, The Check Issue File
shall accurately include the check numbet, issue date and the
exact amount of each check issued on each Authorzed
Account since the last Check Issue File was submitted, The
Client shall upload Client's most cucrent Check Issue File to

11

the Bank in » format specified by the Bank by Bank cut-off
time each Business Day.

2. Payment of Presented Checks and Reporting of
Exception Items,

The Bunk shall compare each Presented Check by check

number and amount against each Check Issue File recelved

by the Banle. On each Business Day, the Bank:

(® May pay and charge to the Authorized Account each

Presented Check that matches by check number and amount

a check shown in any Check Issue File received by Bank;

(b) Shall make available to the Client an Exception File that

identifies any Bxcepton Items tecelyed, specifying the

complete account number, check number and amount of aty

such Exception Items; or

(&) Bank will provide each Business Day to Client a message

that thete are no Exception Items to report for any business

day for which no exception items exist,

3. Payment and Dishonor of Exception Items,

Using a Pay/Return Request, the Client will tnstruct Bank to
either pay or return each Exception Item on the Exception
File. The Bank will pay ot teturn the Exceptlon Items in
accordance with the instructions provided by Client to Bank
a3 required on valid Pay/Retuen,

(8) Default: The Bank shall pay any Exceptlon Items diawn
on any Authorlzed Account, unless the Client insteucts the
Bank to return to the deposltary bank such Exceptlon Items
using a timely Pay/Return Request,

(b) The Pay/Return Request shall be provided to the Bank
each Business Day in the format specified by the Bank,

4, Client and Bank Communications,

(8) The Client or the Bank, at its discretion, may each amend
any flle submitted to the other party by watten
communication provided for under this Agreement. The
amended file or other wiltten communication must be sent in
its entirety and not in the fotm of a partial amendment to the
communication originally sent, and be sent n the format and
manner, by the deadllne(s) established for the original
communication, A propedy  submitted  tevised
communication setves to replace the orlginal communication,
However, Client cannot submit o revised Pay/Return
Request,

() The Bank shall use only Check Issue Files that comply
with Section 2a and have not been revoked In accordance
with Section 4a in the prepatation of Exception Files under
thiy Agreement,

() The Client shall use only Exception Files that comply
with Section 2b and other specifications pravided with this
Agteement and have not been replaced in accordance with
Scction 4a in Cllent's preparation of Pay/Return Requests.
‘The Bank shall not be obligated to comply with aay Pay /
Return Request received in a format or means, after
deadline, or in 2 manner not permitted undes this Agreement
but may instead treat such a Pay/Return Request as thongh it
had not been received,

(d) The Bank is not responsible for detecting any Client ertor
contalned in any Check Issue File or Pay/Retusn Request
sent by the Client to the Bank,
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(¢) The deadlines, report or file formats, and information
teported may be changed from time to time by Bank at
Bank's sole discretion, Bank will use its best effotts to assist
Client with any changes made by Bank,

5. Internet Accessibility,

In the event that the lnternet is not capable of belng used by
one or both parties for services desceibed in this Agreement,
the party not capable of using the internet shall contact the
other party as soon as possible after the problem iy identified,
Bank and Client will use best efforts to ensure that the
services described in this Agreement can be petformed to
ensure appropriate processing on the proper day,

6, Pees and Charges

You agree to promptly pay fees and charges for the use of
Positive Pay Service as disclosed in the Bank's Business
Setvices Fee Schedule,

7. Authorized Representatives,

It is the responsibility of the Client to maintaln an updated
list of names, signatures, phone numbers and account
numbers for those individuals authorzed to provide
instructions for the disposition of items ot when issues arise
that cannot be addressed by otherwise observing the
provisions of thiy Agreement. Examples of such events
include but ate not limited to the unavailability of the Internet
or the presentation of checks subject to this Agteement
directly at Bank's Offices. These lists must be updated in the
control file of the Positive Pay software by a Systems
Administrator selected by client, whenever any of the names
identified are deleted or when names are added, Bank will
have no lability if no individuals on the list are available to
make decisions prior to the established deadlines. The Initial
Systems Administrator may be used to indicate the Systems
Admindstrator when starting to use this application,

Remedies

1, UCC Liability,

To the extent applicable, the Lability provisions of UCC
Articles 3 and 4 shall govern this Agreement, except as
modified below,

2, Wrongful Honot,

It shall constitute wrongful honor by the Bank If the Bank
pays an Exception Item propetly included on a timely
Exceptlon File that the Client ordered the Bank to tetutn by
submitting a timely Pay/Return Request, In the event that
there is wrongful honor:

(® 'The Bank shall be liable to the Client for the lesser of the
amount of the wrongfully pald Exception Item or the Client's
actual damages resulting from the Bank's payment of the
Exception Item.

(b) The Bank retalns the slght to assert the Cllent’s fallure
to exercise ordinary cate or reasonable promptness in
examining the applicable statement under UCC sections
3406(a) and 4406 (c), 'The Bank's wrongful honor shall,
however, constitute a faillure of the Bank to have exercised
ordinary care under the loss allocation provisions of UCC
sections 3406(b) and 4406(e).
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(c) The Bank retains the right to assest the defense that the
Cllent hag sustained no actual damages becanse the Bank's
honor of the Exception Item discharged for value an
indebtedness of the Client,

3, Wrongful Dishonor,
Except as provided below, it shall constitute wrongful
dishonor by the Bank if the Bank dishonots an Exception
Item that the Banlk has been ordered to pay putsuant to 2
timely Pay/Return Request,
() 'The Bank's liability for wrongful dishonor of an
Exception Item shall be kmited to the damages for weongful
dishonor recoverable under UCC Atticles 3 and 4,
(b) Notwithstanding Section 3¢ (1), the Bank shall have no
lability to the Client for wrongful dishonor when the Bank,
acting in good faith, returns an Bxception Item:
() That it reasonably believed was not propetly payable; or
(i) If there ate insufficient Available Funds on deposit in
the Authorized Account; or
(iti) If required to do so by the service of legal process on
the Bank or the instructions of tegulatory or
government authotities oz coutts,

4, Rightful Payment and Dishonot,

Except as provided In Section 3e;

(®)  If the Bank honors an Exception Item in accotdance
with a timely Pay/Return Request transmitted by the Client
ot for which no timely Pay/Return Request was recelved
ordering the Bank to return the Exception Item, such honor
shall be rightful, and the Client waives nny right it may have
to assert that the Exception Item was not propetly payable
under UCC section 4401,

(b)  If the Bank dishonots an Exceptlon Item for which a
timely Pay/Return Request orderlng Bank to pay was
secelved by Bank in accordance with this Agreement, the
dishonor shall be rightful, and the Clent waives any tlght it
may have to assert that the dishonor was wrongful under
UCC section 4402,

(9 The Client agrees that the Bank exetcise ordinaty care
whenever it tightfully pays or returns an Exception Item
consistent with the provisions of the Agreement.

(d)  Bank shall have no Uability if the incorrect action is
talken as 2 result of an encoding error on a Presented Check,

5, Faulty Information,

Subject to the provisions of Section 4 below, the Bank shall
be liable for ay losses, proximately caused by its honot of
check that was not propetly payable, ot its dishonot of g
check that was properly payable, if the honor ot dishonor
occurred because the Bank, in accordance with the provisions
of Section 2 of this Agreement: should have shown the checl
on an Exceptlon Flle but falled to do so; o1, showed the
check on an Exception Bile but listed the werong check

_number, unless the Bank provided the Client with timely

information that disclosed the ertor,
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6. Client Assistance, '

Regardless of wrongful activity by Bank, Client agrees to
asslst Bank In any way possible in tecovering any financial
loss,

7. Assignment,

To the extent that the Client suffers a loss under this
Apgreement, the Bank assigns to the Client any claim that the
Bank would have against a depositary ot collecting bank to

recover the loss, including any claim of breach of wattanty
under UCC sections 4207, 4208, and 4209,

Limitation of Liability

IN NO EVENT WILL BANK BE LIABLE FOR ANY
INDIRECT OR CONSEQUENTIAL DAMAGES,
INCLUDING, BUT NOT LIMITED TO, LOSS OF
PROFITS, UNDER ANY THEORY OF LIABILITY
INCLUDING BREACH OF WARRANTY OR
CONTRACT, TORT (INCLUDING NEGLEIGENCE
AND STRICT LIABILITY) OR OTHERWISE, EVEN IF
BANK HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES, AND NOTHWITHSTANDING
THE FAILURE OF ESSENTIAL PURPOSE OF
ANY LIMITED REMEDY.

Governing Law Venue

This Agreement shall be governed by the laws of the State of
California and applicable Federal law, Each patty submits to
the juisdiction of the State of California, Venue for any
action arlsing out of this Agreement shall be in a1 stte
court of competent jutisdiction covering Orange County,
California, The prevalllng party in any such action shall be
entitled to the recovery of Its reasonable attorney's fees, costs
and expenses,

General Provisions

1, Fees,

Client agrees to pay and authorizes Bank to chatge Client's
account(s) for the service charges which are charged by Bank
for the Positive Pay Services or other related services which
may latet be offered as such fees and charges may be imposed
or changed from time to time,

2, Severability,

[£ any court or teibunal of competent jusisdiction determines
that any provision of this Agreement s illegal, invalid, or
unenforceable, the remaining provisions of this Agreement
shall remain in full force and effect,

3, Amendments,

Bank may change the terms of this Agreement at any time,
Bank will notify Client of the changes as required by law.
Client's use of the Positive Pay Services after the effective
date of the change will constitute Client's acceptance of and
agreement to the change, Client, however, may not amend ot
change the terms of this Agreement at any time,

4, Assignment,
Subject to 3, Client may not assign this Agreement or any of
the dghts or dutles heteunder to any person without Banlk's

ptlor wiitten consent.  However, the provisions of this
Apreement shall be binding upon and inure to the benefit of
any legal successor to the Bank o to the Client, whether by
metget, consolidation or otherwise,

5, Termination,

Client may tesminate this Agreement by written notice sent fo
Bank at least 14 calendar days priot to the termination date
specified in such notice, Bank has the tight to terminate
services under this Agreement at any time without cause or

notice, Notwlthstanding such termination, this Agteement
shall temain In full force and effect as to all Presented Checks
that have been presented to the Baak ptor to the date of

termination.

6, Waiver,

The waiver by a party to this Agreement of a breach of any
provision of this Agreement by the other party shall not
operate ot be construed as 2 waiver of any subsequent breach
by the other paty,

7. Entire Agreement,

This Agreement is the entite agreement and understanding
between the parties related to the subject matter of this
Agreement as of the date hereof and supersedes all ptlor
agreements and understandings between the parties relating
to the subject matter of this Agreement, This Agtreement shall
be subject to the Bank's Business Service Fee and Cash
Management Fee Schedules as well as such administrative
tules as the Bank may establish and disseminate from time to
time governing the services provided under this Agreement,
In the event of any inconsistency between the terms of this
Agteement and the Bank’s Business Service Fee and Cash
Management Fee Schedules or the UCC, the terms of this
Agteement shall prevail,

8, Headings,

Headings to sectlons of this Agreement or any Schedules ate
included for ease of reference and shall not be deemed
to create rights, remedies, clatms, or defenses adsing under

this Agreement,

9. Beneficlarles,

This Agreement Is for the benefit only of the undersigned
parties hereto and is not intended to and shall not be
construed as granting any tights to or otherwise benefiting
any other petson,

10, Force Majeure.

Bank shall not be liable for its fallute or delay In the
performance of Its obligatlons hereunder due to stelkes, wats,
tertorsm, tevolution, fire, flood, communications failures,
eatthquale, government regulation or othet causes beyond its
reasonable control; and 4 teasonable extension of time to
petform shall be extended in such circumstances, Such failure
shall not be deemed to be a default by Bank

(END of AGREEMENT)
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This Agresmens is an addendum to our Privats Assss On-Line
Business Banking Agreamant and all of the terms of that agrosmient are
hersly tnorporated by refersnes, Both Agroements togother axplain the
complete torms and vonditions for condueting WiriXehangs transactions
at First Foundation Banfk,

This Wite Transfer Service Agreement ("Agreement") is
enteted into by and between First Foundation Bank,
hereln referred to as “Bank”, and the Client, herein referred
to as “Client”, subject to the terms and conditions herein,

1. Utilization of Wire Services, :
Client requests to ordginate domestic funds transfers and
international funds transfers are defined herein as 2 “Payment
Order”, Client agtees not to initiate a Payment Order until
completing and returning this Agreement and one or more
Software Administrator Authorization forms designating
individuals (“Software Administrators”) who will have full
access to add, change and delete the authority of “Authorized
Representatives” to conduct the client’s wire activities,
Otiginators for verbal Payment Otders are any Client signer
on the signature card, Software Administrator and
Authorlzed Representatives listed as a user In the client’s wire
transfer module user records, Orignators for online Payment
Orders ate any, Software Administrator and Authorized
Representatives listed as a user in the client’s wite transfer
module user records,

2. Wire Transfer Module Security,

Banl shall provide Client with Security Methods for each
Otiginator to use as defined by Bank to verify that a Pagment
Ordet, or 1 communication amending or canceling 2 Payment
Order s the order of an Originator, and to detect any error in
the content or transmission of a Payment Otder or
communication. Client agtees to wse security procedures
defined by Bank, Client’s Originator shall provide Bank with
the approptiate secuslty information when Initlating,
amending ot canceling o Payment Order. Client is responsible
for the confidentlality of each Otiginator's Securlty Method
and for Insuting that each Client's Originator(s) has only
access to thelt personal Security Method, Bank may execute
any Payment Order where it is provided with Client's cusrent
secutity method as its sole authotization, Client is responsible
nad assumes all Habllities in connection with an Order where
valid Security Methods ace used, Client agrees to notify Bank
immediately if the security procedure is breached. Bank may
malce and retain for ninety (90) days after executlon of the
Payment Order recording of all verbal or electronic Orders,
Bank may change an Otiginator's Secutity Method from time
to time upon five (5) days notice

3, Funds Transfer Risk,

By giving Oslginator(s) the ability to initiate Payment Orders
in accordance with this Agreement, Client assumes certain
tisks and responsibilities with respect to the actions of those
individual(s). Client warrants and agrees that no individual(s)
shall be allowed to initiate Payment Orders in the absence of
propet supervision and adequate safeguards, Client assumes
full responsibility for any and all loss, liability and damages
associated with Payment Otdets oslplnated by Instructions
given to Bank by Odginator (s). Client agtees to regularly and

promptly review all Payment Order requests. Client reviews
shall be conducted by petsons other than Originator(s).

4, Originating Transfers,

Client may direct Bank to execute a Pagment Order from any
of Client's authorlzed accounts to any other Bank or at
anothet institutlon that accepts Payment Orders,

Payment Orders, Amendments and Cancellations propetly
initlated under the tetms of this Agteement will be accepted
duting the normal business hours. (See “Executing Payment
Orders”),

Upon Banle's receipt of a ‘request by Client's Originatoz(s) to
amend or cancel a Payment Order(s) Bank agrees, if the
Payment Ordex(s) is in Bank's possession and has not been
executed, Bank will amend or cancel provided said
amendment or cancellation is in accordance with the terms
and conditions of this Agreement; or Bank agrees to use its

best efforts to amend or reverse a transmitted Payment
Ordez(s),

5. Originating Payment Orders.

Payment Otders may be initiasted orally by Clients
Originators or placed through Prlvate Access Online Business
Banking Wire Module by Orginators listed as a Software
Administrator or Authorized Representative in the client's
wite transfer system user records,

6, Repetitive Pagyment Otrders.

Repetitive Payment Otder (Le, 2 money transfer request made
routlnely with instructions remaining constant, except for the
date of transmission and the dollar amount may be setup by
client uslng templates they establish in the Online Wie
Module, Bank will not cteate a repetitlve payment order for
verbal or email wites independently and apart from the
Online Wite module,

7, Non-Repetitive Payment Otders,
A non-repetitive Payment Order is any Pagment Order not
covered by an accepted repetitive Payment Otder instruction,

To create 2 non-repetitive oral payment Order instruction,

Otlginators shall provide Bank with information necessaty to

process the Payment Otder, Genetally this will include, but

may not be limited to:

* Company Name

+ Client's account number from which funds ate to be
transfesred

* Dollar amount to be transferred

* The name, clty and state of Beneficlary's bank and/or
bank’s ABA number

+ Beneficiary's name and/ot Beneficlary's account number

* Date of transmission

8, Placement of Payment Orders:
Verbal Orders: Bank will orally tepeat all aforementioned
items to the Otlginato,

Emall Payment Orderss For purposes of confirming
Payment Ozders placed by email the bank will verify that the
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emall was: 1) sent from the email address on file for
Originators listed in the client’s wire transfer module user
records ban for the account from which the funds are being
withdrawn and 2) it is within the dollar limits established for
that person, Payment Orders that are not in conformance
with these conditions will not be processed until it is verified
orally with the Ordginator,

9. Honoting Payment Orders,

Bank will honor a Payment Orde(s) only if the Otiginator
making the Payment Order(s) provides Bank with
information a5 required by Bank, Bank will be under no
obligation to honos, either in whole or past, any Payment
Otrder which:

* Exceeds Client's collected and available funds on deposit
with Bank, or

* Bank has reason to believe Representative may not be
authorized by Client, or

* lnvolved funds subject to & hold dispute or legal process
preventing their withdrawal, or

* Is not in accordance with requitements stated In this
Agreement,

If Client Initiates o Payment Order identifying an intermediacy
bank or beneficiary’s bank ouly by an Identifying number,
Bank may rely on the number as propet identification of the
intermediary or beneficiary's bank,

If a Payment Order identifies an intermediary bank or
beneficlary's bank both by name and identifylng number, and
the name and number identify diffetent banls, Bank may rely
on the number as proper identification.

If Client executes a Payment Order identifying the beneficiaty
by both name and account number and the name and
account number identify different persons, and if the
beneficlary's bank accepts the Payment Order and the
beneficlary's bank pays the person identified by the number,
Client, as the odglnator, is obliged to pay Its Payment Otde,

10, Executlng Payment Otders,

Except as otherwise set forth in this Agreement, Bank will
execute payment ordess on the day that the payment order(s)
I recelved, provided that the Payment- Order(s) is
teceived by the Bank's Wire Transfer Depactment's cutoff
time and provided the day of receipt s a business day for
Bank and for the Federal Reserve Bank,

Bank may record any Payment Order(s) initiated by
telephone, The decision to record any telephone convetsation
shall be solely within Bank's discretion, and Bank assumes no
liability for fallure to do so, Further, Client acknowledges and
agtees the telephone conversations may be monitored and
recorded,

In attempting to execute any Payment Order(s), Bank shall
uge reasonable efforts to utilize the means of transmission
specified in Client's request, but in no way shall Bank be
limited to such means of transmission,

16

Bank will notify Client if it cannot execute 1 Pagment Order
due to a funds transfer system problem beyond Bank's
reasonable control. In the event beneficiary's Bank is not able
to tecelve Payment Otders via Fed-line, Client authotizes
Bank to send the Payment Otder to an intermediary bank for
further credit to Beneficlary's bank. In the event Client does
not deslgnate an Intermediary bank, Bank will select an
intermediary bank using the current Fed Directozy and/ot n
current Bank ditectory, Bank shall use the ABA number
furnished by Client. In the event the Clent futnishes an
incortect ABA number, Bank is not responsible for the
incortect touting of funds,

11, Incoming Payment Orders, .

Bank assumes no Hability except as set forth herein for
accepting incoming Pagment Ovders and Client agtees to
indemnify and hold Bank harmless from and against any
chim atising from or in connection with the receipt of an
incoming Payment Otrder,

12, Notification,

Client agrees that notification of each transfer, either in the
fotm of an advice or a periodic account statement, shall be
effective and sufficient if mailed by Bank to the mailing
address of Cllent listed on in the account records for the
account from which the funds were withdtawn, All notices to
the Bank shall be directed to the Wire Transfer Depattment,

13.8oftware Administrator Authotization and Authorized
User Changes,

Clients are responsible for maintaialng accurate and up-to-
date authotization limits for each user for their organization
to whom they have glven wite origination privileges in the
Wire Transfer Module, The names and limits of each uset
shall comprise the only list of authotized users for the Wire
Transfer module,

If a request Is made by telephone and immediately confirmed
by FAX or email, in an emetgency situation, deletion of
Software Administrators and Authotized Representatives may
be processed by Banlk,

14, Authorization to Charge Account.

Upon executlon of the Agreement and the Schedule attached
hereto, Client authorizes Bank to chatge Client's accounts in
the amount of the Payment Oxders.

15, Account Reconciliation,

Completed outgolng or incoming Payment Orders will be
reflected on Cllent's petiodlc account statement, Client agrees
to immediately notify Bank of any discrepancy between
Client's records and any advice notification, periodic accoust
statement, or other Bank detall account actlvity listing,

16, Limitation of Liability,

Bank shall not be lable for any loss arising, directly or

Inditectly from:

* Any inaccuracy, act or failure to act on the patt of any
person not directly within Bank's control;

* The negligence or misconduct of Client o¢ any Otginator,
agent or employee of Client;
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Any ambiguity in the instructions given to Bank;

Any other etrot, failure to delay in the transmission of the
payment order which Is caused by strikes, civil untest, and
inoperability of communicatlon facilities or clrcumstances
beyond Bank's control or;

Any acts or omissions of intermediary banks involved in
the funds transfer or;

Bank's “good faith” reliance on instructions from persons
putporting to be Ordginators,

Bank's *‘good faith” reliance on the Client maintaining
accurate  and  up-to-date  Authotzed  Software
Administrator and Authorized Representatives names and
limits in the client's wire transfer system user records,

Client agrees to indemlfy, defend and hold Bank, its agents
and employees harmless from and against any and all
damages, liabllitles, actions and claims which result, directly
ot indirectly from any negligence or fraud of Client or any
agent or employee of Client,

17, International Funds T'ransfer,
Client agrees that Bank may not be held liable for any loss or
damage due to any act, error, ot omisslon of any

international
agent,

correspondent, domestic receiving baak or
including the fallure of the international

cotrespondent, domestic receiving bank or agent to locate, or
etror In identifying the named payee, ot from falluse to effect
payment, or due to any other cause whatsoever beyond
Bank's control, including the demise or fallure of the
international cottespondent’s domestlc recelving bank or
agent,

18, Miscellaneous,
8) Fees: Cllent shall pay such fees as Bank may from time to

time establish for funds transfer services together with ahy
ditect or indlrect transfer charges incurréd by Bank, The
fees and charges may be assessed ditectly agalnst Client's
account(s) with Bank or may be charged indirectly or
imposed upon Client with account analsis and balance
requirements,

b) Daily Limit: Unless otherwise agteed by Bank, wires

(individual or aggregate) totaling more than $250,000 in a
single day will requite bank approval,

c) Waiver: Bank or Client may delay enforclng its sights undes

this Agreement without losing them. Any waiver by Bank
or Client shall not be deemed to be a waiver of other rights
or the same right at another time,

d) Account Agreement. The Rules and Regulations of

Client’s Commercial Account with Bank are hereby
incorporated by reference, If any inconsistency exists
between the Rules and Regulations and  the terms and
conditlons contalned in this Agreement, the terms and
conditions of thls Agreement supersede the Rules and
Regulations or any prior Agreement with Client relating to
these services,

‘e) Amendment and Termination: Bither party may terminate
this Agreement upon written notice to the othet, The

indemnification and Hability — provislons  of  the
Agreement will survive any such termlnation. Bank
may change, amend or alter the terms of this Agreement at
any time, The Bank will mail written notice to the Cllent at

least ten (10) business days before the changes become
effective,

f) Assignment; This Agreement i3 binding upon and tnuzes to
the benefit of the party's successors in interest and
pezmitted assigns, Nelther party may assign thls Agreement
and/or any of its rights and obligations hereunder without
prlor wiitten consent of the other pasty.

g Goveming Law: The termy and conditions of this
Agreement are valid and binding upon the parties and shall
be governed by and interpreted in accordance with Asticle
4A entitled “Funds Transfers” of the Unifortn Commercial
Code, Regulation ] of the Board of Governoss of the
Pederal Reserve System and the laws of the State of
California, In the event there is a conflict any legal
proceeding must be brought in the State of Californis,

h) Entlrety of Agreement: This Agteement constitutes the
entire Agreement between the pastles and supersedes all
ptevious agreements, promises and representations,
whether written ot oral between the partles with respect to
the subject matter hereof.

(BND of AGREEMENT)
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This Agrooment is an addondum to our Privats Asess On-Ling
Busiriess Banking Agrosmont and all of the terms of that agroement aro
brehy incorporated by reference, Borh Agresments togerber aspluin th
carnplaty torms and conchitions for conducting Asutomated Clearing House
(ACH]) transactions rhrough First Foundation Bank,

This ACH Origination Agreement ("Agreement") Is entered
into by and between First Foundation Bank, herein
referred to as “Bank”, and the Client, hetein referred to as
“Client”, subject to the terms and conditions herein,

1. ACH Services

Client requests to originate ACH transfers are defined heseln
as & “Entty”, Client agrees not to initiate an Entry untl
completing and returning this Agreement and one, or mote,
Software Administrator Authorlzation forms designating
individuals (“Software Administrators™ who will have full
access to add, change and delete the authority of “Authorized
Representatlves” to conduct the clieat’s ACH activitles,
Orlginators for Entries are any, Software Administrator and
Authorlzed Representatives listed as a user in ‘the client’s
ACH module user recotds.

2. Rules,

2.1 NACHA Rules:

Company shall comply with the Operating Rules of WesPay
and the Operating Rules of the National Automated Clearing
House Assoclation ("NACHA") in existence as of the date of
this Agreement and as amended from time to time (herein
collectively seferred to as the "Rules"), NACHA rules
indicate that osiginator must provide “cecelver authorlzation”
within 10 days If requested by the Bank, Penalties Including
fines per the NACHA rules, may apply for non-compliance.
The terms of this Agreement shall in no way Limit Company's
obligation of complying with the Rules, Unless otherwise
defined hereln, capitalized terms shall have the meanings
provided in the Rules, The tetm "Bantses" shall have the
+ meaning provided in the Rules and shall also mean (i) the data
received from Company hereunder from which Bank
prepares Entries, and (i) for the purposes of Sectlons 3,5, 9.3
and 9.4 any request from Company for reversal of an Entty,

2.2 User Authotizations

Clients are responsible for maintaining accurate and up-to-
date suthotization lmits for each user in thelr organization to
whom they have given ACH origination privileges in the
ACH module. The names and limits of each user shall
comprise the only list of authorived users for the ACH
module.

2.3 ACH Module Secutity Requitements

Bank shall provide Client with Secudty Methods for each
Originator to use as defined by Bank to verify that an Entry,
of a communication amending ot canceling an Entry is the
order of an Orginator, and to detect etror in the content ot
transmission of a Payment Order or communication, Client
agrees to use security procedures defined by Bank, Client’s
Originator shall provide Bank with the appropriate securlty
information when initiating, amending or canceling an Eatry,
Client Is responsible for the confidentlality of each
Orlginator's Secudty Method and for Insusng that each

Client's Otlginator(s) has only access to thelr petsonal
Sccurty Method, Bank may execute any Payment Order
where it is provided with Client's curtent secutity method as
its sole authorlzation, Client is responsible and assumes all
liabilities in confection with an Order whete valid Securlty
Methods are used, Client agrees to notify Bank immediately
If the security procedure is breached. Bank may make and
tetdn for nlnety (90) days after execution of the Payment
Order recording of all verbal or electronic Osders, Bank may
change an Orlginator's Security Method from thme to time
upon five (5) days notice

3. Delivery of Entries to Bank,

3.1 Originated Entries,

The Company acknowledges that the NACELA system may
not be used in violation of, and that Entties otiginated by the
Company must comply with the law of the United States,
including sanctions and laws administered by the Office of
Foteign Asset Controls, Purther, Company agrees that the
NACHA system may not be used to transmit enteles that are
in violation of the Unlawful Internet Gambling Enforcement
Act,

3.2 Delivery Requirements,

Company will be requited to complete successfully any
required implementation testing plor to commencement of
Entdes contemplated by this Agteement, All Entrigs shall be
delivered by Company to Bank at the locatlon(s) and in
compliance with the formatting and other tequirements set
forth In  Schedule A attached hereto ("Delivery
Requirements"). The total dollar amount of Entses
transmitted by Company to Bank to settle (“exposure limits”)
shall not exceed amount set forth on Schedule C without
fprior approval from Bank,

3.3 Entry Security Procedures.

Company and Baak shall comply with the following secutity
procedure requirements with respect to Entdes transmitted
by Company to Bank,

The authotization and amount of each Entry (or request for
modification or cancellation of a Debit Entty) transmitted by
Company (or its agent, if applicable) to Bank shall be in
accordance with the security procedutes listed below,

() Unless otherwise specifically agreed to by Bank and in
wiltlng, each Entry or request shall be provided to Bank via
file transfer through the Bank’s Internet Banking and,

(b) Unless otherwise specifically agreed to by bank and in
wilting, no Entry or request will be accepted by bank through
the Internet Banking unless:

(Initlated by & person whose name appears on the cusrent
list of persons authotized to initiate Entrles on behalf of
Company as maintained by the Bank's Internet Bankdng
and,

(i) Verified by o second person whose name appeats on the
current list of persons authotized to Initiate Enteies on
behalf of Company and further authotized to approve
transactions via the Internet Banking system,
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3.4 Receiver Authorizations and Record Retention,
Before the initlatlon by Company of the fisst Entry to a
Receiver's Account, Company shall obtaln from such
Receiver an authorization to initiate one or more Entdes to
the Recelver's Account, which authosization shall comply
with the Rules, Each Entry thereafter shall be made putsuant
to such authorization, and Company shall initlate no Entry
after such authorization has been revoked ot the azrangement
between Company and such Receiver has terminated.
Company shall retain Receiver authorzations for two years
after they are terminated and other documents related to
Batdes for a pedod of two years, Company shall
immediately furnish such authorizations and documents to
Bank upon Bank’s request,

3.5 Pre Notification,

Company may at its sole option requite Bank to deliver a pre
notification, In a format and in the medium set forth in
Schedule A and/or prescribed by the Rules to Bank to be
transmitted to the Particlpating Institution at which the
Recelver’s Account is held within the time limits set forth in’
the Rules, If Company has received notice that such pre
notification has been rejected within the prescribed period by
the Recelving Deposit/Withdraw Financlal Institution
(“RDFI"); Company shall not initiate any corresponding
Entry untll the cause for rejection has been corrected and

another pre notification has been submitted to and accepted

by the RDFT in accordance with the Rules.

3.6 Cancellation and Amendment of Entries; Reversals,
Company shall have no sght to cancel or amend an Entry
after it iy delivered to Bank, Bank, however, shall use
reasonable efforts to act on a request by Company for
reversal of an Bntry file pursuant to the Rules; provided,
however, that Bank shall not be liable for interest ot losses if
such teversal is not effected. Any request by Company for
teversal of sn Entty must comply with the Delivery
Requirements and the Secusdty Procedures, Company must
notify Recelver of the reversal of the Entry and the reason for
the reversal of the Entry no later than the Settlement date of
the seversal of the Entry, Company shall reimburse Bank for
any expenses, losses or damages Bank may incur In effecting
or attempting to effect Company's request for the revetsal of
an Entry,

4, Processing, Transmittal and Settlement by Bank

4.1 Processing, Ttansmittal and Settlement,

Except as provided in Sections 4, 5 and 9, Bank shall @
process Entries recelved from Company to conform with the
requitements set forth in this Agreement, (i) transmit such
Bntdes as an Oslginating Deposit/Withdtaw Financial
Institeion (“ODFI”) to an Automated Clearng House
processor ("ACH") sclected by Bank in its sole discretion,
and (i) settle for such Entres as provided in the Rules,

4.2 Timing,

Bank shall transmit such Entties to the ACH by the cut-off
times of the ACH two business days prior to the Effective
Eatry Date shown in such Enttles, provided () such Entries
are received from Company by Banl's related cut-off time set
provided by Bank on a business day, (i) the Effective Entry
Date s at least 2 days after Company transmission day, and
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(i) the ACH is open for business on the Company
transmisslon day, For purposes of this Apgteement, a
"business day" is a day on which Baak is open to the public
for carrying on substantally all of its business other than a
Saturday or Sunday, and Entudes shall be deemed recelved by
Bank in the cage of transmittal by electronic transmission,
when the transmission (and compliance with any related
Secutity Procedure) is completed as provided in the Delivery
Requitements,

If any of the requirements of clause (i), @) or () of the
preceding paragraph is not met, Bank shall use reasonable
efforts to transmit such Entrles to the ACH by the next
Deposit/Withdraw deadline of the ACH following the cutoff
time speclfied Bank which is a business day and a day on
which the ACH is open fot business,

5. On-Us Entties,
Except as provided in Section 4, in the case of an On.Us

- Entry, Bank shall Credit/Debit the Recelver’s account in the

amount of such Entry on the Effective Entry Date contained
in such Entry, provided the requitements set forth in clauses
@ #nd (@) of Secton 4.2 are met, If cither of those
requirements is not met, Bank shall use reasonable efforts to
Credit/Debit the Recelvet's account in the amount of such
Entry on the next business day following such Biffective
Entty Date,

6. Rejection of Entries,

All ACH Credit originations represent financial obligations
for the Company and Bank, The Bank may reject any Entry
if Company ha falled to comply with its account balance
obligations. The balance showing in the lnternet Banking

system assoclated with the account designated as the

settlement account for the Entrles must be sufficient to cover
the total originations on the Delivety date as descdbed above,
If the settlement account does not have sufficlent funds at
that time, the Bank may, without any liability, deny, reject ot
process the Entdes. If the entrles ate processed, the
Company Is still obligated to pay the Bank for the Ratries,
Bank may eject any Entty for any reason ot for no reason,
Bank shall notify Company of such rejection  (elther
electronically, in writing, by telephose, or as otherwise agreed
to by Bank and Company) no later than the business day after
the Effective Entry Date, Bank shall not be lable to
Company for the tejection of any Entry, for Company's non-
receipt of a notice glven to Company, or for the fallure to
give notlce of rejection at an earlier time than that provided
for hereln, Bank shall not be requited to pay Company
interest on a rejected Entry for the petiod from rejection of
the Entry to Company's recelpt of the notice of rejection, If
an Batry Is returned or rejected by the ACH solely due to
etwots by Bank and sufficlent data is available to Bank to
reprocess the Entty, Bank shall reprocess the Entry.

7. Notice of Returned Entries,

Bank shall notify Company eithes electronically, in wilting, by
telephone, o a otherwise agreed to by Bank and Company
of the receipt of an Entty returned by the ACH no later than
two (2) business days after Bank's teceipt of the returned
Entry.  Bank shall have no obligation to take other action
with respect to 4 teturned Entey,
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8, Provisional Payment,

Company represents to Bank and agrees that it shall be
bound by the provision of the Rules maling payment of an
Entry by the RDFI to the Receiver provisional untl receipt
by the RDFI of final settlement for such Entry, and
specifically acknowledges that it has received notice of that
Rule and of the fact that, if such settlement is not recelved,
the RDFI shall be entifled to a refund from the Receiver of
the amount Credited/Debited and Company shall not be
deemed to have paid the Recelver the amount of the Entry,

9, Security Procedures; Unauthorized and Authorized
Entries; Inconsistent Entries,

9,1 Putpose of Security Procedures,

Company agrees that the putpose of the Secutity Procedures
is to verlfy the authenticity of Entules ttansmitted to Bank in
the name of Company and not to detect an esror In the
transmmission or content of any Entry, and that no security
procedute for the detection of such etrors has been agreed
upon by Bank and Company.

9.2 Protection of Secutity Procedures.
Company is strictly responsible to establish and maintain

procedures to safeguard against unauthorized transmisslons,

Company wartants that no individual will be allowed to
initiate transfers In the absence of proper supervision and
safeguards, and agrees to take reasonable steps to malntain
the confidentlality of the Security Procedures and of any
passwotds, codes, secudty devices and related instructions
provided by Bank in connection with the Security
Procedures, If Company believes or suspects that any such
information or instructions are known ot have been accessed
by unauthorzed persons, Company shall notify Bank
immediately, In addition, Company will immediately notify
Bank that an employee’s authorty has been revoked
whenever that employee leaves the Company’s employ ot
otherwise ls no Jonger authorized to submit Entries on behalf
of the Company,

9.3 Unauthotized Entries.

An BEntey deliveted to Bank that putports to have been
transmitted or authorized by Company shall be effective as
Company's Entry as ptovided herein even if Company did
not in fact authorize the Entry, provided Bank has accepted
the Entty In compliance with the Secuity Procedutes with
respect to such Butry,

9.4 Authorized Entries,

If an Entry recelved by Bank was transmitted or authotized
by Company, it shall be effective as the Company's Entry as
provided herein, whether or not Bank complied with the
Secudty Procedures with tespect to that Entry and whether
or not that Entry was erroneous in any respect ot that ertor
would have been detected if Bank had complied with such
procedure,

9.5 Inconsistent Entties,
Company acknowledges and agrees that () if an Eatry
describes the Recelver inconsistently by name and account

19

nwumber, payment of the Entry transmitted by Bank to an
RDFI might be made by RDFI (ot by Bank in the case of an
On-Us Entry) on the basis of the account number eveq if it
identifies & person different from the named Recelver, snd
that Company's obligations to pay the amount of the Entty to
Bank Is not excused in such circumstances, and (#) If an
Entry describes the RDFI inconsistently by name and
identifying number, payment of the Entry might be made by
RDFI on the basis of the account number even if it identifies
an RDFI different from the named RDFI, and that
Company's obligation to pay the amount of the entry to Bank
is not excused in such clrcymstances,

9.6 Commercially Reasonable Standard,

After review of the Entries contemplated under this
Agreement, including those aspects to verify the authenticity
of Entres delivered by Company to Bank, Company
acknowledges and agrees that the Security Procedures as set
forth in Schedule B attached hereto are commetclally
reasonable and are appropriate for Company’s needs and will
provide Company with the degree of protection relative to
Company’s ability to accept the inherent risk of the executlon
by Banlc of unauthorized or erroneous instructions received
by Bauk, as long as Bank acts on the delivery of Eatrles in
good falth and in 4 fashion consistent with the othet terms of
this Agreement,

9.7 OFAC,

It shall be the responsibility of the Company that the
origination of ACH tmnsactions complies with U.S. law, This
includes, but s not limited to sanctions enforced by the
Office of Foreign Assets Control (OFAC), Tt shall fusther be
the responsibllity of the Company to obtain information
tegarding such OFAC enforced sanctions. (This information
may be obtained directly from the OFAC Compliance
Hotline at 800-540-OFAC,)

10, Company Account,

10.1 Payment of Entries, ,

Company shall at all times matntaln sufficient available funds
in a Deposit/Withdraw account Company shall maintain at
Bank (the “Company Account”), as set forth in Schedule C,
to pay the amount of all Credit/Debit Entries, fees, and other
amounts which Company is obligated to pay Bank under this
Agreement, Bank in its sole disczetion may require Company
to have sufficlent available funds in the Company Account to
cover the amount of 4 Credit/Debit Entry prior to Bank's
transmittal  of such Entry to an ACH or Bak’s
Credit/Debiting of a Recelver’s account in the amount of an
On-Us Entry, In the absence of such a tequirement,
Company shall be obligated to have such available funds in
the Company Account at such time on the Effective Entry
Date with respect to such Entry, ot in the case of an On-Us
Eatty, the date of Credit/Debitng the Receiver's account, as
Bank, in its discretion, may determine, Bank may, without
prior notice or demand, obtaln payment of any amount due
and payable to it under this Agreement by debiting the
Company Account, and may Credit/Debit the Company
Account for any amount to which Company is entitled under
this Agreement, If there are Insufficient funds available in the
Company Account to pay amounts Company owes Bank

.
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under this Agreement, Company shall pay any amounts due
immediately upon demand, and Company agtees that Bank
may debit any account maintained by Company with Bank or
that Bank may set off against any amount it owes ‘to
Company, in order to obtain payment of Company’s
obligations,

10,2 Financial Review,

Company further agrees that the Bank at its sole discretion,
may from time to time subject Company to a Credit/Debit
review process which will assist the Bank In determining
whether the single day exposure lmits for Credit/Debit
Entries are approptiate. Company shall, upon Bank’s request,
provide to Bank any such information and assistance as Bank
may requite performing any such evaluation, Personal
guarantee of the principal of the Corporation or Company
may be required. Collateral may also be tequired, Failute of
Company to meet such stndards or to provide such
information or asslstance when requested shall constitute »
breach of this Agreement and shall permit Bank to tetminate
Agreement,

10.3 Account Type,

Company represents and warrants that the Company
Account(s) is, and during the term of this Agreement will be
maintained primarily for commercial, and not personal, family
or household purposes,

10.4 Resetve Risk Amount,

At Banlk’s option, Company shall maintaln a balance of
available funds in the Company Account sufficient to cover
its payment obligations under this Agreement, plus a balance
of available funds in the Company Account at least equal to
the total of returned Entries over the previous 3 month’
period or such greater amount (the “Reserve Risk Amount”)
as designated in writing by Bank, This amount will not be less
than 50% of the exposure limit. Upon termination of this
Agreement by elther party, the Company’s Accounts,
including any Reserve Risk Amount, shall be malntained
according to this Agreement for a period of 90 days to ensute
there are sufficlent available funds to process Entries initiated
by Company ptlor to termination and to ensure adequate
funds are available in the case of reversals, refunds or
disputes by consumers or othet entities,

10.5 Credit Approval,

Due to the provisional nature of ACH transactions, all
transactions by Company under this Agteement ate subject to
initial credit approval and periodic review and apptoval of
Company’s creditworthiness, Company will coopetate with
such credit reviews and promptly shall provide all
documentation reasonably required by Bank, Including
audited financial statements, Company agrees that Bank may
obtain updated credit information, including credit bureau
reports, at any time in connection with any review, renewal or
extension of this Agreement. Company promptly shall notify
Bank of any matedal change in Company’s financial
condition, If Company falls to meet Bank’s credit
requirements, fails to cooperate in providing documentation
ot fails promptly to notify Bank of any change in Company’s
financial condition, Bank shall have the right immediately to
terminate the Agreement,
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11, Company’s Warrantles
Indemnification,

Company represents and wartants that for each Entry
Company delivers to Bank that: () the Entty Is a
Credit/Debit Entry and complies with the terms of this
Agreement and the Rules; (i) Company has complied with
the Rules with tespect to the Entry; (i) there has not been
and shall not later be any breach of any warranty of Company
a3 aa Ordginator or of Bank as an ODFT under the Rules; (iv)
Compaty has not breached any warranty contained In this
Agteement; and (v) the Entry complies with all local, State
and Federal laws and regulatlons, including but not limited to
the Blectronic Fund Transfer Act, Regulation E and any
applicable regulations issued by the Office of Foreign Assets
Control.  Company shall indemnify Bank against any loss,
liability or expense (including attorneys' fees and expenses)
tesulting from or atising out of any breach of any of the
foregolng tepresentations ot watranties,

Representations, and

Company agrees that it shall be deemed to make and renew
each representation and warranty made in Section 11 on and
as of each day on which it delivers Entles to Baak,

12, Notices and Statements,

Bank is not required to and will not provide Company or
Receivers with notice of receipt or Bank's transmittal or
Credit/Debiting of Entries, FEntrles and other debits and
Credit/Debits to the Company Account will only be reflected
on the perlodic statement for the Company Account
Company shall notify Bank of any unauthorized or erroneous
Enttles or any other discrepancy or error on the perlodic
statement within fourteen (14) calendar days of recelpt of the
statement, after which the statement will be conclusively
presumed to be correct, If Company fails to notify Bank of
any such discrepancy within one year of recelpt of such
petodic statement, Company shall be precluded from
asserting such discrepancy against Bank. Bank shall not be
lisble for any interest or losses resulting from Company's
fallure to give such notice.

13, Liability of Banl Limitations on Liability,

131 Performance of Bank,

Bank shall be responsible only for performing the services it
exptessly agrees to perform in this Agreement, and shall be
liable only for ditect damages caused by its neglipence In
petforming those services. Bank shall not be responsible for
any acts of omisslons of Company, including without
limitation the amount, accuracy, timeliness of delivery or
Receiver authorization of any Entry recelved from Company,
ot any act ot omission of any other person, including without
limitation WesPay, any Federal Reserve Bank, any ACH or
transmission or communications facility, any data processor
of Company, or any Recelver or RDFI (including without

" limitation the tetutn of an Entry by such Receiver or RDFI),

and no such petson shall be deemed Banl's agent,

13,2 Limit on Damages,
In o event shall Bank be liable for any consequeatlal, special,
punitive, or indirect loss or damage which Company may
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incur or suffer in connection with this Agreement, including
without limitation loss or damage from subsequent wrongful
dishonotr resulting from Bank's acts or omissions in
petforming its services under this Agreement,

13.3 Force Majeure,

Bank shall not be responsible for any failure to act or delay in
acting if such failure is caused by legal constraint, the
intesruption of transmission or communication facilitles,
computer malfunction or equipment failure, war, emergency
conditions, or other circumstances beyond Bank's reasonable
control. In addition, Bank shall be excused from failing to
transmit or delay in transmitting an Entry if such transmiteal
would result in Bank's having violated any provision of any
present or future tlsk control program of the Federal Reserve
or any mle or regulation of any other governmental
regulatory authority.

13.4 Interest,
Subject to the foregolng provisions, any labllity which Bank
may have for loss of interest for an eror or delay in

perfotming its services hereunder shall be calcylated by using *

a rate equal to the average Federal Funds rate of the Fedetal
Reserve Bank of New Yotk for the petod involved, less any
applicable reserve requirements,

14, Indemnification,

Company shall defend, indemnify and hold harmless Bank,
and ity officers, drectors, agents and employees, from and
against any and all actions, costs, claims, losses, damages ot
expenses, Including attorneys' fees and expenses, resulting
from or adsing out of (i) any breach of any of the agreements,
representations or warrantles of Company contained in this
Agreement, or () any act or omission of Company ot any
other party acting on Company's behalf, including but not
limited to the parties described in Section 13.1 above,

15. Payment for Bank Services,

Company shall pay Bank fees for the services provided by
Bank under this Agreement in accordance with rate schedules
published by Bank from time to time. Such charges do not
include, and Company shall be responsible for payment of,
any sales, use, or excise, value added, wtility or othet similar
taxes relating to the services provided for in Company's
agteement between Banl and Company with respect to the
Company Account (the "Account Agreement"), Rate
schedules may be changed by Bank upon ptlor notlce to
Company,

16. Termination,

Bank may terminate this Agreement immediately by notice to
Company, or without notice if Company breaches any of its
obligations undet this Agreement or the Rules, Without
limiting the generality of the foregoing, this Agreement may
be terminated by Bank at any time by witten notice If ()
Company breaches terms of any other agreement with Bank
including an ngreement involving the borrowing of money or
the extension of Credit/Debit; (i) Company liquidates,
dissolves, metges into o consolidates with another entity, or
sells, leases or disposes of 4 substantial portion of its business
or assets; (iil) Company terminates its business, fails generally
to pay its debts as they become due, or admits in writlng its
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inability to pay its debts as they become due, or if any
bankruptcy, — reorganization, arrangement, insolvency,
dissolution or similar proceeding is instituted with respect to
Company, or if Company makes any assignment for the
benefit of Credit/Debtors ot enters into any composition
wih Credit/Debtots or takes any corporate action in
futtherance of any of the foregolng; or (iv) any material
adverse change occurs in Company's financial condition or
sesults of opetations o ability to perform its obligations
heteunder, Company shall promptly give written notice to
Bank of the occurrence:of any of the foregoing events,
Company may terminate this Agreement at any time upon
ten-(10) business day’s ptlor notice to Bank, Termination
shall not affect any of Bank's rights or Company's obligations
under Sections 3.3, 10, 11, 13, and 14 above or related to
Entrles initlated by Company prior to such termination,

In the event the Company originated debit entries, the
Company agrees to malntain an account with the Financial
Institution to settle chargebacks for a petlod of 90 days
subsequent to the scttlement date of the last debit file
otiginated. The Company will matatain a balance of no less
than 5% (percent) of the total origination file.

17, Severability,

In the event that any provision of this Agreement or the
application of any such provision to any petson ot set of
circumstances shall be determined to be invalid, unlawful,
vold, or unenforceable to any extent, the remainder of this
Agteement, and the application of such provision to persons
ot clrcumstances other than those to which It is determined
to be invalid, unlawful, void or unenforceable, shall not be
Impaired ot otherwise affected and shall continue to be valid
and enfotceable to the fullest extent permitted by law,

18, Confidentiality,

Company acknowledges that it will have access to cestain
confidentlgl information tegarding Bank's execution of
Entdes, the Security Procedures and the setvices
contemplated by this Agreement. Company shall not disclose
any such confidential information of Bank and shall use such
confidential Information only in connection with the
transactions contemplated by this Agreement,

19, Tapes and Records,

All magnetic tapes, Entries, Secusity Procedures and records
used by Bank for transactions contemplated by this
Agreemeant shall be and remain Bank's property, Bank may, in
its sole discretion, make avallable such informatlon upon
Company's request. Company shall pay any expenses incurred
by Bank in making any such information avallable to
Company,

20, Audit Review.

Bank reserves the tight to audit “Company” for compliance
to the NACHA rules,
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21, General Provisions,

21.1 Entite Agreement,

This Agreement and the schedules attached hereto constitute
the entire agreement between Bank and Company and
supersede all prior agreements, In the event of any
inconsistency between the terms of this Agreement and the
Account Apreement, the terms of this Agreement shall
govern, In the event performance of the services provided
herein in accordance with the terms of this Agreement would
result in a viclatlon of any present or future statute, regulation
ot government policy to which Bank is subject, and which
governs or wffects the transactions contemplated by this
Agreement, then this Agreement shall be deemed amended to
the extent necessary to comply with such statute, regulation
or policy, and Bank shall incur no liability to Company as &
result of such violation or amendment, No coutse of dealing
between Bank and Company or usage of trade shall constitute
a modification of this Agreement, the Rules or the Secusity
Procedures or constitute an agreement between Bank and
Company regardless of whatever practices or procedures
Bank or Company may use,

21,2 Amendment,

Except as provided in Section 14, Bank may amend any part
of this Agreement, including any schedule hereto, from time
to time immediately upon notice to Company,

21,3 Instructions and Notices,

() Except as otherwise expressly provided herein, Bank shall
not be required to act upon any notice or ingtruction teceived
from Company ot any other petson, or to provide any notice
or advice to Company or any other person with respect to
any matter,

(L) Banlc shall be eatitled to rely on any oral or writteti notice,
response, or other communication believed by it to be
genuine and to have been provided by an authotized
representative of Company whose name is set forth on
Schedule B (each an "Authotized Representative"), and any
such communication shall be deemed to have been provided
by such person on behalf of Company, Company
administrator may add or delete any Authotized
Representative by accessing the Systems Adminlstrator
section on the website, Such notice shall be effective on the
second business day following the day of Baak's receipt
thereof, !

(iHf) Any Entty or other data or information recelved by Bank
from or transmitted by Bank to the following data processor
selected by Company shall be deemed to have been teceived
from or transmitted to Company, and such processos shall be
deemed the agent of Company,

(iv) Except as otherwise provided hereln, any notlce under
this Agreement must be in wiiting and delivered by express
cartler, or sent by United States registered or certified mail
addressed to the address in the signature sectlon for each
listed patty, unless another address Is substituted by notice
delivered or sent as provided herein,
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Notices must comply with any applicable Secuity
Procedures. Except as otherwise expressly provided herein,
any such notice shall be deemed given when received,

214 Third Party Vendors,

If Company transmits Entries through a third party Vendor
("Vendot”), Vendor is the agent of Company, Bank i not
tesponsible for the acts or omissions of Vendot, and
Company agrees to hold Bank harmless from any losses
caused by acts or omissions of Vendor., Company agrees that
the Secutlty Procedute established between Vendors, as
Company’s agent and Bank is commerclally reasonable.
Company shall bear all costs associated with the acquisition
and malatenance of all systems used by Company in
connection with the transactions contemplated by this
Agteement, including but not limited to computer hardware
and software, transmisslon lnes and facilitles, programming
and tepalr, and Bank makes no representations and
undertakes no obligations with respect to the same,

21,5 Assignment,

Company may not assign its interest o tights under this
Agreement without the ptior written consent of Bank, and
any purported assignment in violation of this section shall be
void,

21,6 Successor and Assigns,

This Agreement shall be binding upon and inure to the
benefit of the parties hereto and thels tespective legal
representatives, successors and  permitted asslgns, This
Agreement Is not for the benefit of any other person, and no
other person shall have any right against Bank or Company
hereunder.

217 Headings,
Headings used in this Agreement are for convenience only
and shall not be deemed a part of this Agreement,

21,8 Governing Law,

This Agtecment shall be construed in accordance with and
governed by the laws of the State of Californta, Including but
not limited to Divislon 11 of the California Commercial
Code.

219 Counterparts,
This Agreement may be signed in counterpatts all of which
shall constitute one agreement,

(END of AGREEMENT)
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This Agreement governs the terms and conditions of First
Foundation Bank Lock Box services. This agreement is between
Partles First Foundation Bank (Bank) and Client whose name is
recorded in the slgnature area of the Cash Management and Online
Banking Services Enrollment, In consideration of the mutual
agreements herein contained and for valuable consideration the
parties hereto agree as follows:

1, Responsibilities

Client shall:

2. Be accountable for prompt payment of all expenses according
to the agreed upon fee schedule for services provided by
Banl,

Bank shall:

& Dstablish the PO Box tental service on behalf of the Client,
and schedule any and all postal pickups at the designated
Post Office at the best time(s) available to maximize the
availability of mil in order to meet processing requirements,

b, Will maintain a service to recelve lockbox payments with
corresponding documents from Client’s billed clients,

¢ Open and sott envelopes picked up from the Post Office,
remove the contents, and nspect and process the checks and
documentation in accordance with the desites of the
Client,

d. Provide daily web-access to all images, files and reports
programmed for Client,

2, Post Office Box Usage,

Post Office Box(es) established pursuant to this Agreement shall be
limited in use to remittances only, All other correspondence to
Bank must be delivered in accordance with this Agteement,

3. Coutler/Delivery Service.

Bank sagrees to establish courler services for pickup of
remittances from Post Office for delivery to Bank processing
center at times deemed approptiate by Bank,

4, Depositing Remittances,
Deposits resulting from processed remittances will be deposited
daily as they are received from the Post Office Box,

5. Standard of Care,

Client agrees that Banl’s responsibility under this Agreement
shall be limited to the exetcise of ordinary care. Failure to
exercise such ordinaty care shall not be inferable by teason of the
loss of an item without an additional showing of negligence on
the part of Bank,

Establishment of and substantial complisnce with the
Responsibilitles set forth shall be deemed to constitute the
exercise of ordlnary care; and Clent agrees that occasional
intentional deviations by Bank from the procedutes set forth shall
not be deemed a failure to exercise ordinaty cate in respect to the
transactions in which deviations occus, In no event shall Bank be
liable to Client for the failute to follow any of the operating
procedutes set forth including, without limitation, fallure to
perform any sesvice within the tme provided therefore, if fallure
to perform is due to the occurrence of any of the following -
events: mechanical failures of Bank equipment except if such
failure is the result of Bank’s negligence, a power failure, strikes ot
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layouts, fire or other casualty, rot or civll commotion,
windstorms, earthquakes, floods, othet Acts of God, delay in
transportation, Govemment regulations or interferences, ot any
event beyond the control of Bank,

6, Pricing and Payment,

All processing fee(s) for services by Bank ate agreed to as attached
to this Agreement at inception and as amended from time to time
by proper notice by Bank . Tt is agreed that Bank will chatge for
services rendered under this Agreement on the date of each
snalysls statement each month for the ptior month’s services untll
said Agreement is modifled and agreed upon by both parties,

7. Programming Enhancements,

Al additional programming enhancements or modifications
must be submitted to Bank with 30 days prior notice, Bank
teserves the right to determine length of time requited to petform
sald programming in cases of "excessive" tequests, Bank will
provide an ltemized analysis statement to Client each month
detailing sald charges upon request. Bank wattants that upon
acceptance of this agreement that thete are no additional chages
except for those disclosed earlier unless otherwise stated, Prices

. ate subject to change upon 30 days prior weltten notification to

Client,

8, Proprietaty Rights Indemnification.

Bach party (“Indemnifying Pasty”) agrees to defend, indemnify
and hold the other party (“Indemnified Party) harmless from and
against any and all actions, claims, demands, and liens
(collectively, "Actions"), and any costs, linbility, losses, damages,
judgments attd expenses, including reasonable attorney's fees, In
connection with any Actlon for infringement of a copyxight,
trademack, patent, trade secret or other proprietary tight of the
Indemnified Party, The Indemnified Pacty agtees to pive the
Indemnifylng Party prompt notice of any such Action and shall
cooperate with the Indemnifying Pasty in the settlement or
defense of any such Action,

9. Confidential Information,

Each purty agtees to preserve the confidentiality of Confidential
Data belonging to the other patty in accordance with the termg
and conditlons set forth in thls agreement what is Exhibit A?
Client information must be treated confidentially and in
accordance with privacy laws of the State of California and the
United States,

10, Ttademarks,

Client acknowledges and agrees that no dght, title, or interest shall
be acquired in the name, service matks, or tradematks of Bank of
any of lts affillates, and that upon termination of this Agteement,
all use of same by Client shall cense, except as may be otherwise
expessly authorlzed in writing, .

11 Relationship Between the Pasties.

Itis expressly understood and agreed that the telationship of Bank
and all its personnel to Client shall be that of a service provider at
all times, and nothing hereln shall constitute either Bank o Client
as the partner, agent, or legal representative of the other, for any
putpose whatsoevet,
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12, Term, .

The terms and conditions shall be effective for a period of not less
than twelve months from the date this Agreement is signed and
shall remaln in effect untll terminated, If this service Is terminated
by Client prior to twelve months elapsing, Client agrees to pay
Bank the average monthly fee for the preceding numbet of months
for which service was provided for each month of setvice
remaining In the firat year of service,

13, Limitation of Liability.
In 00 event shall elther pasty be liable to the other for special,
indirect, incldental or consequential damages,

14, Indemnification,

Each party agrees to indemnify, defend, and hold harmless the
othet party and its subsidiaries and affiliates, their tespective
divectors, officers, employees, agents, shareholders, successors
and assigns, from and against any and all liability, actions, claims,
demands, liens, losses, costs, damages, judgments, and expenses,
Including reasonable

attorneys' fees, directly tesulting from any negligence or willful
misconduct of such party undertaken pursuant to or in
connection with this Agreement,

15, Headings,

The descriptive headings of this Agreement are intended for
reference only and shall not affect the construction of this
Agreement,

16, Notices,

All notices or other communications heteunder shall be in
wiitlng and shall be deemed to have been duly given if
delivered in person, or by United States mail, cettified or
registered, postage prepaid, return receipt requested, or
otherwise actually delivered to the appropsiate party listed in
this agreement,

17, Confidentality,

Each party acknowledges that each party may make available

to the other patty information about its ot its affiliates' business

practices and plans (Confidential Data), and/or certain

information and material identified by Bank or Client as

"Confidential" (Confidentlal Data), Confidential Data may be

witten, oral, recorded, or in electronic form. In the case of

Client, Confidential Data includes but {s not limited to;

a  “Propdetary Informatlon” relating to Client that is
competitively sensitive matetial not generally known to the
public, including, but not limited to, information that telatey
to past, present or future research and development, trade
secrets, products and services, pticing, marketing, financlal
mattets, or business affairs,

b, “Clent Informatlon” relating to one or more customers of
Client, and includes information about any person or entity
that obtaing or seeks to obtain a product or service from
Client,

Bach party acknowledges that all Confidentlal Data fusnished by
the other is considered proprietary and is a matter of strict
confidentlality, Each party also acknowledges that the
unauthotized use or disclosure of any Confidential Data could be
detrimental to the other, In consideration of thls, each pasty
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agrees that it will not distribute, disclose or convey to third parties
any Confidentlal Data except as required by banking regulations or,
if to a private third party, upon the other patty's prior written
approval. It shall not make use of any Confidential Data received
from the othet patty for its own benefit.

The obligations set forth in this section shall not apply to (a)
Confidentlal Data of either party: () which has become well
knowa in the trade; ot (i) which was lawfully disclosed to the other
patty by a thisd party; or () which was independently developed
by the other patty; or (iv) which was known to the other patty
prot to emtedng into this Agteement; or (b) any disclosure
specifically authotized by elther party in writing,

18, Privacy Regulations,

Bank agrees it will comply with applicable Privacy Laws. “Peivacy

Laws” refers collectively to the vadous federal and state laws and

tegulations governing the privacy of Client Informatlon, Bank has

implemented approptlate measutes deslgned to

2. Ensure the secutity and confidentiality Client Information;

b, Protect against any anticipated threats or hazards to the
security or Integrity of Client Information; and

¢, Protect agalnst unauthorlzed access to or use of Client
Information that could result in substantial hatm or
inconvenience to any Cllent.

19, Invalid Provision,

Should any past of this Agreement, for any reason, be declared
tnvalid, such declsion shall not affect the valldity of any remaining
portiort. Such remaining portion shall remain in force and effect as
if this Agreement had been executed with the iavalid pottion
eliminated,

20, Non-Waiver,

No terms or provisions hereof shall be deemed waived and no
bteach excused, unless such waiver ot consent be In writing and
signed by the party claimed to have waived or conseated, Any
consent by any party to, or waiver of, a breach by the other,
whether expressed or implied, shall not constitute consent to,
walyet of, or excuse for any other different ot subsequent breach,

21, Agreement Termination,

This Agreement may be terminated by Bank or Client for any
tenson upon sixty (60) days wrltten notice to the other, Upon
termination of this Agreement, Bank shall assist, for a petiod of
thirty (30) days, Client in the teansition of services under this
Agreement to Client’s new lockbox service provider or In-house
solution. Bank agtees to permit Client to reasonably postpone
the target termination date for the services belng terminated as
may be requited by unexpected changes in the transition plan,

22, Business Termination,

In the event that either party shall cense conducting business in
the notmal course, become Insolvent, make general assignment
for the benefit of creditors, suffer ot permit the appolntment of a
tecelver of its business or assets or shall avall itself of, ot become
subject to, any proceeding under the Federal Bankruptey Act ot
any other statute of any state relating to itsolvency or the
protection of tights of creditors, then (at the option of the other
party) this Agreement shall terminate and be of no fusthet force
and effect and any property ot fights of such other paty, tangible
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or intangible, shall immediately be teturned to it,

23, Assignment,

Neither party shall assign this Agreement without the prior
written consent of the other party, [n the event of assignment,
the assigning party shall continue to be responsible for all of its
obligations hereunder, and the assigning party guarantees the
satisfactory performance by its assignee, i

24, UCC Applicability,

Except to the extent that the provisions of this Agreement are
clearly inconsistent therewith, this Agreement shall be governed
by any applicable provisions of the Uniform Comtnerclal Code,
To the extent that this contract entails delivery or petformance
of services, such services shall be deemed "goods" unless to do
s0 would matetially deviate from the transactions contemplated
by this Agreement.

25. Amendment,

No amendment of this Agreement shall be effective unless it is in
wiiting and is executed by authorized representatives of both
parties to this Agreement.

26, Governing Law,

This Agreement shall be governed by and construed in accordance
with the intenal laws of the State of Callfornia, without regard to
conflict of laws principles,

27, Porce Majeure,

Neither party shall be Uable for any loss nor damage due to causes
beyond its control, including fire, explosion, lightning, pest
damage, power surges or fallures, strikes or labor disputes, water,
acts of God, the elements, war, civil disturbances, acts of civil or
military authoritles ot the public enemy, inability to secure raw
matelals, transportation facilitles, fuel or energy shortages, acts ot
omissions of communications castlets, or other causes beyond that
party’s control. Bither party may terminate this Agreement
immediately on written

notice If the other pacty is prevented from performing its
obligations under this agreement,

28, " Construction,

This Agreement constitutes the entire agreement between Bank
and Client and it supersedes all pdor oral and wdtten
agreements with respect to the subject matter contained hetein,
This Agreement shall be construed equally against the pactles
regardless of who is more tesponsible for its preparation. If
there is a conflict between a patt of this Agreement and any
present or future law, the part of this Agreement that is affected
shall be curtailed only to the extent necessary to being it within
the requirements of that law,

(END of AGREEMENT)
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This Agroontent oxplains tho torms and conditions for condueting online
and onsite banking auivities beswesn asounts that may bave diffirent
awnership and magy have difforent Taxpayer Identification Numbers
(TIN) from sach other, Banking adivities arv any ackvity that affics the
oash balancas in the acconnts and mey include bt are not Kmited to
tangferring balences between accounts andf or dspositing @ dheck made
Payable to one acconnt into another account and/ or inguiring on account
balancer of wnrebasrd aceounts and [ or sonding funds o third partiss,

This Multiple Access Agreement (“Agreement) is entered
into between Pisst Foundation Bank (“Bank”, “we”, “us” and
“our”) and each of the Companies (“Companies”,
‘“Cotmpany”, "you", “client” and "your" identified on Exhibit
MAPA to this Agteement As used in this Agreement, the
tetms refer to each person signing the Companies covered in
this Agreement, Bach of the Companies requests the Bank to
allow all other Companies to access the Accounts using the
Services identified in this Agreement, This Agreement will be
effective as to each Account listed in Exhibit MAPA, as of
the “Date Added” noted for the Account, also in Exhibit
MAPA,

A, Definitions,
As used In this Agreement, and in addition to other defined
tetms, the terms below will have the following meanings:

1 “Accounts” means the deposit accounts identified on
Exhibit MAPA,

2, “Company”’ means each ecntity (or individual, if sole
proprietorship) identified as & Company on Exhibit MAPA of
this Agreement, The Company is the owner of the
cortesponding

Account identified with Company’s name on Exhibit MAPA,
Company does not mean authorized signers on the account
signature card that are non-ownets of the Account,

3, “Adverse Event” means;

(8) IF any Account is subject to levy, attachment or other
legal process;

(b) If any Company is the subject of voluatary or
involuntaty bankruptcy proceedings, or any other action
for relief of creditors generally;

() If any Company disputes the authenticity of any
Communication, ot the authority of the Bank to act ot
not to act, or the legltimacy of any action taken by the
Bank, in connectlon with any Setvice performed in
response to any Communication received by the Bank;

(d) Any one other than Company assetts an interest in an
Account, whethet or not the interest is later held to be
valid; or

(9) Any other actlon or inaction deemed by the Bank to
present dsk to the Bank,

4, “Authotlzed User” means:

(® The Company;

(b) A Company’s employees, officers, designees, agents,
administrators, or other persons authosized by the
Company to use the System or Setvices, Any person
who has been given authotization by a Company ot by
pnother Authorized User (even if in breach of
obligations of confidentality) to use the System or
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Services. Authorization is deemed to have been given
and is hereby confirmed to have been glven by the
Company to any petson: (A) to whom the Company
provides actual authoslty (for example, by appointment
a3 agent or by resoluton of Company’s board of
ditectors or governing body); (B) who has appatent
authotlty to act on behalf of Company; ot (C) who
teceives Security Codes ot any other security procedures
from the Company, any Administrator, or any other
person previously glven access to the securlty
procedures by the Company, The authotization of an
Authorized User continues until the Company notifles
the Bank and expressly withdraws authorization for that
person to use the securlty procedures and the Bank has
had 4 sufficlent time to act on such information,

5, “Communication” means any message, instruction,
payment, electronic data or othet communication recelved by
the Bank through the System and in the name of any one ot

more Company, The term “Communication” includes any
requests for transfers between accounts, or othet access to ot
use of the System for purposes of any Services made available

in this Agreement,

6. “Commercial Account” means an account that is vsed for
any putpose other than a Consumer Account.

7. “Consumer Account” means an account that is established
ptimazily for personal, family and household pusposes,

8, “Services” means those services accessible through the
System,

9. “Service Agreements” means the followlng agreements
separately entered between Bank and each Company: Online
Banking and Cash Management Agreement,

10, “Other Agreements” means the Bank’s Account Terms
and Conditions and any other agreement applicable to an
Account or Service entered into by and between the Bank
and Company, as amended from time to time,

11, “Security Codes” and “security procedutes” refers to the
authentication systems, tools or methods used by the Bank to
authentlcate Communications from a Company including any
Authotlzed Users, or thelr successots,

12, “System’” means the system(s) made avallable by the Bank
to Fach Company, as described in the Setvice Agteements,

B. Services,

Bach Company acknowledges and agtees that all of the
Setvices available pursuant to its Service Agteements with
Bank will be subject to access by all Authorzed Users,
Accordingly, the Services will be applied or made available to
each Company and to all Accounts of each Company on an
Individual and on a multi-party basis, The Bank may, but is
not required to, impose limitations on Each Company that
differ from one Company to the next Company. At the
Bank’s option, » Company’s access to or use of the Accounts
of another Company may be subjected by Bank to the
restrictions applicable to the Company in whose name the
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Account is held, or to those applicable to the Company
seeking access, ot to such other restrictions as the Bank may
impose.

C. Designation of Accounts,

Each Company acknowledges and wagrees that only
Commetcial Accounts will be accessible through the System
and Services contemplated under this Agreement.

D. Other Agreements,

This Agreement supplements the Other Agteements. The
Other Agreements are incorporated into this Agreement and
made a part of it. The Accounts and all Services used by a
Company will continue to be subject to the tetms and
conditions of the applicable Other Agreement, except as
specifically modified in this Agreement,

E, Use of Services,

The Bank will provide, at the express request of each
Company on the signature lines provided in Exhibit MAPA,
the multiple access service provided under this Agreement
between unlike accounts that may or may not be related by
commot ownership or common signets, Hach Company
undesstands that the Securlty Codes allow active account
transaction  functionallty (Le, payments, transfers, etc,)
between the Accounts and to third parties,

F,  Authorization,

Each Company authotizes the Bank to allow each othet
Company and lts Authorlzed Usess access to the Company’s
Accounts via the System with full authority given to conduct
transactions, This may include Services that are made
avallable to other Companies but that are not made available
by the Bank directly to the Company whose Accounts ate
affected. This includes authority granted under this
Agreement or under any applicable Other Agreement.
Without limiting the foregoing, each Company authorizes the
Bank to debit or credit its Accounts and otherwlse to act in
accordance with Communications teceived from any other
Company ot Authosized Uset,

G, Communication with the Bank,

A Communication teceived by the Bank through the System

will be deemed to be a valid and authorized Communication

of the Company named in the 3 of 7 Communication for
purposes of any Service requested in the Communication.

‘The Bank is not required to veify the authenticlty of any

Communication other than through the security procedures

set forth in this Agreement, the Setvice Agreements, or in any

applicable Other Agreement, A Communication received by
the Bank via the System in the name of the Company will be
deemed an authotized Communication, binding on the

Company named in the Communication, 1if the

Communication is sent by:

1 * Any Authorized User, regardless of whether such
individuals are reflected as authorized signers for the
Account;

2. Any officer of the Company;

3, Any other employee, designee or other person who has
been authorized by the Company to wse the System
under the terms of this Agtreement ot of any Other
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Agreement, or who is otherwise authotized to bind the
Compaay;

4. Any other person, whether or not such person was
authorized to act on behalf of the Company, if the
Communication is in the name of the Company and if
the Bank verifies the authenticity of the Communication
using the secutity procedures described in this
Agreement, the Setvice Agreements, ot in any applicable
Othet Apteement; or

5. Any person with actual or implied authority to reptesent
or bind the Company, whether by agreement with the
Bank or otherwise, to the fullest extent allowed by law
(including the law of agency or otherwise),

H. Effect of Communication,
Each Company agrees that the Bank is entitled to act upon
any instruction or other Communication received by the
Bank through the System from any Company or Authorlzed
User, and may treat that Communication recelved through
the System as valid to the same extent and to the same effect
as If It had been received through the System from one of the
Companies whose Account will be debited or otherwise Is
affected, To this end, each Company appolnts every other
Company, including evety other Company’s Authorized User,
a3 lts agent and attorney in fact for the purpose of making
payment otders and providing Communications to the Bank,
and agrees to be bound by any payment order or
Communication issued through the System by any other
Company or Authorized User. Without [imiting the
foregoing, each Company will be bound by aay
Communiontion received by the Bank through the System if
the instruction o other Communication is in lts own name
(o in the name of any other Company); and
1. The payment order or other Communication was
actually authosized by the Company; ot
2. The Bank verifies the authenticity of the payment order
or other Communication using the commerclally
reasonable securlty procedures set forth in this
Agreement, the Service Agreements, ot In any applicable
Other Agreement, whethet of 1ot the payment order or
other Communication was actually authorlzed by the
Company ot by any other Authorized User,

I, Signature Restrictions,

Bach Company undesstands that Services may be used to
cavse transfers of funds (debits and credits) from and to its
Accounts without regard to any withdmawal of sigmature
restrlctlons otherwise applicable to the affected Account, For
example, if withdrawals, checks or other access to an Account
Is subject to dollar limits or multiple signatuse requitements,
these imitatlons ate not applicable to transactions conducted
using the Setvices,

J. Limitation on Services,

Hach Company agrees that the Bank may impose restrictions
on aay Services, with or without cause, at any time and elther
with notice or without notice to any Company (including
those affected by the restriction), Without lmiting the
foregoing, if an Advetse Event occuts, then the Bank may
(but is not obligated to) teke any' one or more of the
following actlons in connectlon with one or more (including
possibly all) Accounts:
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1, Terminate or close Accounts;

2. Restdct or terminate Services in connection with

Accounits;

3. Delay availability of funds on deposit in any one (and up
to all) Account(s);

4. Freeze funds in any one (and up to all) Account(s) and
hold them pending instructions acceptable to the Bank;

5. Interplerd funds in Accounts with any coust, whether or
not the court later determines that interpleader is or is
not an authoddzed action by Bank; or

6. Take any other actlon to protect the Bank against cost,
harm, inconvenience, litigation or otherwise as it sees fit
in the Bank’s sole discretion,

K. Company Acknowledgements,

Each Company acknowledges and agtees that:

1. The Bank did not, at any time, solicit any of the
Companies for activation of this multiple patty access
service;

2. The Bank Is providing the multiple party access service
as an accommodation to Each Company and at the
express tequest of Each Company;

3. The Company and not the Bank is tesponsible for
reviewing and understanding any negative impact on the
Company that may arise due to the Company’s use or
allowance of these multiple party access services (for
example, loss of any insurance coverage, increased

possibility of liability for obligations or actions of othet .

Companles in insolvency or otherwise, and increased
losses due to unauthorized transactions);

4, 'The Company has consulted with their legal counsel and
accountant prior to signing up for the multiple party
access service; and

5. The Company accepts all tisks assoclated with the use of
the multiple party access services by itself and by the
other Companies,

L. Bank Liability,

Bach Company agrees that the Bak shall not be liable for
any special or consequential damages arising out of any action
or inaction by the Bank under this Agteement, Without
limiting the foregoing, each Company agrees that damages as
to any breach by the Bank of any term of this Agteement are
speculative and difficult to determine, and thus that the Bank
shall in no event be liable to any Company individually or to
all Companies in the aggtegate for an amount in excess of the
lesser of §5,000 or the actual damages suffered by the
Company(les),

M, Company Representations and Watranties,

The Companies individually represent and wasant to the

Bank, at the time of execution of this Agreement and as patt

of each Communication or use of a Service, that it is the true

owner of all fundy in the Account assoclated with its name on
the signature lines in Exhibit MAPA to thiy Agreement, and
a8 follows:

1. The Company has all requisite power and authosity to
request and authorize this Agreement and the Other
Agteements;

2. The Company has duly adopted a tesolution authorizing
the individual signing Exhibit MAPA on Company's
behalf to execute this Agreement on Company’s behalf;
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3. Each Communication iy authotized, valid and binding
on the Company when named in the Communication, ag
provided to the Bank in compliance with all terms and
conditions of this Agreement;

4 Any transaction conducted by the Company will not be
in violation of any state or federal law (including, but
not limited to, California Corpotations Code Sectlon
2253, which prohibits making any dividend of
distribution of assets except in the cases and in the
manner allowed by law, cither with the design of
defrauding creditors or shareholders of of giving a false
appearance to the value of the stock and thereby
defrauding subsctibers ot purchasets); and

5. All corporate or other business formalities (as
applicable) have been and will be followed with tespect
to each transfer of funds, including, but not limited to,
proper authorization of all requests and transfets and
record keeping requirements with respect to them,

N. Security Procedures,

The secutlty procedures used to verify the authenticlty of
Instructlons and Communications by each Company are
described in the Service Agreements and equally apply to any
successor Authorized Users. By using the Services, each
Company acknowledges and agrees that this Agreement and
the Service Agteements set forth securdty procedutes for
banking transactions that are commercially reasonable and
agiee to be bound by any instructions, whether authotized ot
unauthorlzed, which the Bank executes In compliance with
the secutlty procedures, unless the Bank has been notified as
described in this Agteement and the Bank has reasonable
opportunity to act o1 such notlce,

O, Notice to the Bank.

Each Company will notify the Bank immediately if any
representation or warranty made by the Company ceases to
be true or if the Company becomes awase of any breach of
any representation of watranty by any other Company,

P, Laws and Regulations,

Bach Company agrees to comply with all applicable laws,
tules and regulations in connection with its use of the System
and the Setvices, including but not limited to, the laws
prohibiting illegal internet gambling and the sanctions laws of
the United States as administered by the Office of Forelgn
Asset Controls (OFAC), Each Company agtees to assist the
Bank in complying with all laws, rules and tegulations
applicable to The Companies or to the Bank, the System ot
the Services,

Q. Indemnification,

Each Company shall jointly and severally, defend, indemnify
and hold hattnless the Bank and its officers, directors, agents
and employees from and against any and all actions, costs,
clalms, losses, damages or expenses, including attorneys’ fees
and expenses, resulting from or atlsing out of any losges due
to sction or inaction by any Company in the use of the
System, the Services, or by the Bank In the petformance of it
obligations under this Agreement. The obligations of Each
Company under this Section are in addition to those provided
elsewhete In this Agreement, and are not g limitation on any
other obligations of a Company to the Bank (whether under
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this Agreement, any applicable Other Agreement, at law ot in
equity),

R, Authorization. .

Upon request, each Company agrees to provide approptiate
cotporate, partnership or other applicable eatlty
authorization, satlsfactory to the Banl, verifying the authorlty
of each person shown below in Exhiblt MAPA to this
Agreement to enter into this Agreement fot and on behalf of
that Company,

S, Pees,

In addition to other applicable fees that have been separately
disclosed in the Banl’s Other Agreements, the Company will
be charged a multiple access monthly fee of $0.00,

T. Tetms.

Except as specifically modified hereln, all other terms and
conditions of the Agreement and any Other Agteements
governing the use of any of the Accounts remalns the same,

U, Amendments and Termination,

The Bank reserves the right to terminate or amend the
multiple access services provided under this Agreement, at
the Bank’s discretion, at eny time, The Company may
terminate its continued participation in the multiple access
services contemplated under this Agreement by signing an
Amended Exhibit MAPA and completing the “Date
Removed” box for each Account to be removed from the
service,

V. Goveming Law,

This Agtreement shall be governed by California lnw (other
than Californh conflict of law rules, if any, that might operate
to cause the law of another jusdsdiction to apply), except to
the extent preempted by federal law.

(END of AGREEMENT)
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Software Administrator Authorization

Schedule ACH/EZ Deposit: Application

Multiple Access Parties and Accounts Authotization —
Schedule MAPA

EZ Deposit Equipment Receipt

Resolution of Board of Directots
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This product was created as part of a joint eﬁ"ort between the Federal Bureau of Investigation,
the Financial Services Information Sharing and Analysis Center (FS-ISAC), and the Internet
Crime Complaint Center (IC3).

Fraud Alert Involving Unauthorized Wire Transfers to China
26 April 2011

The FBI has observed a trend in which cyber criminals — using the compromised online
banking credentials of U.S, businesses — sent unauthorized wire transfers to Chinese economic
and trade companies located near the Russian border,

Between March 2010 and April 2011, the FBI identified twenty incidents in which the online
banking credentials of small-to-medium sized U.S, businesses were compromised and used to
initiate wire transfers to Chinese economic and trade companies, As of April 2011, the total
attempted fraud amounts to approximately $20 million; the actual victim losses are $11 million.

In a typical scenario, the computer of a person within a company who can initiate funds transfers
on behalf of the U.S. business is compromised by cither a phishing e-mail or by visiting a
malicious Web site. The malware harvests the user’s corporate online banking credentials. When
the authorized user attempts to log in to the user’s bank Web site, the user is typically redirected
to another Web page stating the bank Web site is under maintenance or is unable to access the
accounts, While the user is experiencing logon issues, malicious actors initiate the unauthorized
transfers to commercial accounts held at intermediary banks typically located in New York,
Account funds are then transferred to the Chinese economic and trade company bank account,

Victims
Like most account takeover fraud, the victims tend to be small-to-medium sized businesses and

public institutions that have accounts at local community banks and credit unions, some of which
use third-party service providers for online banking services.

Reciplents
The intended recipients of the international wire transfers are economic and trade companies
located in the Heilongjiang province in the People’s Republic of China, The companies are

registered in port cities that are located near the Russia-China border.
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The FBI has identified multiple companies that were used for more than one unauthorized wire
transfer. However, in these cases the transfers were a few days apart and never used again.
Generally, the malicious actors use different companies to receive the transfers, The companies
used for this fraud include the name of a Chinese port city in their official name. These citles
include: Raohe, Fuyuan, Jixi City, Xunke, Tongjiang, and Dongning. The official name of the
companies also include the words “economic and trade,” “trade,” and “LTD.”

The economic and trade companies appear to be registered as legitimate businesses and typlcally
hold bank accounts with the Agricultural Bank of China, the Industrial and Commercial Bank of
China, and the Bank of China.

At this time, it is unknown who is behind these unauthorized transfers, if the Chinese accounts
were the final transfer destination or if the funds were transferred elsewhere, or why the
legitimate companies received the unauthorized funds. Money transfers to companies that
contain these described characteristics should be closely scrutinized,

Unauthorized Wire Transfers '

The unauthorized wire transfers range from $50,000 to $985,000. In most cases, they tend to be
above $900,000, but the malicious actors have been more sucoessful in receiving the funds when
the unauthorized wire transfers were under $500,000, When the transfers went through
successfully, the money was immediately withdrawn from or transferred out of the recipients’
accounts,

In addition to the large wire transfers, the malicious actors also sent domestic ACH and wire
transfers to. money mules in the United States within minutes of conducting the overseas
transfers, The domestic wire transfers range from $200 to $200,000, The intended recipients are
money mules, individuals who the victim company has done business with in the past, and in one
instance, a utility company located in another, U.S. state, The additional ACH transfers initiated
using compromised accounts range from $222,500 to $1,275,000,

Malware

The type of malware has not been determined in every case but some of the cases involve Zeus,
Backdoor.bot, and Spybot. In addition, one victim reported that the hard drive of the
compromised computer that was infected was erased remotely before the IT department could
investigate,

* ZewS — malware that has the capability to steal multifactor authentication tokens,
allowing the criminal(s) to log in to victims' bank accounts with the user nanie,
password, and token ID, This can occur during a legitimate user log-in session,

* Backdoor.bot — malware that has worm, downloader, keylogger, and spy ability, The
malware allows for the criminal(s) to access the infected computer remotely and further
infect computers by downloading additional threats from a remote server.,

2




* Spybot — an IRC backdoor Trojan which runs in the background as a service procéss.

and allows unauthorized remote access to the victim computer,
Recommendation to Financial Institutions ,

v Banks should notify their business customers of any suspicious wire activity goi'ng to the
following Chinese cities: Raohe, Fuyuan, Jixi City, Xunke, Tongjiang, and Dongning,

o Wire activity destined for the Chinese cities of Raohe, Fuyuan, Jixi City, Xunke,
Tongjiang, and Dongning should be heavily scrutinized, especially for clients that have
no prior transaction history with companies in the Heilongjiang province,

For recommendations on how businesses can Protect, Detect, and Respond to Corporate Account
Takeovers such as this, please refer to the “Fraud Advisory for Businesses: Corporate Account
Take Over” available at hitp://www.fsisac.com/files/public/db/p265.pdf,

Incident Reporting

The FBI encourages victims of cyber crime to contact their local FBI field office,
hitp://www.fbi.gov/contact/fo/fo.htm, or file a complaint online at www.IC3.gov,
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STATE OF CALYFORNIA — BUSKNESS, TRANSPORTATION AND HOUSING AGENCY EDMUND G BROWN, Jr,, Governor

0

DEPARTMENT OF CORPORATIONS

Supporting a Fair & Secure Financial Services Marketplace for all
Californians

Jan Lynn Ovwen
Commissioner of Corporations

Los Angeles, California
IN REPLY REFER T0:

FILE NO;_963-2549
Date: February 26, 2013

To; Bfficient Services Escrow Group
Robert Crenshaw, President

Referenioe: Demand to replace escrow trust account shortage

The trust accounts with First Foundation Bank, account # 6000007267 and account
H6000012416, have a shortage of $1,558,439.00, which is the result of unauthorized wire
transfors. As directed by the Speeial Administrator, you are heteby ordered to replace the kaown
trust account shortage 1o later than February 27, 2013 by 5 PM. Please provide copies of
supporting documerttation showing whers the replaced funds come from. and a3 well a3 the
deposit confirmation to the trust acoount, If these funds are not replaced by the designed time,
acministrative action will be taken which may include the suspension or revocation of you

escrow leense.

Hand Delivered by: Sultanna Wen, Corporation Examiner

February 26, 2013

Robert Crenshaw, President

+ Seourities * Franchises + Off-Exchange Commodities + Tavestment and Finanelal Services +
» Independent Escrows ¢ Consumer and Commerolal Finance Lending + Residential Mortgage Lending «

?ACRAMENTO 95814-4052 $AN FRANCISCO 54104-4428 LOS ANGELES 90013-2344 BAN DIEGO 921013697

515 K STREET, SUTTE 200 ONE'SANSOME STREET, SUITE 600 520 WEET 4™ STREET, SUITE750 1350 FRONT STREET, R
{916) 4437205 (415) 9728563 (213) 5767500 m I&rlg) szs%asmmm

1-866-A8K-COR® WWW,GOLD.Ok 50V 1-866-275-2677
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' t r a d I I n STRADLING YOOGA GARLSON & RAUTH, P.C, NEWPORT BEACH SAN FRANCISCO
660 NEWPORT CENTER DRIVE, SUITE 1800 949.726.4000 16.208.2240

Attorne\/s at Law NEWPORT BEACH, CA 92660-8422

SYGR.COM SAGRAMENTO SANTA BARBARA
916.449.2850 806,730,6800
MARGC J, SCHNEIDER 8AN DIEGO SANTA MONICA
(048) 725417 856,026,3000 424.214,7000

MSCHNEIDER@SYCR.COM

February 26, 2013

Via Email and Overnight
Ms. Julie Bonnel-Rogers
Dincel Law Group

25 Metro Drive, Sixth Floor
San Jose, CA 95110
irogers@dincelaw.com

Re:  Efficient Services Escrow Group (“Escrow Group”)

Ms. Bonnel-Rogers,

. My firm represents First Foundation Bank (the "Bank”). | write in response to your
letter of today's date, which suggests that $1,558,439.00 was wire transferred from your
client's account as a result of “cyber theft” The Bank and our firm are in the process of
investigating these wire transfers, which, even though they occurred in December of 2012
and in January 2013, were only brought to the Bank's attention on Friday afternoon,
February 22, 2013. Since your letter offers no facts or evidence supporting the existence of
this alleged cyber theft or that First Foundation Bank is responsible in any way, First
Foundation Bank cannot honor your request for a bridge loan in this amount or to otherwise
replace this money into your client’s accounts by 5pm today.

However, we take such allegations seriously and have already opened an
investigation into this matter. Based on your letter, we understand that the opening of this
investigation will “provide a brief pause” in the Department of Corporation’s process,
relieving any immediacy.

First Foundation Bank intends to complete Its Investigation expeditiously. If you
have any [nformation supporting your allegations, please provide it to us at your earliest
convenience to assist us in our investigation. We will provide you with the results of our
investigation into this matter once It is complete.

Very truly yours,

el

M/

MarC.A S Bl gl @
for STRADLING YOCCA CARLSON & RAUTH, P.C,

LITIOC/2065268v2/100371-0000°
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25 Metro Drive » Sixth Floor

N DINCEL LAw GROUP San Jose, CA 95110
’ APC tel: (408) 573-5723
ATTORNEYS AT LAW fax: (408) 824-1312

jrogers@dincellaw.com

February 27, 2013

Via Facsimile, Electronic Mail and U.S. Mail

Mr, Tony Swartz

First Foundation Bank

18101 Von Karman Avenue, Suite 700
Irvine, CA 92612-0145

Via Facsimile: (949) 732-7430

Re: Efficient Services Escrow Group - $1,558,439.00 Loss Through Wire
Transfer Fraud/Corporate Account Takeover

URGENT BUSINESS
REQUEST FOR IMMEDIATE RESPONSE

Dear Mr. Swartz:

By way of introduction, my name Is Julie Rogers, and I am an attorney with the
Dincel Law Group. We have been retained by Efficient Services Escrow Group to
represent the interest of the company In the aftermath of a corporate account
takeover by cyber thieves. We understand that you have been working with
Efficient Services Escrow Group to rectify their loss in the amount of
$1,558,439.00.

We are writing to advise of the dire situation that Efficient Services Escrow Group
has been placed as a result of the cyber theft, Efficient Services Escrow Group has
been subjected to an Investigation by the Department of Corporations (DOC)
which has resulted in a Demand to replace the missing $1,558,439.00 within 24
hours by 5pm _on February 27, 2013. If Efficlent Services Escrow Group Is
unable to replace the missing $1,558,439.00 by 5pm_today, it will be subjected
to an administrative action which will include suspension or revocation of escrow
licenses and the closing of the business. (Please refer to the February 26, 2013
Demand from the DOC included herewith.) The DOC has indicated its willingness




Mr. Tony Swartz
February 27, 2013
Page 2

to provide a brief pause In its process upon written confirmation that First
Foundation Bank is investigating the matter in an expeditious manner. It would be
greatly appreclated If First Foundation Bank confirmed its course of action In
writing so that Efficlent Services Escrow Group can submit the same to the DQC,

The position in which Efficient Services Escrow Group has been placed is URGENT
and irreparable damage will occur If First Foundation Bank does not respond
appropriately and timely. By writing this letter, we are requesting that First
Foundation Bank replace the $1,558,439.00 stolen from Efficient Services Escrow
Group accounts at First Foundation Bank by 5pm on February 27, 2013 to
assure Efficient Services Escrow Group’s continued business operations under the
DOC. In the event that First Foundation Bank is not In a position to advance the
funds at this juncture, we are requesting, in the alternative, that First Foundation
Bank provide an interest free bridge loan for the $1,558,439.00 stolen from the

accounts at First Foundation Bank by 5pm on February 27, 2013.

Please contact me immediately to discuss this matter.

Very truly yours,

DINCEL Law Group

Julle Bonnel-Rogers

JBR/kkn
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STATE OF CALIFORNIA -- BUSINESS, TRANSPORTATION AND EOUSING AGENCY EDMUND G. BROWN Jx., Governor

DEPARTMENT OF CORPORATIONS -
Supporting a Fair and Secure Financial Services Markeiplace Jor all Californians

Jan Lynn Cwen
‘Commissioner of Corporations

Los Angeles, California .
IN REPLY REFER TO:
FILENO: 963-2549
February 28, 2013

David Crenshaw, Chief Financial Officer

Efficient Services Escrow group -
. 19671 Beach Boulevard, Suite 207

Huntington Beach, California 92648

Re: Order To Discontinue Escrow Activities

Dear Mr, Crenshaw:

Enclosed is an Order to Discontinue Escrow Activities Pursvant to Section 17415 of the
California Financial Code issued by the Department of Corporations against Efficient Services
Esctow Group, This Order directs Efficient Services Escrow Group to immediately discontinue
all escrow and joint control activities, including the disbursement of funds from the trust _
account(s). This Order goes into effett as soon as you receive it unti) further written order of the
Commissioner, ' '

By sefving copies of this Order on all banks holding funds or property for Efficient Services
Escrow Group, the Commissioner hexeby requests all these enities refrain from disbursing any
such funds or property.

If you have any questions, please contact the undersigned at the telephone number listed below.,
Very traly youis, .

Commissioner of Corporations

ol Al

ly L{Hartley,
Senior Corporations Colinsel
Enforcement Division
(213) 576-7604

JLH:jh
enclosure

SACRAMENTO 958144052 SAN FRANCISCO 94104-4428 LOS ANGELES 90013.2344 SAN DIEGO 921013697
1515 K STREET, SUITE 200 ONE SANSOME STREET, SUITE-600 320 WEST 4™ STREET, SUITE 750 1350 FRONT STREET, ROOM 2034
{916) 4457208 (415) 572-8568 (213) 576:7500 (619) 525.4333

1-866-ASK-CORP WWW.COTp.Ca.gov 1-866-275-2677
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" State of California — Department of Corporations.
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MARY ANN SMITH

DepL%t,y Comimissioner

JUDY L. HARTLEY (CA BAR NO, 110628)
Senior Corporations Counsel

DEPARTMENT OF CORPORATIONS

320 West 4th Street, Ste. 750 ,

Los Angeles, California 90013-2344

Telephone: (213) 576-7604 Fax; (213) 576-7181

Attorneys for Complainant
; BEFORE THE DEPARTMENT OF CORPORATIONS
OF THE STATE OF CALIFORNIA

In the Matter of THE COMMISSIONER OF

. File No. 963-2549
CORPORATIONS OF THE STATE OF
CALIFORNIA, : ORDER TO DISCONTINUE ESCROW |
ACTIVITIES PURSUANT TO FINANCIAL
Complainant, CODE SECTION 17415

- V8§,
EFFICYENT SERVICES ESCROW GROUP,

Respondent.

M e e e e N Y N N N N

N
[N}

| Agent’s Fidelity Corporation (“EAFC™), the fidelity insurer for the independent escrow industry, that

' TO: - BFFICIENT SERVICES ESCROW GROUP
19671 Beach Boulevard, Suite 207
Huntington Beach, California 92648

FIRST FOUNDATION BANK.
18101 Von Karman Avenue, Suite 750
Irvine, California 92612 -

" THE CALIFORNIA CORPORATIONS COMMISSIONER FINDS THAT:
1. On or about February 25, 2013, the Commissioner received information fromyEscrow
Respondent Efficient Services Escrow Group (“Efficient”) had notified EATC on or about February

22,2013 that Ef_ficient had suffered shortages in its trust accounts totaling $1,558,339.00. Based

upon such information, the Commissionet, by and through staff, commenced a special exarination
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of the books and records of Efficient on or about February 26, 2013,
2, The special examination disclosed that Efficient had shortages in its two trust
accounts totaling $1,558,339.00. The special examination disclosed that the shortages were

apparen'tly caused when someone “hacked” into a computer of Efficient and thereafter cansed

monies on deposit in the trust accounts of Efficient to be wired out of the country. The respective

dates and amounts of the wires were December 17, 2012 in the amount of $432,215.00, anua}y 24,

12013 in the amount of $563,112.00, and January 30, 2013 in the amount of $563,112.00,

3. Atthe time the unauthorized w:res occurred in January, 2013, Efficient was in
violation of California Code of Regulations, tztlc 10, section 1732 +2(2)(3), which requires escrow
agent licensees to reconcile their trust account(s) on a monthly basis, The December 31, 2012 bank
account statement for the trusi account ending in 2416 clearly showed the unauthorized wire in the
amount of $432,215 OO on December 17, 2012,

4, The regulatory examination of Efficient recently completed i in September 2012

- disclosed that Efficient was not maintaining its books and records in accordance with the

requirements of the Bscrow Law, in particular, its trust account books and records. The Department '
of Corporations™ examiner discussed the violations of the Escrow Law with respect to the .
maintenance of proper books and records with Efficient durmg an exit conference, Efficient had
been prevzously warned during its regulatory examination i in 2009 regarding its then faﬂure to
maintain proper books and records,

S. Based upon the fm;iings of the special examination, on or about February 26, 2013,
the Commissioner made written demand to Efficient to cure the $1 298,339.00 shortage in the trust

accounts no 1ater than close of busmcss February 27 2013 Efﬂment has faxled to cure the shonage

and contmues in 1ts fallure to cure tha trust account shortage

Based upon the foregoing, Efficwnt is conducting escrow business in such an unsafe and
injurious manner as to render further operatio'ns hazardous to the public or to customers,
. NOW, BASED ON THE FOREGOING, AND GOOD CAUSE APPEARING
THEREFORE, it is hereby ORDERED, under the provisions of section 17415 of the Financial Code,

that Efficient Services Escrow Group and any person having in his or ber possession any escrow
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funds or trust funds immediately discontinue the receipt or disburscme'nt of any escrow or joint
control money, documents or other property in its possession, custody or control.
This order is to remain in full force and effect unti] further order of the Commissioner.
Section 17415 of the Financial Code provides as follows:

(2) If the commissioner, as a result of any examination or from any
report made to him or her, shall find that any person subject to this
. division is in an insolvent condition, is conducting escrow business in
such an unsafe or injurious manner as to render further operations
hazardous to the public or to customers, has failed to comply with -
the provisions of Section 17212.1 or 17414.1, has permitted its tangible
net worth to be lower than the minimum required by law, has failed to
+ maintain its liquid assets in excess of current lisbilities as set forth in
Section 17210, or has failed to comply with the bonding requirements
of Chapter 2 (comumencing with Section 17200) of this division, the
- commissioner may, by an order addressed to and served by registered
or certified mail or personal service on such person and on any other
person having in his or her possession or control any escrowed funds,
trust funds or other property deposited in escrow with said person,
direct discontinuance of the'disbursement of trust funds by the parties
or any of them, the receipt of trust funds, the delivery or recording of
documents received in escrow, or other business operations, No persor
having in his or her possession any of these funds or documents shall be
liable for faflure to comply with the order unless he or she has received
written notice of the order. Subject to subdivision (b), the order shall remain
in effect until set aside by the commissioner in whole or in part, the person
is the subject of an order for relief in bankruptcy, or pursuant to Chapter 6
(commencing with Section 17621) of this division the commissioner has assumed
. possession of the escrow agent, :

(b) Within 15 days from the date of an order pursuant to subdivision (a),

the person may request a hearing under the Administrative Procedure Act,
Chapter 5 (commencing with Section 11500) of Division 3 of Title 2 of the
Government Code. Upon receipt of a request, the matter shall be set for hearing

T rtocommence within30daysiafter such receipt-unless the-person'subject *

" to this-division consents to a later date. If no hearing is requested within
15 days after the mailing of service of such notice and none is ordered by
the commissioner, the failure to request a hearing shall constitute a waiver
Of the right for a hearing, Neither the request for a hearing nor the hearing
itself shall stay the order issued by the commissioner under subdivision (a).

3
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Dated: February 28, 2013

Los Angeles, CA
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JANLYNN OWEN
Commissioner of Corporations

LI

Mary Ann Smith 7
Deputy Commissjoner
Enforcement Division
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From: Tony Swartz <tswartz@ff-inc.com>

Date: Thu, 28 Feb 2013 14:19:48 -0600

To: Danny Crenshaw <dannyc@efficientescrow.com>
Cc: Ryan Wilkinson <rwilkinson @ff-inc.com>
Subject; Phone Conversation

Hi Danny!
I wanted to archive our conversation that we just concluded.

1. You have given verbal authorization for First Foundation Bank to continue to confirm all outgoing wires with
Sandy Jones in the future. Your schedule will not permit you to do this at this time,

2. First Foundation Bank will not be opening any new accounts in the future and the request we received from
Sandy Jones on 2/27/2013 will not be honored.

3. First Foundation Bank will be completing our research in the next day or two and at that time regardless of the
conclusion we will send you a formal request to close all banking activities. We will give you sufficient time
(approximately 10 days) to close the relationship,

Please let me know If your understanding to my comments are different or inaccurate.

Very Best Regards,
Tony

 Firs
Founparion

e —. BhvewgEth, Expedenee,

Tony Swartz 18101 Von Karman Ave
COO Suite 750

First Foundation Bank Itvine, CA 92612
tswartz@ff-inc.com Phone: (949) 202-4150

www.ff-inc.com Fax:  (949) 732-7430

-7i Investment Management -Wealth Planning « Consulting “Trust « Banking
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Julie Rogers, Esq.

From: Criqui, Shane [scriqui@SYCR.com]
Sent; Monday, March 04, 2013 5:39 PM
To: Julle Rogers, Esq.

Cc: Schneider, Marc J.; Kim Q. Dincsl
Subject: RE: First Foundation Bank
Attachments: Cease and Desist 3.4.pdf

Julie,

- Your email contains several inaccuracles.

First, neither my client nor my firm represented that we would have an investigation concluded by today. Indeed, When
Marc and I spoke to your partner Mr. Dincel late last week, he informed us that your client would be given a ten (10) day
grace petiod by the DOC,

Second, the recovery of funds was communicated to you as soon as it was communicated to us — which was the very
next business day after the funds were recovered.

. Third, both myself and Mr. Schneider will be handling the matter,
Fourth, in response to your email (sent immediately after the email below) requesting executed cash management and
online banking services contracts — our previous emall already provided you with the relevant signature pages as well as

the contracts themselves.

Fifth, we understand that your client has been making false and defamatory statements regarding First Foundation,
Accordingly, please see the attached cease and desist letter.

Very Truly Yours;

Shane

From: Julie Rogers, Esq. [mailto:jrogers@dincellaw,com]
Sent: Monday, March 04, 2013 4:51 PM

. To: Criqui, Shane

Cc: Schneider, Marc J.; Kim O, Dincel

Subject: RE: First Foundation Bank

Shane,
Attached is the letter for Wells Fargo you requested,

We were previously informed by FFBank officials that they was concluding its investigations and would have a declsion

" regarding whether they intended to cover the ESEG’s losses no later than this morning, Time is a crucial factor In this
matter as ESEG is under a simultaneous Department of Corporations Investigation which places its license and business
operation at Issue. Can you please promptly explain what specific steps First Foundation has taken to investigate this
matter? Further, can you explain what additional steps must be taken by First Foundation before It determines whether
it will cover ESEG's losses?
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[ncident Report':

Client: Efficient Services Escrow

Incident Date(s): 12/17/2012, 01/24/2013, 01/30/2013

Incident Summary: :

First Foundation Bank (“FFB”) recelved foreign wire requests on 12/17/2012, 01/24/2013, and
01/30/2013 from Efficlent Services Escrow (“ESE”), The three foreign wire requests were sent through FFB's
Private Access Business Online Banking system (“Businass Online”) and totaled $ 1,558,439.00. The detailed

wire history can be seen in Appendix A, An ESE employee named Julle Gardner was the originator of all the
wires.

On Friday, February 22, 2013 FFB received a call from ESE officer Sandy Jones. Ms. Jones asked FFB to
research the 3 wires. Once FFB provided the wire information to Ms. Jones, she claimed that the wires were
fraudulent. FFB attempted to recover the wires on 02/25/2013. The 12/17/2012 wire was recovered on
8/1/2013. Through Wells Fargo, FFB’s carrespondent bank for these forelgn wires, FFB was informed that the

Bank receiving the wires sent on 01/24/2013 and 01/30/2013 stated that its client claimed these wires were not
fraudulent, : :

Incident Details:

Client Agreements:

ESE was originally setup to send Wires on 3/1/2010. On behalf of ESE, Robert Crenshaw executed a
Wire Transfer Services agreement that covers accounts 6000005519 and 6000005527, FFB converted to a new
Online Banking Services vendor on 9/17/2012, To cover the new features available in the system, FFB recelved
new cash management and online banking agreements on 8/14/2012 from ESE. These updated agreements
were executed on behalf of ESE by Ms, Jones, The new agreements covered Business Online and Online Wire
Services (WX), The agreements covered accounts 6000005519 and 5000007267, The current agreements are -
avallable In Appendix |,

Account 6000012416 was opened on 9/11/2012 (the “RBJ Account”). ESE had the RBJ Account set up to
be accessible through Business Online with WX, The RBJ Account was added to ESE access on 9/18/2012, The
RBJ Account did not have Wire transfer access until 10/10/2012, On 10/10/2012, Falth Hamer, an Escrow Officer
and Branch Manager at ESE, sent an email to FFB stating she needed a “wire to go out immediately!l” from the
RBJ Account., FFB employee Jimmy Ton assisted Faith with enabling WX access and sending out the first wire
from RBJ through Business Online. The email can be viewed on Appendix J, ‘

[Type Office Address Here] ¢ Phone: [Type Phone Numbes Here] ¢ Fax: [Type Fax Number Hete]
www.ffinc.com ¢ [Type E-mail Here]
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International Business:

ESE Is an escrow services company and does the maJority of their business domestically. ESE has on
several occaslons requested information about international wire transactions, On 11/02/2012 Falth Hamer
sent an email to FFB stating that “I have a wire | need to send out this morning to a bank in China” but that the
system was not setup to do so. The EBanking team contacted Ms. Hamer and walked her through creating a
Foreign Wire Template on 11/02/2012. This was the first Foreign Wire template created on ESE's Business
Online setup. This emall is avallable on Appendix K.

On 11/06/2012, FFB received an email from Ms. Jones requesting First Foundation Bank’s SWIFT
number. ASWIFT number Is required by internatlonal banks to send a wire, Ms. Jones stated that ESE was
conducting international business and needed to receive a forelgn wire, Ms. Jones's emall Is avallable on
Appendix L, '

User Access:

Ms. Jones is a Software Administrator for ESE. This gives her the ability to add, delete and change users
as needed for ESE. She hasa consistent history of managing the ESE users by deleting old ones, changing
account and template access, and adding new employees as they are hired,

Ms, Jones created employee Ms. Gardner on 10/17/2012, On 10/18/2012, Mss, Jones gave Ms. Gardner
access 1o accounts 6000007267 and 6000012416, On 10/18/2012 Ms, Jones also gave Ms, Gardner access to 37
separate existing wire transfer templates. Adding the templates gave Ms, Gardner access to send wire transférs.
These access changes can be seen on the File Malntenance Report on Appendix B.

Ms, Jones did not require dual control'on wire transfers that Ms, Gardner sent. Dual control allows Ms.
Jones to review all wires before they are sent to FFB, Itis a control avallable for all of FFB's wire transfer clients,

Bank regulators require Wire Transfer users to login using layered security. In compliance with thls, Ms.
Gardner was required to log in using a Vasco securlty token, The token generates a password that changes
every 32 seconds, In addition, Ms, Gardner has to enter a 4 diglt PIN number during every login. The token helps
prevent the stealing of passwords as they are always changing. It also requires the user to have the physical
token In hand to be able to login, The PIN number is something the user has to know. The combination of
requiring a physical device, an ever changing Password and a PIN creates a strong authentlcation password.

Ms. Jones deleted Ms. Gardner from Business Online on 02/20/2013. FFB was Informed Ms. Gardner
was no longer an employee of ESE on 02/22/2013.

[Type Office Address Hete] ¢ Phone; [Type Phone Nutmbet Hete] ¢ Fax: [Type Fax Numbet Hete]
wiww ffinc.com ¢ [Type E-mail Here]
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'User Actlvity:

Ms. Gardner was an actlve user of the Buslness Online system. An activity report shows that Ms.
Gardner's access ID logged in 153 times between 10/18/2012 and 02/20/2013 Ms, Gardner’s database
Employee ID In the system Is 1015,

The EBC Transaction by Employee report shows that Employee 1015, Ms. Gardner logged in on
12/17/2012, 01/24/2013 and 01/30/2013. The report also shows that the activity In those login sessions g
included a “WIREXCHANGE FOREIGN WIRE” transactlon, This Is the transaction that shows confirmation of a
wire that is sent through Business Online. A confirmation was also produced on each wire. The confirmation
numbers for the 3 wires in question are below;

12/17/2012 Wire — 110006538
01/24/2013 Wire — 112100555
01/30/2013 Wire — 112809065

The session activity reports can be viewed in Appendix C., The 12/17/12 and 01/30/13 wires originated
from the RBJ Account. The 01/24/13 wire otiginated from account number 6000007267, Agaln, the detailed
wire history can be seen in Appendix A.

In addition to the confirmation numbers, three employees at ESE received automated email
notifications whenever a wire goes out. The three email addresses are sandvi@efficlentescrow.com, ;
Teresa@efficientescrow.com, and faith@efficlentescrow.com. The emall addresses belong to Ms, Jones, Teresa |
Mitchell and Faith Hamer respectively, All three are or were once an employee at ESE, We have received '
confirmations from our software vendor that these wire notification went out for the wires in question on
12/17/2012, 01/24/2013 01/30/2013, A report was provided from the software vendor and Is avallable In
Appendix D,

Ms, Gardner had an active role at ESE sending wires for the firm. From 10/18/2012 to 02/20/2013 Ms,
Gardner had sent 80 wires, totaling over $8.5 million dollars for ESE, Ms, Gardner often sent wires Inlarge
amounts In excess of $250,000. A summary report of the wires that Ms, Gardner sent Is avallable In Appendix E,

Session Location:

The Business Online system tracks the Internet Protocol (IP) address of every session and transaction
performed. The IP address and can be used to help determine where online activity came from. FFB opened a
case to find the [P address of all transactions made from Ms. Gardner on Business Online for the dates
12/17/2012, 01/24/2013, and 01/30/2014. The IP that was reported Is 72.54.113.34. The results can be seen on
Appendix F.

FFB also requested the IP address of a successful online banking transaction from Ms. Gardner on
01/24/2013 for comparison, There was no regorted fraudulent activity reported on a domestic wire sent by Vs,

[Type Office Address Here] 4 Phone: [Type Phone Numbet Hete] ¢ Fax: [Type Fax Numbet Here]
www.t-inc.com ¢ [Type B-mail Here]



FirsT
! FounpaTion Bank |

d Trust, Strength, Experlence, |

Gardner on 01/24/2013 for $2950. This was the same day as one of the fraudulent wires, The IP Address of the
non fraud wire came from 72,54,113.34. This Is the same IP address as the other fraudulent transactions In

question. The IP report is avallable on Appendix G, The Session IP reports were created directly by FISERV, FFB's |
core banking system provider, |

IP Address Research:

Adrlan Darmawan, the Chief Technology Officer of FFB performed research on the location of the [P
Address that was reported In the session activity for Ms. Gardner. The IP Address information can be viewed on
Appendix H. In summary, the IP Address for all the Internet banking activity for Ms. Gardner came from
72.54.113.34, This IP Is owned by internet service provider (ISP) Cheyond Communications. They have assigned
72.54.113.34 as a static IP registered to Efflicient Services Escrow in Huntington Beach, California,

Incident Findings:

Based ori the IP information provided by Fiserv, First Foundation Bank believes that the wire transfer
request originated from the Efficlent Services Escrow office. The IP Address found on all sessions researched is
consistently 72.54,113.34, This IP Is registered to Efficient Services Escrow In Huntington Beach, California.

Ms. Gardner was an authorized user. Adequate controls'were in place for Ms. Gardner and her login
requirements from FFB Business Online. A onetime password Is required to login. The password generated by
the Vasco Go3 security taken Is only actlve for 32 seconds. The user would also have to know the 4 digit PIN !
number setup by Ms. Gardner on her initial login. Ms. Gardnet has the ability to change the PIN number at f
anytime if she knew it was compromised. These controls create an authentication requirement that meet or
exceed bank regulatory requirements,

The transaction and session history of Ms. Gardner suggests the possibility of Internal fraud, Ms. ‘
Gardner had authorized access to send wires on behalf of ESE. Ms. Gardner did not need a separate approval to
send out a wire. It took over 2 months for ESE to Inquire on the fraudulent wire from 12/17/2012. FFB sends a
notice to 3 different employees at ESE to assist with reconcilement and as an “out of band” method of
verification for wires. Out of band verification is also tool to help prevent fraud and catch fraud early, FFBdid
not receive any inquiries from ESE regarding these emails, Ms, Gardner’s employment with ESE ended with
reasons unknown to FFB, Her access from Business Online was removed on 02/20/2013.
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